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Reverse Code Engineering N

* Reverse Engineering is also known as RE or RCE

 RE: Reverse Engineering
 RCE: Reverse Code Engineering

* RE Is the process of understanding an existing product

 Malware analysis and security research often involves RE
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Compilation Process V.

Compilation Linking
Human readable Binary code with Binary code with
text file readable symbols no symbols

Code Readability
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int ExecFile(char *FileName)

{
PyObject* PyFileObject = PyFile_FromString(FileName ,'r);
if ('PyFileObject)
{
return O;
}
if (PyRun_SimpleFile(PyFile_AsFile(PyFileObject), F ileName) == 0)
{
Py DECREF(PyFileObject);
return 1;
}
else
{
Py DECREF(PyFileObject);
return O;
}
}
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int ExecFile(char *FileName)
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 Malware analysis

e Security / vulnerability research
 Driver development

e Compatibility fixes

e Legacy application support
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Ethical and Legal Aspects Y e sure.
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Ethical and Legal Aspects Y e sure.

 Legality of reverse engineering is governed by copyright laws
» Copyright laws differ from country to country

* Reverse engineering is legal only is few specific cases
 Black box testing does not constitute reverse engineering

e Reverse engineering for compatibility fixes is legal

* Reverse engineering spyware is illegal in most countries

 When in doubt, do not reverse engineer!
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* Recovery of own lost source code

* Recovery of data from legacy formats
* Malware analysis and research

e Security and vulnerabllity research

e Copyright infringement investigations

 Finding out the contents of any database you legally purchased

11 February, 2008 Page 11



F-SECURE’

lllegal Activities V.

Image Copyright © 2005 Klaus with K

11 February, 2008 Page 12



F-SECURE’

lllegal Activities “

* |lllegal to reverse engineer and sell a competing product

e lllegal to crack copy protections

e lllegal to distribute a crack/registration for copyrighted software
e lllegal to gain unauthorized access to any computer system

e Copyright protected software is off-limits in most cases

« Spyware/Adware with companies behind them are included
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Decompilation Process N e sume.

Disassembly Decompilation
Executable s 4l Disassembly — >
Binary code with Reverse engineer Human
no symbols readable code readable code

Code Readability
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Disassembly Results

BE SURE.
.text:004013F0 sub_4013F0  proc near ; CODE XREF: sub_406AB0O+6F p
.text:004013FO0 ; sub_4601D0+5D p
.text:004013FO0
text:004013F0 var_1C = dword ptr -1Ch
.text:004013F0 var_18 = dword ptr -18h
.text:004013F0 arg_O = dword ptr 4
.text:004013FO0
.text:004013F0 push edi
.text:004013F1 push esi
.text:004013F2 push ebx
.text:004013F3 sub esp, 10h
.text:004013F6 mov edi, [esp+1C h+arg_0]
.text:004013FA test edi, edi
.text:004013FC jz  shortloc_40143D
.text:004013FE mov [esp+1Ch+var_1C], offset dword 572010
.text:00401405 call sub_ 406F80
.text:0040140A mov  ebx, eax
.text:0040140C jmp  shortloc_401439
Aext:0040140C ; ----mmmmmmmmmmmmmmmemmemeeemees e
.text:0040140E align 10h
.text:00401410
.text:00401410 loc_401410: ; CODE XREF: sub_4013F0+4B ]
.text:00401410 mov [esp+1Ch+var_18], ebx
.text:00401414 mov [esp+1Ch+var_1C], offset dword 572010
.text:0040141B call sub_406E30
.text:00401420 mov [esp+1Ch+var_18], ebx
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« General computer architecture knowledge

e Assembly programming of target processors
e Operating systems

* File formats

 Information search skills

e ...real persistence...
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* Hex editor/viewer
e Disassembler

e Search engine

e Debugger

 Script language
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Most Commonly Used Tools Bk SURE.

. . ] N ! : i
IDA - Chidapython'.test'make.idb {make.exe
e Hex editor/viewer CARLRLSL T (rmalcc-coic TS
File Edit Jump Search MWiew Debugger Options  Windows Help
| D1, Wi-a, | Hex View-.-‘l'-.l gﬁ E:-cpu:urtsl % Impu:urtsl N Namesl \LF_I] Funu:ti-:-nsl 0 St[inggl B_ Structuresl En Enums
* D|Sassemb|er E DA Yiew-a
* ; [688868082A BYTES: COLLAPSED FUMCTION _ amsg_exit. PRESS K
. *|.text:-@B415EBA align 18h
® ~text:B8415ECH
SSEBEir(:r] Ear]ngr]Ea -text-868415ECA _memcpy: » CODE XREF: sub_&
~text:B8415ECH H 5uh_1|131ﬂﬂ+118Tp
* _text-00415ECH push ebp
Y * _text:-00415ECA mou ebp, esp
[)EBk)lJQ)Q}EBF * _text:-B0415EC3 push edi
* _text:-B0415ECYH push esi
E; . I * _text:B8415ECS mou esi, [ebp+BCh]
{ * .text:BB415ECE mou ecx, [ebp+18h]
(:rlr)t Eir]QJLJEigJEB * _text:00415ECB mou edi, [ebp+8]
*l.text:-88W1SECE mow eax, BCX
* . text:88415EDA mow edx, ecx
" text-88MISED? add eax, esi
* o text:B8M1SEDY cmp edi, esi
-~ .text:BO41SEDG jbe short loc_Y1SEEA
1
L
-+ |EIIIII3152CE |IIII:I415ECE: Jfexbi00415ECE
EDAPytth wersion 0.2.55 final (serial 0) initialized
Python interpreter wversion 2.4.4 final (serial 0]

laL: idle Down  |Disk: B50ME |
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 Hex editor/viewer

 Disassembler G O O 81 e

e Search engine

e Debugger || o =

Freferences

Google Search I I'm Feeling Lucky | Language T

 Script language

Make Google Your Homepane!

Advertising Programs - Business Solutions - About Google - Go to Google Suomi

22008 Google
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Most Commonly Used Tools

Hex editor/viewer

0OllyDbg - 17s1.bin - [CPU - main thread, module 1751]
@ File Wiew Debug Plugins Options Window  Help

F-SECURE’

Bex »ln| b HL S HHJJJEQHJJJJJ =il

' 00411DFO 60 PUSHAD Registers (FPU
 Disassembler DOGTIDRT| . BE 00C04000 MOV ESI,17s1.00. [tr uoooooéu )
00411DF6| . SDBE OOSOFFFF|LEA EDI,DWORD P ECX 0012FFRO
: 00411DFC| . 57 PUSH EDI EDX 7C90EB94 ntdl1.|
e Search engine 00411DFD| .. EB OB JMP SHORT 17sl.' |Egx 7FFD4000
00411DFF a0 NOP ESP 0012FFc4d
gg:iiEgg > 2206 MOV AL,BYTE PTR |Epp 0012FFEO
E - INC EST ESI FFFFFFFF
o Debugger 00411€03| . 8807 MOV BYTE PTR DS |EDI 7¢910738 ntdl1.:
00411E05| . 47 INC EDI
Script | 00411E06| > 01DB ADD EB}(,EB)_I( EIP 00411DF0 17sl.«<l
o 00411E08| ..75 07 IJNZ SHORT I7s1l.' |c 0 Es 0023 32bit |
C“p anguage 00411E0A| > 8BI1E MOV EBX,DWORD P-[p 1 c¢s 001B 32bit |
Address |ASCII dump ipm 7C816FD7 [ RETURN to k¢
00412000 ............ D O.C O 0012FFC8| 7C910738 ntdl1.7cC910;
00412020 ... ..... wi€ | _€|Bn€|Q 0012FFCC| FFFFFFFF
00412040 | ....KERNEL32.DLL..Loa |0012FFDO| 7FFD4000
00412060 |GetProcAddress. .virtu |0012FFD4| 80543FFD
00412080 |virtualAlloc. .virtual |0012FFD&| OO012FFC8
004120A0 | Process. - - - v o oo e oo, 0012FFDC| 818cC6600
004120C0| - - . . - - 0012FFEQO| FFFFFFFF End of SEH ¢
004120E0 | & & - - o e e e e e e e 0012FFE4| 7C839AA8 |SE handler
00412100 . . . . -\ e e e e 0012FFES8| 7C816FEOQ kernel32.7cC!
00412120 . - . . o e e L 0012FFEC| 00000000
00412140 | . - . . o e e e e, +«| 0012FFFO| 00000000

| Program entiy point
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* Hex editor/viewer Python 2.5.1 (r251:54863, Oct 5 2007, 21:08
» Disassembler Type "copyright", "credits" or "license" fo

e Search engine

IPython 0.8.2 -- An enhanced Interactive Pyt
7 -> Introduction and overview of IF
%quickref -> Quick reference,

help -> Python's own help system,
object? -> Details about 'object'. ?object

e Debugger

 Script language
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e Master your tools

e Identify the target binary format

* |[dentify the target processor

* |dentify the target operating system

e ...dig in and find out as much as you can...
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