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Detecting Malware

 Blacklisting
» Detecting badness
» Perfect detection of malicious code is an undecidable problem

» Typically fairly reactive but heuristic and behavior blocking
approaches are also widely used

* Not perfect but good enough
» Whitelisting
» Allow only known good and block rest

» Solid theory but practical implementation is challenging

» This presentation focuses on blacklisting technologies
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File Infectors vs. Stand-alone Malware \N

« See “Introduction to Malware” lecture by Gergely Erdelyi

» Virus: Self-replicating (most often refers to parasitic infectors)

» A lot of the literature on the subject focuses on detecting viruses
(i.e. file infectors)

* Nowadays most malware is Trojans, Backdoors, and other
malware that does not replicate

* New file infector viruses do still appear frequently, though

* While detection methods are pretty much the same, this lecture
tries to cover malware detection in general, not just detecting file
infectors
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Detection Outcomes N

Object is malicious?
Yes No

Malware detected? Yes False Positive
No False Negative

From [Aycock06]

« “Ghost Positive”: A misdisinfected file that is actually no longer
infected with the virus
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Detection Strategies
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o Static

» Analysis of file structure and contents
* Dynamic

» Target of analysis is running

» Behavior monitoring on real system

 Emulation
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Scanning Methods \/ .E SURE.

....... DRY \Driveriusbehci
------- DRY \Driveriusbhub
------- DRY \Driveriusbuhci ) Scan types
------- DRY 'DriverivgaSave
------- DRY 'Criverivolanap
....... DRY '\Driveri\Wanarp ) On-demand (ODS)
------- DRY \Driveriwdmaud
DRV \Driveriwin3zk * On'aCCeSS (OAS)
------- DBY \Driverywinachsf
....... DRBY ‘\Driver\WMLxw DM

o DRY {DriveriWs2IFs. « ODS enumerates files and scans them

i DY \FileSystem|FliMar

------- DBY '\Fil=System|Fs_Rec

------- DRY ‘'FilzSyvstemiMR=Smb

------- DBY ‘\FileSystemtMsfs One by One
------- DBY '\Fil=Systen)Mup

------- DRY 'FileSystem| NetBIOS

------- DRY |Fiesysterifipfs » OAS scans files as they are being

= DPRY \FileSystemintfs

------- DEY (unnamned)

....... DEY (unnamed) aCCeSSed

= DEY s

B A'I_T Aktached: (unnamed) - \FileSystenisr
- - Attached: (unnamed) - \FileSystem'Fltgr L4 Typlca”y implemen'IEd USing

& DRY iFileSystemiRamn ; i I
H--- DRV \FilaSysterniRdbss WlndOWS fllter drlvers
- MIRY (FileSwskamb ar
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Antivirus Engine \Y.
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Scanning logic " Database )

In memary
(only thingzthat are
needed all the time)

| Files

| Memu:wbuffers[> Eng Ine 1 X
< Resuft |
On disk

(mames, repairinta, ..

Engine API
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Design Principles

« Scanning of clean files needs to be as fast as possible
* “Front end fast” [Kuo99] since most things are not viruses

« Scanning or disinfecting malware can take a while longer

 Memory cannot always be traded for speed
» At the end of 2007 F-Secure’s antivirus db had 500k signatures

e Platform issues

* Engines for many uses: Servers, gateways, desktop, mobile
phones, ...

* Endianness
» Supported languages (e.g. C++ is not always that portable)

» Available memory and CPU
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Design Principles, contd.
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* Preprocess what you can

» Long engine initialization will result in slow boot up time
* Read as little as you can

* File IO
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Sub components of an Antivirus Engine
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File system abstraction

Fingerprint scanning (string scan, hashing, ...)

File type (doc, exe, html, vbs, ...) recognizer and parsers

Archive uncompressor (zip, arj, mime, ...)

Unpacker for runtime packers (upx, aspack, ...)

Emulator

File disinfection and system clean-up
Database

Database update logic

From [Schmall02]
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Foobar.zip ¢
Foobar.exe Unarchiver P Parser
Foobar.exe Unpacker
File Type i i

I Fingerprint

Recognizer Scanning and
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CLEAN “Intected with W32/

Malware . ABC”
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Basic Scanning Technigues
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 String scanning

» Byte strings, not necessarily text strings

Hash scanning

» Using cryptographic checksums as signatures

Virus-specific detection algorithms
« Custom detection code

Heuristics

» Several types

Emulation

» Used in conjunction with the other techniques
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Naive String Search

 Pattern P (len n) albjc

e TextT (len m) alalalblalb|clalc

 Align left sides
o Compare charactersin P and T. Start from left.

 If mismatch, move P one to the right and start again
» If P is exhausted, we have a match

» Worst case performance O(hm)
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B oyer- Moore \)ne SURE.

« Align left like with naive scan

» Right-to-left comparison

» Bad Character Rule
* Need to preprocess P into array R(x) that contains the rightmost
occurrence of X in P

* When there is a mismatch and mismatching character in T is X,
we do not move P one character to the right. Instead, we move P
to the right until R(x) is aligned with the mismatching x.

Step 2:
(jmp ahead 2 chars) ala a blalblclalc
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Boyer-Moore, contd. N

Preceding chars needs to mismatch

e Good Suffix Rule / \ <—\

bgb C ?Cx‘
Step 1. alalcldld]blblclclblclalclblclalc
- - D —
Step 2: blciblclclblc
(jmp ahead 5 chars) =~ 3
alalc|d|d|b|b|cjc|b|c|al|c|b|c|a]lc

* Requires preprocessing as well
 Form a table of jmp length for each suffix of P

» Combining Bad Character Rule and Good Suffix Rule?
» Easy: Just jump ahead the amount of the biggest of the two

« Worst case performance of Boyer-Moore is O(n)

See “Algorithms on Strings, Trees, and Sequences” by Dan Gusfield for more info on Boyer-Moore
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Multiple String Comparison

* The problem with Boyer-Moore and other algorithms like it for
antivirus scanning purposes is that it scans one pattern at the
time

» Antivirus databases can have thousands of patterns for a single
scanning task: We cannot afford to rescan thousands of times!

» Set matching problem is O(n + km) where k is the number of
patterns

« Multiple String Search Algorithms to the rescue!
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Aho-Corasick
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» Based on a keyword trie p h
 Original Unix fgrep used it
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Aho-Corasick, contd.
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e Find set of patterns ={P,, ... P,JintextT

o AC works in O(n + m + z) where z is the number of pattern
occurrences in T and n is the sum of pattern lengths

« Requires preprocessing in building the trie
* Preprocessing time is rather fast (O(n))
» For antivirus databases this is no problem...

* Db building can be done in the backend before an update is
shipped to customers: Clients do not suffer from preprocessing

See “Set Matching and Aho-Corasick Algorithm” by Pekka Kilpeléinen for more info
http://www.cs.uku.fi/~kilpelai/BSA05/lectures/slides04.pdf
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Aho-Corasick: Example Lookup

 Start from the root
 If we end up in an end node x we have found a match for P,

« If the correct transition/edge from a node T, does not exist we
have hit a dead end

» If we hit a dead end, move back to starting location and then
one to the right and start again from the root

 If we find something, report it but continue to traverse the trie

* Note: Here we assume that no patternin  is a substring of
another pattern
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Search buffer:

pharmacy

Hmm... sounds like O(nhm)

* “m” being the number of
search strings
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Aho-Corasick: Failure Functions
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* Reaching O(n + m + z) requires one extra feature: We have to be
able to avoid seeking back to the left and continue from mid-trie

 Give each node ( a
label . Labelis the

() = “pha’ “string so far”

« Find the the length Ip( )

of the longest suffix of
( ) that is a prefix of

some pattern in
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Aho-Corasick: Failure Functions, contd. N

» Assign each node a failure link to the node n that has the label
of the Ip( ) -long suffix of

* Now the failure step in lookup
turns into:

If we hit a dead end
move (virtual) search
starting point to the
right by Ip( and
continue from n

o If Ip( ) == 0 then the failure link points to the root of the trie and
use the full length of () instead of Ip( )

« Basically we never need to seek back to the left as with the naive
example
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Dynamic String Search Signature

* Regular expressions
» Typically requires a state machine
» Performance issues
» Simple wildcards
e “04 A3 56 ?? ?? ?? ?? 67 AA FO”
» Typically used to replace addresses with wildcards

» See example of implementation of Aho-Corasick with wildcards
in [Kumar92]
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Issues In String Scanning
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« Search Range

 Full file search (slow)

» Limited search (start, length): How to select starting point?
* Number of Signatures

* One signature can lead to false positives

It can be a good idea to use a second signature to verify infection
[Fernandez01]

» False positives

* There have been instances where antivirus application detects the
database of another antivirus app [Fernandez01]
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Hash Scanning ).E .

Instead of looking for a byte string, look for a hash of a byte string

Matching short strings can be prone to false positives

« Hash Scanning: “Nearly Exact identification” [Szor05]

Reduced memory consumption
» A proper search string can be much longer than 20 bytes
A CRC16 checksum is 2 bytes and a MD5 hash is 16 bytes

Selection of hash algorithm is important

» Short hash: More prone to false positives
» Long hash: Consumes more memory

» Strong collision resistance: A hash function (that produces a
fixed size output) will always have collisions

» Speed: All algorithms are very fast compared to disk 10
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Hash Scanning: Scan Start Position

* In the most basic case we can calculate a hash of the full file
* Does not work for file infectors, of course

e Slow

» Even a single byte of junk appended to the file will break
detection

» A better solution is to use (start, length) pair for calculating hash

» Length needs to be chosen carefully:
» Short: Risk of false positives
* Long: A lot of disk access — slow, non-generic detection
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Scan Start Position, contd.

Stahlberg : “Antivirus Engine Design”

 Start can be arbitrary or a fixed
point, such as:

» Beginning of the file

(1008 header e PE Entry Point

|:|F'E header . . .
— » Beginning of the code section
[ psta secton » Beginning of an exported

.Resources functlon

Wy « Auto* (AutoNew(),
AutoOpen(), ...) macros in
Word documents
[Szappanos01]

* The more unique (start, length)
pairs, the slower the scan
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Other Ways to Improve Scanning Speed ),,E SURE.

» Top and Tail scanning

 File infectors typically add themselves to the beginning or end of
executable

« Scan only certain file types
« Cache scanning results

 File size and modification date (easy to fool)

 Store file checksum (in mem, on disk, or tagged onto files) — is
calculating this checksum much faster than scanning?

» What to do when antivirus database is updated?
« Code optimizations and algorithms

* “Do not optimize, choose a better algorithm”

From [Aycock06]
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Virus Specific Detections ).,E SuRE.

 “Algorithmic Methods” [Sz6r05]
» Writing custom code for a single malware family or variant

e Cons:
» Detecting a single family or variant can take thousands of lines of

code
» Writing such code takes time, quality assurance takes longer

» Can be slow (requires proper filtering )

e Pros:
* Virtually no limitation of what can be done

Read “Evolution of the AV Engine” by Carey Nachenberg at
http://www.symantec.com/enterprise/security response/weblog/2007/08/evolution of the av_engine.html for an excellent

eye-witness account of the history of algorithmic detections
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Virus Specific Detections, contd. | N

« Example:

pe = parse_pe(input_file)
section_names = pe->parse_section_names()
for name in section_names do
if name == “ATTACH”
return “W32/Mebroot.A”

return “CLEAN”
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Disadvantages of Fingerprint Scanning

« Can only detect malware that matches a known signature
 Basically only variants (or families) that have been analyzed before
« Growth in number of malware is exponential
» Database size grows too rapidly

* A need for more generic and proactive methods
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Detecting Script and Macro Malware
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» Polymorphic engines typically change capitalization and insert
garbage lines

« E.g. W97M/Walker family also changes the order of code lines
 Normalize

» Uppercase/lowercase

Reduce spaces and tabs

Reduce line endings to a know state (“\x0d\x0a”, “\x0a”)

Shorten variable names and substitute constants

Separate lines with semicolons (“;”) and join lines with “\" or “_”

Reduce unneeded parentheses

Delete comments (some may be needed for detection, though)

From [Schmall03] and [Fernandez01]
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Heuristics — “Holy Gralil” of AV

* Malware can (at least theoretically) be detected based on its
properties

» Very often malware files look different from normal files

» E.g. strange values in fields of PE header

e Some harmless files have weird characteristics as well

* Malware always has one or more of the following properties
[Shipp01]:

1. It replicates
2.1t has a payload that does something bad

3. It tries to hide from anti-malware programs (e.g. obfuscation, rootkit
cloaking, ...)
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Division of Heuristic Methods

Strategy Dynamic Static \
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SUbJeC.t of Behavior Structure
Analysis

Analysis : \
method Weights Rules

» Advanced analysis methods also include neural networks, expert
systems, and data mining techiques

From [SuominenQ7]
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Weight-based vs. Rule Based | ).,E SuRE.

» Weights (threshold 70 pts)

Boosters
A

o Stopper

“Connects to a web server”
“Uses undocumented API calls”
“Kills antivirus processes”
“Contains decryption loop”
“Contains string ‘virus™

“Shows a pop-up dialog to user”

“Connects to a web server” && “Contains decryption loop”

“Kills antivirus processes” && “Contains string ‘virus

Stahlberg : “Antivirus Engine Design” April 09, 2008 Page 35



@
F-SECURE

Example: Rules for Detecting EPO-viruses )

\‘\\_,/"/n: SURE.

SizeOflmage is Entry pointisina SizeOfCode is SizeOflmage is §
incorrect writable code incorrect incorrect 3,

section Z
Entrypoint SizeOfCode is Entry pointisina Entrypointis in -
contains a jump  incorrect writable code the last section

section

Uses suspicious TimeDateStamp  TimeDateStamp DOS header
API calls looks like it has or DOS header looks like it has
(FindFirstFile, an infection looks like it has an infection
SetFilePointer, marker or Header an infection marker
o) Checksum is marker

incorrect

SizeOfCode is
incorrect
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Heuristic Analysis of Script Malware N
. Script!
« Rating can be weight-based, rule- Document
based, or something else
h 4
» From a false positive POV rule- _
based is better than weight-based Normalizer
« Example boosters for VBA/VBS v
[FernandezOl]: Earsermnalyzer -m
Options.VirusProtection = False L]
set out=WScript. Rating logic J
CreateObject(“Outlook.Application”)
Application.DisplayAlerts = wdAlertsNone

April 09, 2008 Page 37
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Obfuscation
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« Options.VirusProtection = False

« Options.VirusProtection =0

« Options.VirusProtection = (5-5)

» Options.VirusProtection = chr(48)

e Var =(3 -3); Options.VirusProtection = Var

» Obfuscation can be used as a booster; While the first bullet may
appear in harmless W97 macros, the last one certainly will not.
[Shipp01]
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Detecting Encryption and Packers
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» Fingerprint-based detection
« E.g. PEID
e Shannon’s entropy
« Packed code has higher entropy (info content) than normal code
» Analysis of a disassembly or code (script malware). The following
sequence [SchmallO3] could belong to an encryption loop:
1. Pointer initialized with a valid memory address
A counter is initialized
A memory read from the pointer
Operation on the result of 3.
Memory write of the result of 4.
Manipulation of the counter

N o g bk 0N

Branch instruction depending on the counter
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Emulation
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Different classes of emulation

« CPU emulation to fight polymorphism
* OS emulation to do behavioral analysis (“sandboxing”)

Design problems:
* When to stop emulating?
* How perfectly do we want to emulate the environment (OS)
» Speed vs. safety: A truly isolated emulator is slow

Dynamic code translation

Hypervisors

Emulation was covered in Jarkko Turkulainen’s lecture
http://www.tml.hut.fi/Opinnot/T-110.6220/2008/T-110.6220 Emulators and disassemblers.pdf
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When to Stop Emulating?
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« A program scanned can be
e Clean
* Infected with a virus
* A malicious program

 Emulated memory can be scanned for signatures periodically

« Sometimes it might take even millions of clock cycles until the
malicious nature of the program is revealed

» This could take dozens of seconds depending on the emulator
design and implementation
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» Heuristics detects programs

| SAND BOX
that look like malware A A

» Sandboxing (emulation)

detects programs that act SAND BOX
‘,‘-‘.—. D o."‘ A%
like malware W —

Image copyright F-Secure corporation

» “My sandbox is a virtual world where everything is simulated. It is
powered by an emulator, and together they let possible virus-infected
binary executables ‘run’ as they would on a real system. When

execution stops, the sandbox is analysed for changes.” [NatvikO1]
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Script Emulation
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 Two approaches [FernandezO1]:

* Interpretation

» Analyzer understands the syntax of the script language to the extent
used by viruses

» Stop analysis when some sequence of code triggers detection
 Emulation
* Running the script inside a sandbox. Record what happens.
» Script emulation can be slower than emulating binaries
 Different languages (VBS, JavaScript, ...) require their own

interpreters

* Those are pretty close to each other, though
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Problems with Heuristics
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» Slow
» False positives

* Normal applications can sometimes appear or behave very much
like malware

 Malware authors test their creations with common av solutions
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Disinfection and Clean Up

 Earlier disinfection meant removing a file infector from a file

» Typically file infectors will store the overwritten parts of the file
someplace so that the file can be executed

» Less than 5% of viruses are overwriting (cannot be disinfected)
[Sz06r05]

 Disinfector usually knows exactly how to disinfect a particular file
infector

» Copy original code back, undo changes in header, truncate file, ...

» Rarely perfect (size changes, etc.)

» Today file infectors are not that common
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Disinfection and Clean Up, contd.
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* Nowadays “Disinfection” often actually refers to system cleanup

 Removing malware files, processes, drivers, registry keys, ...

e For more, read “Cleaning
up the Mess - Time to
redefine 'disinfection'?” by
Gergely Erdelyi. VB2002.

http://d-dome.net/lib/exe/fetch.php?cache=cache&media=http%3A%2F%2Fwww.d-
dome.net%2Fpapers%2FCleaning up the Mess.pdf
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Behavior Blockers

« Commonly known as HIPS (Host-based Intrusion Prevention
System)

» Typically HIPS monitors syscalls applications make
» Sequence of syscalls
» Parameters passed onto a call
« HIPS decision logic
» Ask user to decide
» Use heuristical methods (weights, rules, neural networks, ...)

» A suspicious action can be blocked and the application can be
guarantined

 Details of behavior blockers are out of scope for this lecture
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Rootkit Detection
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o Cross-View-Diff
« The most common generic rootkit detection method today
« Based on getting two views on the system and comparing them

* Any discrepancy between two views means there is a rootkit on the
system

* Harmless applications do not really hide so this method has a very low fp
rate

« Hook detection
* Most rootkits hide by hooking system APIs
» By detecting hooks it is possible to detect rootkits
* Benign hooking is very common: Risk of false positives

For more, read Kasslin et.al. “Hide'n Seek revisited - Full stealth is back”. VB2005. hitp://www. -
secure.com/weblog/archives/KimmoKasslin VB2005 proceedings.pdf
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Comparison
Fingerprint scanning <Fast *Reactive
sLow FP rate sLarge db needed
*Gives an
accurate infection
name
Static heuristics *Fast *High detection level often results
*Proactive in high FP rate
Dynamic heuristics *Proactive *Slow
*Requires a complex emulation
framework
sFalse positives
Behavior blocking *Fast «Sample is running on the
*Proactive system

«Cannot be done at the gateway
*False positives
eSOome require user intervention
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Further Reading and References
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* [Aycock06] Aycock, John: “Computer Viruses and Malware
(Advances in Information Security)”, ISBN 978-0387302362,
Springer, 2006

» [Fernandez01] Fernandez, Francisco: “Heuristic Engines”, In
proceedings of VirusBulletin Conference 2001.

« [Kumar92] Kumar, Sandeep & Spafford, Eugene: “A Generic
Virus Scanner in C++”
http://ftp.cerias.purdue.edu/pub/papers/sandeep-kumar/kumar-
spaf-scanner.pdf

e [Kuo99] Kuo, Jimmy: “Deep Inside an AntiVirus Engine”, 16 Mar
1999. http://crypto.stanford.edu/seclab/sem-98-99/kuo.html
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« [NatvikO1l] Natvik, Kurt: “Sandbox Technology Inside AV
Scanners”. In proceedings of VirusBulletin Conference 2001.

e [Schmall02] Schmall, Markus: “Building an Anti-Virus Engine*,
March 4, 2002. hitp://www.securityfocus.com/infocus/1552

o [Schmall03] Schmall, Markus: “Classification and identification
of malicious code based on heuristic techniques utilizing Meta
languages”, 2003.

* [Shipp01] Shipp, Alex: “Heuristic Detection of Viruses Within
Email”, In proceedings of VirusBulletin Conference 2001.
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Further Reading and References, contd.
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e [Suominen07] Suominen, Mikko: “Win32-tiedostovirukset ja
niiden havaitseminen®, University of Turku, 2007.

o [Szappanos01l] Szappanos, Gabor: “VBA Emulator Engine
Design”, In proceedings of VirusBulletin Conference 2001.

o [Sz06r05] Szor, Peter: “The Art of Computer Virus Research and
Defense”, ISBN 978-0321304544, Addison-Wesley Professional,
2005
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