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Introduction

The course teaches students what malicious code is and how it can be

detected and analyzed.

Topics of the course include

* Reverse engineering and debugging malware
» Unpacking and decrypting malware

* Windows with an antivirus perspective

» Antivirus engine basics

* Spyware and mobile malware

This course includes a homework project that requires programming skills
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Course staff

Lecturer
» Antti Tikkanen, F-Secure Corporation

Assistant
 Laura Takkinen

Visiting lecturers from F-Secure

* Mikko Hypp6nen

» Gergely Erdelyi (reverse engineering)
« Jarkko Turkulainen (unpacking)

« Jarno Niemela (mobile)

« Stefan Lundstrom (spyware)
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Course information )/.,m“,

Lectures Wednesdays at 16-18 in lecture hall TU1 (TUAS building)

» A few exceptions, see the web page
» All lectures (as well as all other material) are in English

To pass this course, you must complete:

1. three homework rounds

2. the course project

Grade based on points from homeworks and project

October 11, 2007 Page 4



®
F-SECURE

Prerequisites

1. T-110.4100 Computer networks
2. T-106.1220 Data Structures and Algorithms

3. Basic understanding of Windows OS or other OS internals

(e.g. "T-106.5150 Operating Systems Project")

4. Computer architecture

(e.g. "S-87.3190 Computer Architecture”)

5. C or Assembly programming skills
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Course material

The Art of Computer Virus Research and Defense
Peter Szor (Author)
ISBN 978-0321304544,
Addison-Wesley Professional, 2005

The Arl of Computer

Virus Research
lecturers will refer to it quite often for and DEfe nse

We won’t go through all of the book, but

additional information. oyt i e el st SN st e

Fliegigrhes cabrount secapriny tle sl Thaere I v faglinrrrianion
TEEAAT CEMRIEMAIT PR rmmuwﬁmm g e okl
anend g i paerfect creckepeials o sprrie Mile ool 2

—Halvar Flaks. Reverse Enginser SABRE Security GmiH

Peter Szor
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Course material (tools for homeworks) o

IDA Pro 4.9 Disassembler and Debugger

 http://www.hex-rays.com/idapro/idadownfreeware.htm

OllyDbg 1.10 Debugger
 http://www.ollydbg.de

Debugging Tools for Windows

e http://www.microsoft.com/whdc/devtools/debuqqging/default. mspx

You can freely install these to your own machines as well!
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Contact information

Course web page:
o http://www.tml.tkk.fi/Opinnot/T-110.6220/
Mailing list
e T-110.6220@tml.hut.fi (both lecturer and assistant)

October 11, 2007 Page 8



®
F-SECURE

Signing up

By e-mail, see instructions here:
o http://www.tml.tkk.fi/Opinnot/T-110.6220/2008/sign_up.html

We can only accept 40 students

 If needed, we’ll prioritize based on completed pre-requirement courses
and your study programme

Deadline for sign up is Sunday 20" January at midnight!
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More about course content

We have three important themes:

1. Reverse engineering (RE). The process of discovering the technological
principles of a device, object or system through analysis of its structure,

function and operation (Wikipedia).

2. Windows. To understand the sample you are reversing, you need to

understand the environment (the OS) at a low level.

3. Antivirus technologies. We focus on the classical part of client side

technology, the file scanning engine.
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Homeworks

The course includes three individual homework assigments

1. Reverse engineering with IDA Pro
2. Debugging with OllyDbg/WinDbg
3. Malware taxonomy and malware in 2008

We will have a lab session to introduce the tools (TBA)

* Not mandatory, but very warmly recommended to pass the homework

Detailed descriptions published later

You will not be handling real malware!
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/ BE SURE.

Flle Edit Jump Search Wiew Debugger Options  Windows Help

|s@l «-~ ||l B |- =l dl#|l=+x[|230[f
[BHe|HA*HAS -8 2@ Ny @[ Flae| | @ o
| Boon|[29 0% - = NX|[ -8 -0 SH K-~ 7| = s 38| W] & &% A%

|l B® e IRB||FAA

Il

NE ° [N

D IDA Yiew4 | (2] HERVEW.&I §3 EHpmrtsI % |n‘1|:u:|rtsl N Namexl g Funchcjnsl I anﬂgﬁl & Strudurelen Enumsl

E 1DA ¥Yiew-a

-text:BOLA3ESF
-text:B04B3EGH
-text:00483E640
-text:A0483E6A
-text:00483E6A
-text:A04A3EGA
-text:B04B3E6H
-text:B0483EGA
-text:00483E6A
-text:00483E6NA
-text:00483E6A
-text:BPA4B3EGH
-text:BPA4B3EG1
-text:B04B3E6S
-text:00483E68
-text:00483E69
-text:00483EGB
-text:@0483E6D
-text:@0483E72
-text:B0483E72
-text:80483E72
-text:B04B3E7S
-text:00483E77
-text:B04A3EFD
-text:G04A3E7C
-text:@B4B3E7D
-text:@0483E7VE
-text:O0483E8NA

; int
sub_483E68

Dst
arg_ 4

loc 4B3E7Z:

align 18h

SUBRODUTTIMHE

proc near

= dword ptr 4

byte ptr 8
push ebx
mou ebx, [esp+i+Dst]
cmp ebx, BFFFFFFFER
push esi
mou esi, ecx
jbe short loc 4O3EFZ
call sub_ L139E2
moy eax, [esi+18h]
cmp eax, ebx
jnb short loc_ 483E92
mou eax, [esi+1kh]
push eax
push ehx
mou ecx, esi
call sub_ 4O3FFA

__stdcall sub_ 483E68{void =Dst . char}

CODE XREF: sub_h@BD19+70)p

CODE XREF: sub_ 483E6B+BTj

MaxCount
Dst
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/ BE SURE.

OllyDbg - fspeepd.exe - [CPU - main thread, module Fspeepd] - |I:I|i|
. File Miews Debug Plugins Options  Window  Help - |E|E|
B x| JJ Sij+ #4 | of L[ E[M[T|w[H[c]|/[K[B|R[..[]S] iZ[i]?]

EEETRE= ] THT=
PoaDaBoE|  GC INTZ EEELZEEEZEEEPU] SN S S
BE409E 7F CC INTS ECY GR1SFEEG
e == LU EEE ED 7C9BEES4 ntdll.KiFastSystenCal IRet
ea409e51 (] .« 8B MO EEP,ESF EEY “FEDFRAM
GA409E53(| . S1EC CCon@amma| SUE ESE, GCC ESF Gml2FFrd
ea409e52(| . 53 FUSH EEX FEF OR1ZFFEA
et | R FOSH EDI ESI FFFFFFFF
e T e S e EDI FC918738 ntdll.PColE7as _
Sgiggggg . EEBQSSEEEEEFF hgﬂ EEE{ ggDRD FTE 55:[EEBF-CLC] _I EIF 8847E47S fepeepd.<ModuleEntruFoint >
paq0secs|| - BE COCCCOCC | MOU EAM. CCCCCCOT EOED EETE Senlt DLERRREEEES
EE409E20(| . F3:AE REF STOS OWORD PTR ES:[EDII H B St RAES 3500t BiFFFFFEFF]
BA409E3F ) . 59 poP ECx ) _ 21 OS5 @822 22bit @LFFFFFFFF)
ea40%eqa(| . 8940 Fo MOY OWORD FTR 55: [EEF-21,ECH 5 B F% BASE S°hit PFFOEGAELFEF]
Ga409EA3(| . SB4E BE HOU ER%, DWORD FTR 55: CEEF+&] T A Gh pase HOLL
Padnacnz|| © B4n Fa HO £ DUORD PTR S35: [EBR-81 g
oaancEnn| | - ES SS43FAFF | CALL fepespd.B@470FS4 0 Losdeme Badiisllidcess (Llislklids)
ggiggggg . EE:E Eg HBH EEE.EHBEB E¥E EE:EEEE—Eg EFL e@@BR@z46 (HO,ME,E,EBE,HS, PE, GE,LE]
. . : + i

BE40YEES | . BEEE B2 MOY EDH,DWORD PTR DS: CEAX+E] 219 erpty UNORM D105 Bloceled bobaoaae
@E409EES|| . 3BE1 BE CHFP EDH,D0DWORD PTR DS:[ECH+E] STE empty GG
EE409EEE(] . 1BCE SBE EAM.EAX 215 enpty 6.0
GE409EED|| . FFDS HEG EQ 273 empty B.G

STS empty H.H

i g g

t o

wector: 215, weturn [_Muptr < _Right. Muptrl: =Rt 2.2 1A | A = N I
Address |Hex dump ASCIT FYCE1eFDY| RETURH to kecrnel32. FCE16FO7F ~
BESATEE0| S0 SE Gp B8] 9C CO 55 05| B9 00 B8 06| ZE SF 41 G6| BAl. £=r. . ... — SS%EFFEE fLalarssnedll. 7318738
BESATELR| 62 £1 &4 SF| 61 BC EC &F €3 4B 73 74|64 40 48 B/ bad allogBstal J 221Sr EE) DOCEERED
BESATEZE| G0 G0 G GO| G0 00 OF G| 9C CO G 00|08 68 @8 68| ... .... = PR | BEEREEES
BACA7ESR| 2E OF 41 CE|6C 72 62 65| 7@ 74 69 G6F|EE 48 72 74| . PAUEtcept Loni R R
BACA7AAR| 64 40 43 GA|PA PP GF A6 BB BA PA PO|9C SE GF Q6| de@. ... ..... £ | a5i5rroe| ssnipess
BESATESA| 9C SE 57 @8| 9C CD 55 BB 89 BR BA 08| 2E 3F 41 Sel£aw.£=x......" |ZAisrrdb) 22i5ded o oo L
BRSA7EEE| G0 6E E6E &7| 74 &2 BF 5|72 72 &F 72|40 73 74 &4| length_errork: BG15FFE4| Tresonns sE hD dl ElnE 0
BESATEFE| 48 40 BR 66 @8 6@ A0 0O @R DA BE BR|SC CO 58 8| eE.......... = AA1oFFES| TCoieFEA| R ETSEE$E816FEB
BESAPESE| GG 86 BE B8 2E 3F 41 SE|6C EF 67 6963 5F €5 72|.....7AUlogic. | ZoiScreRl femnnbes EHWEIEED
BEEATEYE| T2 &F T2 48|72 74 &4 40|40 00 00 00| 00 OO B0 OF| ror@stdEE. . .. SEeae | itieeen
BBSATERA| 9C SE 57 88| 9C SE 57 BB 9C CD 55 08| B B9 BB B| £al. £al. £=X. .. | ZAISEiEH) HeEeedad
BASATEED| 2E SF 41 52 56 €5 E2 £S|E1 &4 EE 7248 & 73 7A|.PAUPeReader®s | ZJ81crrrdl PREMBHER) et LeEn s ruP o e
BECATECE| 65 48 48 BD| B3 PR DO BO) G0 08 9B BE|9C CD 55 09| c@E......... g i B e L e
BESATE0G| GG @G @8 @6| 2E 3F 41 GA|SB 65 G2 &5 &1 64 &5 F2|..... SRAUPEFe o |
BESAFEED| 42 75 &6 48|66 73 70 65|40 40 00 00|00 99 00 00| BufEfIpeEE, ..,
BESAFEFE| B0 BE G @E|9C CO 52 B0 B0 08 08 B0 2E SF 41 GE|.... 852, . ... 1 -
Analvzing fzpeepd: 2141 heunstical procedures, 10 callz bo known functions | | Fauzed
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Course project

Topic: Designing and implementing an antivirus engine

» Details given on the lecture of Wednesday 9" April

Submission will include

1. Source code of the engine
(we like C/C++, but you can go for Java or Python as well)

2. A short whitepaper explaining the solution

3. A demo session

This is also an individual assignment
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Fighting Online Crime

F-Secure’s CRO Mikko HyppdOnen gives our first real lecture

Fighting Online Crime

 Who is the enemy? Where is he from?

How money is being made with malware

How modern antivirus labs work

Where do we find the new samples

How do we analyse them

How to locate the criminals

Tuesday 22nd January in T1, 16-18
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Questions?
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