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Object ives
● Aggregate t rust  inform ation in  P2P t rust  

m anagem ent  system s to select ively use the 
network's  services in  contrast  to arbit rary use

● A trust  overlay network (TON) aggregates the 
reputat ion inform ation

● Com pare created  t rust  aggregat ion system  to 
other sim ilar system s

● eBay reputat ion system  used  as a source of 
sam ple reputat ion data
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Rep u tat ion
● Reputat ion is  a num ber

● Reputat ion is  addit ive
– score accumulat ion finishes when a cumulative  

score change drops below threshold  limit

● Proposed  PowerTrust  system  cum ulates t rust  
scores locally and  norm alises them
– a local score for each neighbour node

– score manager nodes maintain & store global 
reputation values for the nodes they manage
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eBay feed back d ata
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eBay feed back d ata/ 2
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TON sys tem
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Score m an agers  an d  qu er ies
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Locality- Preservin g 
Hash in g (LPH)

● Used  for (d ist ributed) s toring & querying of 
reputat ions

● Propert ies of LPH hash funct ion H:

1.Order p reservat ion

9

HviHv j, iff viv j

if vivkv j , then
[Hvi,Hvk]∧[Hvk ,Hv j]

2.Interval sp lit



Tru s t  m at r ix
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● “i assigns j the t rust  score rij”

● A row is  a node's  local view of others ' t rust  
scores
– Normalisation: each row sums up  to 1

– Zero means there is no trust  feedback relationship  
between nodes i and  j



Global rep u tat ion
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● In it ialisat ion

● Term in at ion  
con d it ion

● Up d ate ru le



Tru s t  aggregat ion
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● In it ialisat ion  algor ith m

● Up d ate algor ith m

● Two- p h ase op erat ion

– t rust  score aggregat ion
– calculat ion of reputat ion by weight ing



In it ia lisat ion  algor ith m
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In it ia lisat ion  algor ith m / 2

14



In it ia lisat ion  algor ith m / 3
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Up d ate algor ith m
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Up d ate algor ith m / 2
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Up d ate algor ith m / 3
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Stor in g th e global rep u tat ion
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Tran s it ion  m at r ix T
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● Defines the probability by which a node x surfs  
to a power node y

– α  is  the greed iness factor

● R is the t rust  m atrix, P the power node m atrix



PowerTru s t  s im u lat ion s
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● Convergence overhead  of reputat ion 
aggregation

● P2P file sharing app licat ion

● Param eter Sweep  Applicat ion (PSA) and  its  job 
success rate on P2P Grid
– makespan improvement



Overh ead  in  rep u tat ion  
aggregat ion
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Overh ead  in  rep u tat ion  
aggregat ion / 2
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Qu ery su ccess  ra te in  P2P 
file sh ar in g
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Qu ery su ccess  ra te in  P2P 
file sh ar in g/ 2
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Job  m akesp an / secon d
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Job  su ccess  ra te (avg.)
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Crit icism s
● At t im es clum sy and  confusing language

● Missing or inadequate defin it ions & inform ation

– E.g. param eter value in  Chord  im age doesn 't  
m atch the corresponding one in  the text   

● Algorithm  steps not  thoroughly explained

– som e steps appear redundant

– som e steps appear m issing
● The paper doesn 't  p rovide enough details  to 

allow a com plete understanding of the 
architecture of PowerTrust 28



Crit icism s/ 2
● The sam ple data select ion procedure gave data 

that  is  power- law d istributed

– no proof that  this matches a real random sample 
● It  is  not  clear to what  extent  the assum ed  

power- law d ist ribut ion of reputat ion data 
contributes to the im provem ent  of PowerTrust  
wrt . EigenTrust  in  sim ulat ions

● “Power nodes are re- elected after each [global 
reputation  update] round”
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Crit icism s/ 3
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● Understanding of Grid  m iddleware appears 
superficial 

● Authors were extrem ely collaborat ive: 

– no response by neither one of them  desp ite 
sending them  separate em ail inquiries on the 
details  of PowerTrust

● Found longer paper from  the web

– One m ore algorithm : power- node select ion

– Proofs & som e m ore details



Qu es t ion s?
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