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Abstract

The papercoversthe securityarchitectureissuesfrom the Packet Cable. Voice
over IP (VoIP) refersto technologymakingit possibleto transfervoicedataover an
IP network, thusmakingit possibleto make phonecallsandvideoconferencesover
the Internet. As Internet is a public network whereit is very easyto interceptor
manipulatedatatraversingthroughthenodes,thereis aneedfor securitymechanisms
to protectthetraffic.

1 Introduction

PacketCableis a project aimedat identifying, qualifying and supportingInternet-based
voice andvideo productsover cablesystems.The advantageof suchan approachis the
possibility of using the existing CATV infrastructurefor thesepurposes.Although the
internetservicesareavailablein thePacket Cablenetworks, thepaperwill emphasizeon
theVoIPservicesandaspectsfrom thePacket CableNetworks.

2 General overview of the Packet cable System

2.1 Packet Cable Architecture Framework

At thehigh level architectureconsistsof threenetworks:

� the"DOCSISHFC AccessNetwork" thatrepresentsthepartconsistingof theHFC
cablenetwork (normalCATV cablenetwork)

� the "managedIP network" that representthe core IP network that links the HFC
networkswith theexternalPSTNnetwork.

� thePSTNnetwork.

TheDOCSISHFC accessnetwork provideshigh speed,reliable,andsecuretransportbe-
tweencustomerpremiseandthecableheadend(theCMTSelement).Thisnetwork include
Quality of Servicecapabilities. The main functionalelementsdeployed in HFC Access
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Network include: TheCableModemTerminationSystem(CMTS) on the interfacewith
ManagedIP Network, TheCableModem(CM), theMultimediaTerminalAdapter(MTA).

The ManagedIP Network is a coreIP network whoseresponsibilitiesinclude: intercon-
nectionfor the componentsrequiredfor signaling,media,and quality of serviceestab-
lishment. Also providestheconnectivity betweenotherManagedIP NetworksandHFC
DOCSISnetworks. ThefunctionalcomponentsareCall ManagementServer (CMS),An-
nouncementServer (ANS), OSSback-office server, SignalingGateway (SG),Mediagate-
way (MG) andMediaGateway Controller(MGC).

PacketCableZoneconsistsof thesetof MTAs in oneor moreDOCSISHFCnetworksthat
areMANAGED BY A SINGLE CMS. It canbe alsodefineda packet cabledomainthat
consistof oneor moreZones.

2.2 Packet cable functional components

Oneinterestingclassificationfrom securitypointof view wouldbetheclassificationof the
network elementsinvolved in trustedNE anduntrustedNE. Usually the trustedNE are
locatedin theproviderssupervisionwhereastheuntrustedNE areusuallyin thenetwork
andtheclientspremises.

1. Multimedia TerminalAdapter(MTA) is the interfacebetweenclientsdevice (e.g.
phone)andthenetwork sidesignalinginterfaceto call controlelementsin thenet-
work (CMTS in theHFC network planeor CMS in theZoneDomainplane). The
main functionalrequirementsof MTA includethe requirementto supportNetwork
Call Signaling(NCS)protocolbetweenMTA andCMS,Qossignalingwith theCMS
andCMTS,encoding/decodingof mediastreams,implementingstandardPSTNana-
log linessignalingfor audiotones,voicetransport,caller-id signaling,DTMF.
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2. CableModem(CM) is themodulatordemodulatorbetweenMTA andtheHFC net-
work. SometimesCM and MTA functionality are combinedin EmbeddedMTA
(E-MTA). CM implementstheDOCSISrequirements.

3. CableModemTerminationSystem(CMTS)providestheconnectivity tocablemodems
overHFCaccessnetwork andthecoreIP network. NotetheCMSis connectedto the
managedIP network, andnot directly to theHFC network. TheCMTS is locatedat
thecabletelevision headendor distribution hub. Someof its mainfunctionalityare:
providing the requiredQosto theCM baseduponpolicy configuration,classifying
eacharriving packet from thenetwork sideinterfaceandassigningit to a QoSlevel
basedon definedfilter specifications,forwardingupstreamanddownstreampackets
usingtheassignedQoS.

4. Call ManagementServer (CMS)providescall controlandsignalingrelatedservices
for theMTA, CMTSandPSTNgateways.TheCMSis atrustedelementthatresides
on the managedIP Network. CMS consistsof somelogical packet cablecompo-
nents.They are:

(a) Call Agent (CMS/CA) responsiblefor providing signalingservicesusingthe
NCSprotocolto theMTA. Someof themaretherequirementsfor implement-
ing call features,maintainingcall progressstate,collectingandpreprocessing
dialeddigits,collectingandclassifyingusersactions.

(b) GateController(CMS/GC) is a logicalQoSmanagementcomponent.It coor-
dinatesall quality of serviceauthorizationandcontrol

(c) Call routing andZoneto Zonecall signalingarealso importantfunctionsof
Call ManagementServer.

5. OSSBackOfficeComponents.Themainfunctionalareasfor OSSareconfiguration
management,fault management,performancemanagement,andsecuritymanage-
ment.

(a) TGS(Ticket Grantingserver) is utilized for a Kerberosserver. As we will se
later theKerberosprotocolwith thepublic Key PKINIT extensionis usedfor
key managementon theMTA-CMS interface.This is thesecurityprotocolon
that interface.TheTGSgrantsKerberosticketsto theMTA. A ticket contains
information usedto set up authentication,privacy and integrity for the Call
Signaling(usingtheNCSprotocol).

(b) DHCPserver usedfor addressallocation

(c) DNS server usedto mapnamesof themachinesto their correspondingIP ad-
dress.

(d) TFTP(trivial file transferprotocol)server usedto storeconfigurationsfiles for
MTA during provisioning for MTA. A HTTP server canbe usedinsteadthe
TFTPserver.
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3 General Overview of Security Mechanisms used

3.1 Encryption Algorithms

Symmetric or Secret Key Algorithms arekey algorithmswherethe decryptionkey is
thesamewith theencryptionkey. Thereareconventionalcryptographicalgorithmswhere
thesenderandthe receiver mustagreeon thekey BEFOREany securedcommunication
cantake placebetweenthem.Theadvantageof thesymmetrickey algorithmsis thatthey
areefficient andcanbeeasilyimplementin hardware. Thedisadvantageis thedifficulty
of key management.A safeway to exchangethe key must exist, which is hard to be
implemented.As a particularsymmetricalgorithmusedby IPSecis theblock algorithm
is DES(DataEncryptionStandard).A newer versionof this algorithmis 3DES,which is
thesameDESalgorithmwith runningin 3 roundswith 2 or 3 differentkeys. Also RC5,
IDEA, CASTareothersymmetricencryptionalgorithmsthatcanbeusedby IPSecESP.

Asymmetric or Public Keys Algorithms make useof two differentkeys: a public key
and a private key. The encryptionis donewith one key while the decryptionis done
with theotherkey, andviceversa.It is not possibleto encryptanddecryptwith thesame
key. This eliminatesthe drawback of symmetricalgorithmsof requiring a securekey
exchangechannel. Oneimportantpropertyof thesealgorithmsis that they can provide
authentication. Theencryptionwith privatekeysisusedin digital signatures.Twodifferent
publickey algorithmsareRSAandDiffie Hellman.TheDiffie-Hellmanalgorithmis akey
exchangealgorithmthat is usedfor securelyestablishinga sharedsecret(symmetrickey)
over an insecurechannel.Thecommunicatingpartiesexchangepublic informationfrom
which they derive a key. An outsidercannot reconstructthe key from the information
passedthroughtheinsecurechannel.After thesharedsecret(key) hasbeenestablished,it
canthenbeusedto derive keys for usewith symmetrickey algorithmssuchasDES.An
advantageof thisalgorithmis thepossibilityto deriveasharedsecretkey (for symmetrical
algorithmuse)

Hash functions. Theseare functionsthat take a variableinput dataand producefixed
length output data (the hashvalue). If two messagesmatch, it is highly sure that the
messagesarethesame.If a hashfunctiontakesa key asa secondinput parameterandthe
outputdependson boththemessageandthekey is calleda MessageAuthenticationCode
(MAC). A MAC is usedfor digital signatures.Theencryptionof a hashwith theprivate
key is calledadigital signiture. Examplesof hashfunctionsareMD5 andSHA-1.

Notethat theencryptionalgorithmswill beusedby thesecuritymechanism(IPSec,IKE,
Kerberos).

3.2 Security Mechanisms (IPSec, IKE, Kerberos, PKINIT)

IP Security Architecture (IPSec)

IP securityframework hasthreemaincomponentsAuthenticationHeader(AH), Encapsu-
lating SecurityPayload(ESP)andInternetKey Exchange(IKE). IPSecis independentof
thecurrentcryptographicalgorithms.It usesthem,but it is freeto chooseany of them.The
specificimplementationof analgorithmfor useby anIPSecprotocolis oftencalledatrans-
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form. For example,the DES algorithmusedin ESPis calledESPDES-CBCtransform.
An importantconceptfor theIPSecis theSecurityAssociation.A SecurityAssociationis
aunidirectional(simplex) logicalconnectionbetweentwo IPSecsystems,uniquelyidenti-
fied by thefollowing triple: <SecurityParameterIndex, IP DestinationAddress,Security
protocol>;

SPI -SecurityParameterIndex (SPI) is usedto identify differentSAswith thesamedes-
tination addressand securityprotocol. The SPI is carriedin the headerof the security
protocol(AH or ESP).

Authentication Header Protocol AH is usedto provide integrity andauthenticationIP
datagrams. AH authenticatesfieldsin theIP headeraspossible.Themutablefields(those
fieldsthataremodifiedon theroutecannot beprotectedwith AH. If it is requiredprotec-
tion alsofor thosefields,thentunnelingthedatagramis required(encapsulatethedatagram
into a new IP packet- prependsa new IP headeranda AH header. In the transportmode
theAH headercomesbetweenIP headerandthepayload.Although it hastheadvantage
of lessprocessingoverhead,it hasthedrawbackof noauthenticatingthemutablefields. In
thetunnelmodethedatagramis encapsulatedin a new IP packet with AH. Now we have
integrity andauthenticationfor the whole datagramincluding the mutablefields,but the
computationtime is increased.

Encapsulating Security Payload (ESP)

ESPis usedto provide integrity check, authenticationand encryptionto IP datagrams.
ESPprocessingis appliedonly to non-fragmentedpackets. The payloadis located(en-
capsulated)betweenthe trailer and the header. Someimportantaspectsthat shouldbe
mentioned.

� ThePayloadDatafield. Thepayloaddatais encryptedusingthealgorithmselected
duringSA initialization. If thealgorithmrequiresinitializationvectors,thesearealso
includedhere. The ESPspecificationrequiressupportfor DES. Otherencryption
algorithmsarealsosupported(triple DES,andsoon).

� AuthenticationDatais avariablelengthfield andcontainstheICV [1] calculatedfor
theESPpacket from theSPIto thenext headerfield inclusive. ESPprotocolrequires
two authenticationalgorithmsto besupported:HMAC with MD5 andHMAC with
SHA-1.

LikeAH, ESPcanbeusedin transportmodeor tunnelmode.If IP headeris requiredto be
encryptedandauthenticatedthentheuseof tunnelingmodeis required.Tunnelingmode
requiresencapsulationof thewholedatagraminto anew IP ESPpacket.

IKE (Internet Key Exchange protocol)

TheInternetKey exchangeprotocolprovidesmanagementof keys andSAsfor IPSecAH
andESPprotocol.This is apeerto peerauthenticationandkeying mechanism.Oneof the
drawbacksof thepeerto peerprotocolis that is thateachpeermustknow andimplement
asite’s securitypolicy which in practicecanbequitecomplex. But it hastheadvantageof
theability for two peersto mutuallyauthenticateandexchangekeys without theneedfor
anactively participatingthird party. Mainly theprotocolconsistsof two phases.
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In Phase 1 asetof negotiationsestablishesamastersecretkey

In the mostgeneralcasepublic key cryptographyis usedto establishthe ISAKMP SAs
betweenthe systems(! ISAKMP SAs != IPSecSAs), andto establishthe keys that will
be usedto protectthe messagesthat will follow in the phase2 negotiation. Phase1 is
concernedwith establishingtheprotectionfor IKE messageitself, but doesnot establish
any SAsor keysfor protectinguserdata(but it generatesISAKMP SAsandkeys). A Diffie
Hellmanalgorithmis usedto establishthefirst phasesharedsecretkey. Thedrawbackof
thealgorithmis thecomputationallyexpensivenessandproneto denialof serviceattacks.
A shortsummaryof thesix ISAKMP exchanged messages for setting up ISAKMP SAs
at thisphaseis:

� Messages1 and2 negotiatethecharacteristicsof theISAKMP SAs.Messages1 and
2 flow in theclearfor theinitial Phase1 exchange.By theendof these2 messages
ISAKMP SAsareagreedbetweenthehosts.

� Messages3 and 4 exchangenonces(randomvalues)and also executea Diffie-
Hellmanexchangeto establisha masterkey (SKEYID). Messages3 and4 flow in
the clearfor the initial Phase1 exchange,and, by the endof thesetwo messages
therearederived theencryptionkey that is usedto protectthe following ISAKMP
messages.At this stageof theprocess,all ISAKMP payloads,whetherin Phase1
or Phase2, areencrypted,using the encryptionalgorithm(containedin ISAKMP
SA) negotiatedin Messages1 and2, andthekeys derived from the informationin
Messages3 and4. The ISAKMP headeritself, however, is still transmittedin the
clear. In Phase1, IPSec’s ESPprotocolis notused.

� Messages5 and6 exchangetherequiredinformationfor mutuallyauthenticatingthe
parties’identities.Thepayloadsof Messages5 and6 areprotectedby theencryption
algorithmandkeying materialestablishedwith messages1 through4.

Note Regardlessof the specificauthenticationmechanismthat is used,therewill be six
messagesexchangedfor phase1. However, the contentof the individual messageswill
differ, dependingon theauthenticationmethod.AlthoughOakley exchangesmake useof
both encryptionandauthentication,they do not useeither IPSec’s ESPor AH protocol.
ISAKMP exchangesareprotectedwith application-layersecuritymechanisms,not with
network layer securitymechanisms(ISAKMP is applicationlayer). ISAKMP messages
aresentusingUDP. Thereis no guaranteeddelivery for them.

Phase 2 - SettingUp theProtocolSAs(notethat theprotocolis not ISAKMP andcanbe
IPSecfor example):

After having completedthePhase1 negotiationprocessto setuptheISAKMP SAs,Host’s
next stepis to initiate the Phase2 messageexchangesto definethe securityassociations
andkeys that will be usedto protectIP datagramsexchangedbetweenthe pair of users
(thesearereferredto somewhatobtuselyas"non-ISAKMPSAs"). Becausethepurposeof
thePhase1 negotiationswasto agreeon how to protectISAKMP messages,all ISAKMP
Phase2 payloads,but nottheISAKMP headeritself,mustbeencryptedusingthealgorithm
agreedto by thePhase1 negotiations.Messagesareprotectedby thesecurityassociations
generatedat phase1. Usually during the secondphasethe refreshof the cryptographic
keys takesplaceat avery shortinterval (acoupleof minutes).
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A numberof threemessagesis exchangedin thesecondphase.

In addition,theIKE methodshavebeendesignedwith theexplicit goalsof providing pro-
tectionagainstseveral well-knownexposures:

Denial-of-Service: The messagesareconstructedwith uniquecookiesthat can be used
to quickly identify and reject invalid messageswithout the needto executeprocessor-
intensive cryptographicoperations.

Man-in-the-Middle: Protectionis providedagainstthecommonattackssuchasdeletionof
messages,modificationof messages,reflectingmessagesbackto thesender, replayingof
old messages,andredirectionof messagesto unintendedrecipients.

PerfectForward Secrecy (PFS): Compromiseof pastkeys provides no usefulcluesfor
breakingany otherkey, whetherit occurredbeforeor after thecompromisedkey. That is,
eachrefreshedkey will bederivedwithoutany dependenceonpredecessorkeys.

Thefollowing authenticationmethodsaredefinedfor IKE athefirst phase:

1. Pre-sharedkey

2. Digital signatures(DSSandRSA)

3. Publickey encryption(RSA andrevisedRSA)

Kerberos and other authentication systems

This is asystemthatrequirestheexistenceof a third partyelement,thatbothcommunicat-
ing parties(clientandserver)trust. In thiswayit iseliminatedthedifficult key management
from IKE andits computationaleffort. In casethesystemsallow thepossibility of exis-
tenceof thethird partyserver, this is a bettersolution.If theexistenceof thethird partyis
not feasible,thenIKE is abettersolution,sinceIKE doesnot requirethird party.

In the Kerberossystem[6], a client that wantsto connectto a server for its service,first
hasto aska ticket for theserver from a trustedthird party. This partythatissuestheticket
to theclient is theKerberosAuthenticationServer. Theclient is known to theKAS asa
principalname(c). Theprivatekey (Kc) is theauthenticationkey known only to theuser
andtheKAS. It is asymmetrickey betweenKAS andtheclient.
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1. Client -> KAS Theclient sendsa messagec, tgs,n, to theKAS, containingits identity
(c), a nonce(a meanto identify this request),andrequestsfor a ticket for usewith the
ticket-grantingserver (TGS).

2. KAS -> Client The authenticationserver looks up the client name(c) andthe service
name(theticket-grantingserver, tgs) in theKerberosdatabase,andobtainsanencryption
key for bothclient andTGS(Kc andKtgs). TheKAS thenformsa responseto sendback
to theclient. This responsecontainsaninitial ticket Tc,tgs, whichgrantstheclient access
to the requestedserver (the ticket-grantingserver). The ticket Tc,tgscontainsKc,tgs, c,
tgs,nonce,andsomeotherinfo. TheKAS alsogeneratesa randomencryptionkey Kc,tgs
, calledthesessionkey. It thenencryptsthis ticket usingtheencryptionkey of theticket-
grantingserver (Ktgs ). Thisproduceswhatis calledasealticket Tc,tgsKtgs . A message
is thenformedconsistingof thesealedticket andtheTGSsessionkey Kc,tgs.

3. Client -> TGS Upon receiving the message,theclient decryptsit usingits symmetric
secretkey Kc, which is only known to it andthe KAS. It checksto seeif the nonce(n)
matchesthespecificrequest,andthencachesthesessionkey Kc,tgsfor futurecommuni-
cationswith theTGS.Theclient thensendsamessageto theTGS.This messagecontains
the initial ticket Tc,tgsKtgs , the server name(s), a nonce,anda new authenticatorAc
containinga timestamp.Ac is c, nonce.Themessageis: AcKc,tgs, Tc,tgsKtgs, s,n
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4. TGS -> Client The (TGS) receives the above messagefrom the client (c), and first
deciphersthesealedticket usingits TGSencryptionkey. This ticket wasoriginally sealed
by theKerberosauthenticationserver in step2 usingthesamekey. Fromthedeciphered
ticket, the TGS obtainsthe TGS-session-key. It usesthis TGS sessionkey to decipher
the sealedauthenticator. The TGS now looks up the server namefrom the messagein
the Kerberosdatabase,andobtainsthe symmetricencryptionkey (Ks) for the specified
service.TheTGSformsanew randomsessionkey Kc,sfor thebenefitof theclient (c) and
theserver (s),andthencreatesa new ticket Tc,scontaining:Kc,s , n, nonce,lifetime, etc.
It thenassemblesandsendsamessageto theclient.

5. Client -> ServerTheclient receivesthismessageanddeciphersit usingtheTGSsession
key thatonly it andtheTGSshare.Fromthis messageit obtainsa new sessionkey Kc,s
that it shareswith the server(s) anda sealedticket that it cannotdecipherbecauseit is
encipheredusingtheserver’s secretkey K s. Theclientbuildsanauthenticatorandsealsit
usingthenew symmetricsessionkey Kc,s. At last,it sendsamessagecontainingthesealed
ticket andtheauthenticatorto theserver (s) to requestits service.Theserver (s) receives
this messageandfirst deciphersthe sealedticket usingits encryptionkey, which only it
andKAS know. It thenusesthe new sessionkey containedin the ticket to decipherthe
authenticatoranddoesthesamevalidationprocessthatwasdescribedin step4. Oncethe
server hasvalidatedaclient,anoptionexistsfor theclient to validatetheserver to prevent
an intruderfrom impersonatingthe server. The client requiresthenthat the server sends
backamessagecontaininga timestamp.Thismessageis encipheredusingthesessionkey
thatwaspassedfrom theclient to theserver.

Let ussummarizesomeof thecentralpointsin thisscheme:

In orderfor the workstationto useany endserver, a ticket is required.All tickets,other
thanthefirst ticket (alsocalledtheinitial ticket)areobtainedfrom theTGS.Thefirst ticket
is special;it is a ticket for theTGSitself andis obtainedfrom theKerberosauthentication
server. Every ticket is associatedwith a sessionkey that is assignedevery time a ticket is
allocated

ImportantNote: All the keys referredabove in Kerberosdiscussionaresymmetrickeys.
As we will seelater, asymmetrickeys canbe usedfor Kerberosfor first two messages
encryption,methodreferredasKerberos/PKINIT. But theKerberosidearemainsthesame.

3.3 Security Threats and Possible Protection Mechanisms

Eachprotocol interface is subjectedto threatsthat could generatesecurityrisks to the
system. By definingthe threatson eachinterface,we canchoosea securitymechanism
that protectagainstthosethreats. The mechanismsprovide the interfaceswith security
servicesit requires;Eg of servicesto beprovidedby mechanismscanbe: authentication,
integrity, confidentiality, andsoon.

The common general attacks against security can be:

� Tappingthewiresto getaccessto cleartext dataandpasswords.

� Impersonating:to getunauthorizedaccessto dataor to createunauthorizedEmails.
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� Denialof service

� Replayof messages:-active attack-getaccessto andchangeinformationin transit.

� Repudiation:thepersondenys theactionhedid

� Guessingthepassword,encryptionkey theft

� ProtocolattackServices that must be provided by security mechanisms to face
the above stated threats:

� Encryptiongivesconfidentialityto thetransferredinformation.

� Authenticationandauthorizationfor verifying that the senderof a messageis in-
deedwho claimsto be. Any intrudermasqueradingassomeoneelseis detectedby
authentication.Protectsagainstimpersonatingattacks.

� Integrity checkingfor verifying that the packet wasnot alteredalongthe commu-
nicationpath. Any tamperedmessagesentby an intruder is detectedby integrity
checking.ProtectagainstReplayof Messages

� Non-repudiationserviceis usedto make sureof protectionagainstrepudiationat-
tacks(possibilityto prove thatthesenderreally sentthatmessage)

� Digital SignaturesandCertificates:serviceusedto ascertaina party’s identity and
protectsagainstimpersonatingattackandreplayof messages(it is assuredthat the
packageis really sentby whoclaimed)

� Addressconcealment:serviceusedto protectagainstDenialOf Serviceattacks.

Theusageof theupperservicesin thesecuritymechanismdependhighly on the require-
mentof eachinterface.Usuallythemechanismsimplementalmostall necessaryservices,
but they areenabledaccordingto the requirements.The mostusedsecuritymechanism
usedin packet cableis IPSec.IPSecprovides: Encryption(of packet), Authentication(of
packet), Integrity Check(of packet), AddressConcealment,PerfectForwardSecrecy and
soon.

A detaileddescriptionof the threatson eachinterfaceandsolutionencounteredwill be
presentedin chapter5.1 Now it is briefly presentedattackthat are particularto Packet
CableNetwork interfaces.

Below is a summaryof generalthreatsandthe correspondingattacksfrom Packet Cable
perspective thatarerelevant in thecontext of IP voicecommunications.

Theft of Service

Thetheft of servicescanbetreatedaccordingto two criterions:Theft of network Services
andTheft of servicesProvidedby MTA.

Theft of Network Services

Attacks

MTA Clones

10



HUT TML 2000 Tik-110.501SeminaronNetwork Security

Oneor moreMTAs canmasqueradeasanotherMTA by duplicatingits permanentidentity
andkeys. Thesecretcryptographickeys maybeobtainedby eitherbreakingthephysical
securityof theMTA or by employing cryptoanalysis.In additionto cloningof theperma-
nentcryptographickeys, temporary(usuallysymmetric)keys may alsobe cloned. Such
an attackis more complex, sincethe temporarykeys expire more often and have to be
frequentlyredistributed.

SubscriptionFraud is whenacustomersetsupanaccountunderfalseinformation

ProtocolAttacksagainstanMTA is whenaweaknessin theprotocolcanbemanipulatedto
allow anMTA to authenticateto anetwork serverwith afalseidentityor hijackanexisting
voicecommunication.This includesreplayandman-in-the-middleattacks.This is oneof
themostimportantattack,becauseevenif we have a very goodencryptionsystems,if the
protocolis weak,thethief doesnot needto decriptany message,hewill usetheprotocol
weaknessesto gettheneededinformation(by actively usingtheprotocol);

Theft of Services provided by MTA

Attacks

MTA codeto supporttheseservicesmay be downloadedillegally by an MTA clone, in
whichcasetheclonehasto interactwith thenetwork to getthedownload.In thatcase,this
threatis no differentfrom thenetwork servicetheftdescribedin theprevioussection.

Signaling Channel Information Threats Signalinginformation,suchasthecaller iden-
tity andthe servicesto which eachcustomersubscribesmay be collectedfor marketing
purposes.Thecalleridentitymayalsobeusedillegally to locateacustomerthatwishesto
keephisor herlocationprivate.

Repudiation In a network wheremasquerade(using the above mentionedcloning and
protocolmanipulationtechniques)is commonor is easilyachievable,a customermayre-
pudiateaparticularcommunication(and,e.g.,deny responsibilityfor payingfor it) on that
basis.

In addition,unlesspublic key-baseddigital signaturesareemployedon eachmessage,the
sourceof eachmessagecannotbe absolutelyproven. If a signatureover a messagethat
originatedat anMTA is basedon a symmetrickey that is sharedbetweenthat MTA and
a network server (e.g. theCMS), it is unclearif theownerof theMTA canclaim that the
ServiceProvider somehow falsifiedthemessage.Public key baseddigital signaturescan
beasolution.

4 PacketCable Security Architecture

Beforegoingfurther, wemustsummarizesomeof themostimportantrequeststhatmustbe
achieved by thesecuritymechanism.It mustprovide protectionagainstattackson MTA.
It mustprotecttheoperatorfrom denialof service,network disruptionandtheftof service
attacks.Designconsiderationshouldprovideconfidentiality, authentication,integrity, non-
repudiation,accesscontrol.

In this chapterwe will take a closerlook on someof the most importantinterfacesbe-
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tweencablemodemelements.The following figuresummarizesall packet cablesecurity
interfaces,includingthekey management.

In thediagrambefore,thesignificanceof eachinterfacelabellookslike this [1]:

<label>:<protocol><securityprotocol>/ <key managementprotocol>

If thekey managementprotocolis missing,it meansthereis no needfor key management
for thatinterface.

A briefly descriptionof thesecurityinterfacesarepresentedin thefollowing table[1].
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In previous chapterwe analyzedthe generalmechanismof securitywidely used. In this
chapterwe will particularizethe algorithmsto meetthe specificrequirementsfor cable
networks. So we will presentthe particularpropertiesof IPSecandIKE, Kerberoswith
its extensionPKINIT (asymmetrickey encryptionfor the kerberosmethods). Also the
End-to-EndSecurityfor RTP, BPI+ will bepresentedin thepaper.

4.1 IPSEC Applied in Packet Cable

In Packet cable,concerningsecurityat IP layerlevel, only theIPSecESPprotocoli sused
(AH is not used)becauseESPcovers all the propertiesof AH althougthit gives more
load on the system.This concernsthe interfacesdealingwith IP. As thereareinterfaces
thatdo not useIP, they have therown securityprotocolused(eg, RTP). As Packet Cable
usesonly end-to-endSecurityAssociations(SA) only IPSecESPtransportmodeis used
in Packetcable. TheIPSectransformidentifiers(encryptionalgorithmid) areusedby IKE
to negotiateanencrýptionalgorithmthatwill beusedto encryptthepayloadof IPSecESP
packets. Thetransformidentifierscanbe3DES(ESP-3DES),RC5(DES-RC5),etc. And
thesetransformidentifiersareusedby all IPSecESPkey managementprotocols: IKE,
Kerberos.It is requiredin Packet cablethat theanty-replayserviceto bealwaysenabled,
regardlessof whichkey managementit is usedon theparticularinterface.

Becausewithin PacketCable,IPSECis usedon a numberof differentinterfaceswith dif-

13



HUT TML 2000 Tik-110.501SeminaronNetwork Security

ferentsecurityandperformancerequirements,severaldifferentkey managementprotocols
have beenchosenfor differentPacketCableinterfaces. On someinterfacesit is IKE, on
otherinterfacesit is Kerberos/PKINIT, andin somecasesIPSECkeys aredistributedover
protectedsignalinginterfaces.

In addition,somenetwork elementsarerequiredto run multiple key managementproto-
cols. In particular, theCMS andtheMTA MUST supportmultiple key managementpro-
tocols. TheMTA hasto supportKerberos/PKINITon theMTA-CMS signalinginterface,
in additionto IKE ontheCMS-CMTSandCMS-RKSinterfaces.TheMTA hasto support
Kerberos/PKINITon the MTA-CMS signalinginterface,aswell get its IPSECkeys for
RTCPpacketsfrom NCSsignalingmessages[1].

4.2 IKE Applied in Packet Cable

Packet Cableutilizes IKE asoneof the key managementprotocolsfor IPSec. It is used
on the interfaceswherethe endpointsknow abouteachotherin advance,dueto its peer
to peerfunctionality. A moredetaileddescriptionof IKE waspresentedin the previous
chapter. Now, wewill focuson theparticularitiesfor Packet Cable.

In the2ndphaseit is negotiatedanothersecretthan1stphaseusedto derive keys for the
IPSecESPtransforms.As in the1stphaseauthenticationis importantto avoid manin the
middle attacks,we mustuseit for the messageexchange.Therearea coupleof modes
for definingthe authentication.In packet cableIKE Authenticationwith Signaturesand
Authenticationwith Pre-SharedKeys are used. In the 2nd phase,an IPSecESPSA is
established, including the IPSecESPkeys and ciphers. First a secondphasesecretis
established,andthenall theIPSeckeying materialis derivedfrom thatnew secretusinga
oneway function.

SymmetricencryptionAlgorithms for IKE Exchangesareusedin both phases.The en-
cryptionalgorithmsthatcanbenegotiatedare:3-DESin CBC mode,RC5in CBC mode,
IDEA in CBC mode,etc(all aresymmetricalkey algorithms).[1], [3]

4.3 Kerberos/PKINIT

Like IKE, Kerberos/PKinitkey managementprotocolfor IPSecESPcanbeappliedwher-
ever the possibility for existenceof the trustedthird party network elementis feasible.
The kerberosprotocolwith the public key extensionis usedfor key managementon the
MTA-CMS interface. Briefly, PKINIT/Kerberosis a Kerberosvariant,where,insteadof
the symmetrickeys usedby Kerberos,the PKINIT usesthe public key cryptographyto
encryptthe exchangeof messages(the initial requestsfor ticket granting tickets (TGT)
betweenclient (CMA) andTGSserver. In suchaway, wetake advantageof thesimplified
public key managementandinfrastructure[4].

Thebasicmechanismis asfollows [1]:

The client(MTA) sendsan AS-REQmessage(client request- 1st message)to the KDC
asbefore,exceptthat, theclient usepublic key cryptographyin the initial authentication
step,his certificateanda signatureaccompany the initial requestin thepreauthentication
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fields. Upon receiptof the client’s request,the KDC verifiesthe certificateandissuesa
ticket grantingticket (TGT) asbefore,exceptthat, theencryptionpart from theAS-REP
message(TGSresponse- 2ndmessage)carryingtheTGT is now encryptedutilizing either
a Diffie-Hellmanderived key or the client’s public key. This messageis authenticated
utilizing thepublic key signatureof theKDC.

Theprotocolis basedonkerberostickets,whicharecookies,encryptedwith theparticular
server’s key. A kerberosticket is usedto both authenticatea client to a server and to
establishasessionkey, which is containedin theticket.

Two wayauthenticationwith publickey certificates(with PKINIT) is usedby MTA (client
in kerberosterminoly)to obtainaCMS(server in Kerberberosterminology)ticket from the
TGS(thetrustedthird party). Theauthenticationin eachdirectionis accomplishedwith a
digital signatureoversomeknown informationandwith apublickey certificatechain.The
digital signatureis aproof thateachpartypossesits privatekey, while thecertificatechain
authenticatesthecorrespondingpublic key andassociatesit with aknown identity.

Thecorrespondingsessionkey is deliveredto theMTA sealedwith eithertheMTA’sRSA
public key or with asecretkey derivedfrom a Diffie Hellmankey exchangealgorithm.

TheCMS ticket containsa symmetricsessionkey, which in turn is usedto establisha set
of keys for usewith theIPSecESPmode.

Thediagrambelow illustrateshow theMTA usesPKINIT to obtaina kerberosticket for
the CMS (first two messages).The kerberosticket is later usedby the MTA to setup a
securityassociationwith theCMS. Note, that for the restof themessages(the last three)
thereis no requirementfor public key usage.

For theremainingthreeKerberosmessages(KerberosAP Request/APReplayExchange)
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we cansummarizein thefigurebelow:

4.4 End-to-End Security for RTP and RTCP

RTP is usedto transportall mediastreamsin the PacketCablenetwork [8]. The RTP
flow canbebetweenMTAs (for encodedvoice,video, fax), betweenANP andMTA (for
tonesandannouncementssentto the MTA by the AnnouncementPlayer). RTP encodes
a singlechannelof multimediainformationin a singledirection.EachmediaRTP packet
is encryptedfor privacy. The MTAs have an ability to negotiatea particularencryption
algorithm,althoughtheonly onethat is currentlyspecifiedis RC4. Encryptionis applied
to thepayloadbut not to its header.

Keys for theencryptionandMAC calculationarederivedfrom theEnd-Endsecret,which
is exchangedbetweensendingand receiving MTA as part of the call signaling. Thus,
thekey exchangesfor mediastreamsecurityaresecuredthemselvesby thecall signaling
security.

Key managementfor RTP requiresthat both the (encryption)TransformID andthe Au-
thenticationarespecified.RTP usesRTP-RC4astransform(encryptioncipher).This is a
RC4 streamcipher. It a very efficient symmetriccipherabout10 timesfasterthanDES.
As authenticationalgorithmsRTP-MMH-2 andRTP-MMH-4 mustbesupported.
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4.5 Baseline Privacy Plus (BPI+)

BPI+ securityis usedbetweentheCM andCMTS andoffersdatalinklayertraffic flow. It
hastwo components[1]:

� An encapsulationprotocolfor encryptingpacket acrossthecablenetwork. Thepro-
tocol definestheframeformatfor carryingencryptedpacket within DOCSISMAC
frames,andtherulesfor applyingthosealgorithmsto aDOCSISMAC framepacket
data. BPI+ encryptionservicesaredefinedasa setof extendedserviceswithin the
MAC sublayer. Packet headerinformationspecificto BPI+ is placedin a Baseline
Privacy ExtendedHeaderelementfrom within theMAC extendedheader. BPI+ en-
cryptsa DOCSISMAC frame’s packet data;theDOCSISMAC Frame’s headeris
not encrypted.For themomentit supportsonly theCipherBlock Chaining(CBC)
modeof theDES(asymmetrickey algorithm).

� A key managementprotocolBaselinePrivacy Key Management(BPKM) for provid-
ing a securedistribution of keying datafrom CMTS to CM. TheprotocolusesRSA
publickey encryptionand2-key 3DESto securekey exchangesbetweenCMTSand
CM. BPI+ usesthepublickey cryptographyto establishasharedsecretbetweenCM
andCMTS.Thesharedsecretis usedto securefollowing BKPM exchangesof traffic
encryptionkeys. CMTS authenticatesCMs it canprotectfrom anattacker employ-
ing a clonedmodem.Authenticationis oneway only; theCMs do not authenticate
theCMTS they exchangeBPKM messageswith.

4.6 CMS based KM

This is a key managementprotocolusedon someinterfacesthatrequiressecurity. For ex-
ample,it is usedontheinterfacesbetweenMTA andremoteMTA (onthisinterfacethiskey
managementprotocolmustsupportkeys for IPSecandRC4+MMH securityprotocols).It
is alsousedon CMS - CMTS interface(Radiusauthenticationis usedassecurityproto-
col). The CMS-basedKM key managementprotocolrelieson keys randomlygenerated
anddistributedby CMS,sinceCMSis considereda trustedparty[1].

4.7 Device Provisioning Security

OSSSecurity. The SNMPagentsin PacketCabledevicesimplementSNMPv3. The SN-
MPv3UserSecurityModelprovidesauthenticationandprivacy servicesfor SNMPtraffic.
SNMPv3view-basedaccesscontrolmaybeusedfor accesscontrolto MIB objects.Packet
CabledefinesMIBs for MTA andNCS.SNMPv3securitywill be alsousedfor dynami-
cally provisioningvoicecommunicationscapabilitieson anembedded-MTA.

At the device provisioning the MTA device verifiesthe authenticityof the configuration
file downloadedfrom theboot server. Privacy of theconfigurationdatais alsoprovided.
Theconfigurationdatawill be "signedandsealed"by packagingit into a PKCS7 sealed
object.

DNS hasits own securitymechanismincorporatedcalledDNSSEC.
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5 Analysis of Security Architecture

5.1 Node implementation requirements

Somenetwork elementsarerequiredto supportmultiple interfaces,hence,they mustim-
plementmultipleprotocols.Wewill presentthemostimportantNE usedin PacketCables,
someof themostimportantprotocolsthey mustimplement,thesecurityservicesrequired
for thoseinterfaces,cryptographictechniquesandthekey managementfor theprotocols.

The most important element that must support multiple interfaces is the MTA.

1. MTA mustimplementTFTPprotocol required fromTFPTserverusedin MTA con-
figurationphase. Servicesdescriptionsfor theprotocolonMTA-TFTPinterfaceare:

(a) Authentication:theidentity of theOSSthatgeneratedtheMTA configuration
file is authenticatedwith a digital signatureon that file. This is requiredto
preventdenialof serviceattacks,whereanMTA is improperlyconfigured.The
identity of theMTA requestingthefile is not authenticated.Authenticationof
theMTA is not required,sincetheconfigurationfile is sealedwith theMTA’s
public key andno oneelsewill beableto useit.

(b) MessageIntegrity: is requiredto prevent denialof serviceattackswherean
MTA is eitherimproperlyconfiguredor configuredwith old configurationdata
thatwasreplayed.

(c) Confidentiality: is required,becausethe configurationfile containsSNMPv3
secretkeys for thatMTA.

(d) AccessControl: not requiredat theTFTPServer, sinceeachMTA configura-
tion file is encryptedwith its public key.

(e) Non-Repudiation:is supportedfor the identity of theOSSthroughtheuseof
digital signatures,eventhoughthereis no clearneedfor this securityservice.

No securityprotocolis required,sincethedatapassedis on this interfaceis already
secured.

2. MTA mustsupporttheSNMPv3protocol required by theOSSfor provisioningand
configuration.

TheSNMP3keys aredownloadedwith theMTA configurationfile.

Security Services

(a) Authentication:requiredfor boththeMTA andtheSNMPManager, to prevent
denialof serviceattacksanddisclosureof sensitive MTA parameters.

(b) AccessControl: required,to preventunauthorizedSNMPManagerfrom read-
ing or updatingMTA parameters.

(c) Messageintegrity: requiredon this interface. It is neededto prevent denial
of serviceattacks,wherean MTA is misconfiguredor theSNMP Manageris
givenwrongMTA statusor configurationinformation.

(d) Confidentiality: may be requiredfor somesensitive MTA parameters.For a
list of suchMTA parameters,referto theMTA MIB.
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Cryptographic Mechanisms SNMPv3supportsHMAC MD5 andHMAC SHA-1
algorithmsfor authentication.If anSNMPcommandcontainsa valueof a sensitive
SNMP parameter, it must be encrypted. The encryptionalgorithm is DES-CBC.
SNMPimplementationsareencouragedto supportstrongerencryptionalgorithms,
suchas3-DESCBC. [7]

Key Management SNMPv3 security specificationdefineskey changemessages
which areprotectedwith the old valueof the key. During device provisioning the
MTA receivesits authenticationandprivacy keys in anencryptedconfigurationfile.

3. PKINIT for KerberosTicketsissuefromTGS

This interfaceis usedby themessageexchangebetweenMTA (client) andtheTGS
(server) for obtainingticketsfor CMS (server). As this interfacecoversonly a part
of the Kerberos/PKINITmessageexchange,(alreadydiscussedpreviously) it will
not bedetailed.And, we cannot talk aboutserviceson this interface.Theservices
aretreatedglobally for Kerberos/PKINITprotocol.

4. NCSv2protocolwith IPSecsecurityprotocolandKerberos/PKINITfor key manage-
menton MTA-CMSinterfacefor call signaling.

Theprotocolwill bedescribedbelow in theCMSprotocolpresentation.CMSis the
otherendof thesameinterface.

5. RTPandRTCPprotocolsmustbesupportedfor streamtraffic betweenMTA anda
remoteMTA. IPSEC(or RC4+MMH) securityprotocolscan be usedin this inter-
faces,with CMSbasedKM key management.

Services

(a) Authentication:End-to-endauthenticationcannotberequired,becausetheini-
tiating partymaywant to keeptheir identity private. Furthermore,end-to-end
authenticationwould requiretheuseof expensive public key operations.Op-
tional end-to-endexchangesfor bothauthenticationandadditionalkey negoti-
ationarestill possible.

(b) Encryption:ThemediastreambetweenMTAs mustbeencrypted.Withouten-
cryption,thestreamis vulnerableto eavesdroppingatany point in thenetwork
throughwhich the streamspacketspass.(BPI+ providesprivacy only on the
HFC segmentsandemploys a relatively weakencryptionalgorithmin 56-bit
DES).All thisguaranteesconfidentiality(but notauthentication).

(c) MessageIntegrity: It is desirableto provide eachpacket of themediastream
with a messageauthenticationcode(MAC). A MAC ensuresthereceiver that
thepacket camefrom the legitimatesenderandthat it hasnot beentampered
with en route. A MAC defendsagainsta variety of potentialknown attacks,
suchasreplay, clogging,etc. As a tradeoff betweensecurityandbandwidth
consumption,a shortMAC consistingor 2 or 4 octetsis usedto protectmedia
streampackets.Usageof theMAC is optional.

Thecryptographicmechanismwasdiscussedin theprevioussectionatRTPsecurity
descriptionfor Packet Cable.

Key Management Key Distribution via theCMS, a trustedthird party, assuresthe
MTA that the communicationwasestablishedthroughvalid signalingprocedures,
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and with a valid subscriber. EachMTA (or MG) is also assuredthat the key it
receivesis not sharedby anyoneelsebesidestheMTA (or MG) on theothersideof
a legitimatelyestablishedconnection.

6. MTA-CMTSinterface:

SinceBPI+ key managementandprivacy runsbetweenCM andCMTS, it doesnot
help in authenticatingthe identity of theMTA. So,all protocolsbetweenMTA and
CMTS have additionalsecurityrequirementsnot met by BPI+. RSVPprotocol is
usedbetweenCMTS andMTA.

CMTS is another network element that must implement multiple interface pro-
tocols.:

7. DOCSIS1.1on the interfacewith theCM On this interfaceBPI+ securityprotocol
with BPKMkey managementmustbeused[1].

8. COPSprotocolbetweenCMSandCMTS.IPSecandIKE- areused[1].

CMS functional element must also implement multiple interfaces:

9. NCSv2for call signalingprotocolfor usebetweenCMSandMTA.Assecurity, IPSec
andKerberos/PKINITkey managementare used.

Security Services (The sameset of requirementsappliesto both CMS-MTA and
CMS-CMSsignalinginterfaces)

(a) Authentication:signalingmessagesmustbeauthenticated,in orderto prevent
a third partymasqueradingaseitheranauthorizedMTA or CMS.

(b) Confidentiality: NCS messagescarry dialednumbersandothercustomerin-
formation,whichmustnotbedisclosedto athird party. Thusconfidentialityof
signalingmessagesis required.

(c) Messageintegrity: mustbeassuredin orderto prevent tamperingwith signal-
ing messages. e.g.changingthedialedphonenumbers.

(d) Accesscontrol: Servicesenabledby theNCSsignalingshouldbemadeavail-
ableonly to authorizedusersThusaccesscontrolis requiredat theCMS.

Cryptographic Mechanisms IPSECESPMUST be usedto securethis interface.
Eachsignalingmessagecoming from the MTA and containingthe MTA domain
namemustbeauthenticatedby theCMS.In orderto performthisauthentication,the
CMSMUST maintainanIP address<-> domainnamemapfor eachMTA IP address
thathasa currentSA. This mapis built duringkey managementanddoesnot need
to residein permanentstorage.

Key Management Kerberoswith PKINIT MUST be usedas the key distribution
mechanismon thepkt-s10interface.TheMTA will obtaintheKerberosticket from
theTGSwhenstartedandwill refreshit basedon thetimeoutparameter. TheMTA
will alsoobtainsub-key (andthusIPSECESPkeys) basedon timeoutparameters.
TheMTA will alsoobtaintheIPSECESPkeyswhenthey aretimedoutandtheMTA
needsto transmitdatato the CMS. Usageof Kerberos/PKINITon this interfaceis
alloweddueto thefeasibility to have a trustedthird partywithout big expense.

10. RadiusprotocolbetweenCMSandRKS.IPSECwith IKE- are usedassecuritypro-
tocols.
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11. TCAP/IPprotocolbetweenCMSandSG.IPSecwith IKE- as key managementare
usedassecurityprotocols.

As asummaryfor thesignalinginterfacessecurity, we canstatethat:

All signalingtraffic, which includesQoSsignaling, call signaling, andsignalingwith the
PSTNGateway Interface, will besecured via IPSec.IPSecsecurityassociationmanage-
mentwill bedonethroughtheuseof twokey managementprotocols:Kerberos/PKINITand
IKE. Kerberos/PKINITwill beusedto exchange keysbetweenMTA clientsandtheir CMS
server;IKE will beusedto manage all othersignalingIPSecSAs.

5.2 Alternative architectures that might be applied as well KINK versus IKE
and Kerberos

CurrentlyKINK is not usedfor Key managementon any interfacesof Packet Cable.Al-
thoughtit is broughtinto attention,asanalternative protocolto IKE andKerberos.Some
of its basicideasarepresentedbelow [5].

KINK is usedto createa protocolfor centralizedkey managementfor SecurityAssocia-
tions(SA) asanalternative to IKE. It usestheKerberosarchitecturefor key management.
Theideais to obtainasystemfunctioningwithoutrequiringpublickey usage.It is intended
not to requireany modificationsto IPSecor Kerberos.In fact,thenew protocolintegrates
muchof theKerberosfunctionality. Theideais theusageof centralizedkeying authority.

Someof KINK requirementsare:usetheKerberosto createsessionkeys securely, ability
to beintegratedinto IPSecsecurityarchitecture,mustallow for IPSecSA s to beinitiated
by bothserversandclients,thuspreservingIPSec’s peerto peernature,mustsupportau-
thenticationwith secretkey or with public key, mustbe ableto setupboth transportand
tunnelsfor AH andESPsecurityassociations.

This protocolis a hybridprotocolof KerberosandIKE. Dueto its flexible requirementsit
wouldbeagoodalternative of thecurrentimplementations[5].

6 Conclusions

Kerberosis usedonly on the MTA-CMS interface. Althougth Kerberos+ESPis faster
than IKE+ESP(Kerberosmustexchangeonly 5 messages,while IKE mustexchange9
messages-6 from first phaseand 3 from the second),the requirementfor existanceof
Kerberosserver doesnot make Kerberosthe bestsolution in all cases,especiallywhen
existanceof thethird partyis not very easyto get.

As many of themostimportantelements(CMS,OSSservers,Gatewayservers)arelocated
in theoperatorpremises,andthe messageexchangebetweenelementscanbe doneon a
“private” separatednetwork without traversingpublic networks, IKE is a bettersolution
thanKerberos(noneedto implementa new sever - asrequiredby Kerberos).

It is not alsofeasibleto load themultimediatraffic with extremelysophisticatedsecurity
protocols,sincethesignalingwould load thenetwork againstthedatatraffic. That’s also
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why RTPinterfaceusesCMS basedKey managementandRC4encryptiontransform,and
for thesignalingtraffic RTCPis still usedIKE. IKE is useddueto its ability to havedirect
peer-to-peerfunctionality.

Regardingthe CMTS andHFC Security. On HFC the securitysystemBPI+ is handling
DatalinkLayersecurity. But it can’t securetheIP layer. So,a securityfor IP layerfor the
IP packetson theHFCnetwork is required.

Normalinternettraffic canbealsoprovided.Wecanuse(connect)oneor moreof managed
IP network routersto theinternet.If extrasecurityis required,afirewall canbeconfigured
in thoserouters. Of course,the charging serversmustbe configuredto supportinternet
traffic.

ConcerningtheVoIPprotocols,thereareseveralnumbersof protocolsthatmight beused:
RTP, SIP(evolvedasanalternateto H323),RTSP, Codecs.Eachprotocolusagerequiresits
own specificimplementations.In this paperonly theRTP specificimplementationswere
discussed.

Thepaperdescribedthesecurityprotocolsandthekey managementassociated.VoIPover
PacketCableinfrastructuretakestheadvantageof the readyCATV HFC infrastructureto
bring servicesthatdo not have (or even cannot be implemented)over thenormalPSTN
networks. As remarked, it is still kept into usethecompatibilitywith normalPSTNlines.
Extraservicesto VoIPcanbesuccessfullyimplementedoverPacketCableNetworks.
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