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Abstract

The papercoversthe securityarchitectureissuesfrom the Packet Cable. Voice
over IP (VolP) refersto technologymakingit possibleto transfervoice dataover an
IP network, thusmakingit possibleto make phonecalls andvideoconferencesver
the Internet. As Internetis a public network whereit is very easyto interceptor
manipulatedatatraversingthroughthenodesthereis aneedfor securitymechanisms
to protectthetraffic.

1 Introduction

PacletCableis a projectaimedat identifying, qualifying and supportinginternet-based
voice andvideo productsover cablesystems.The adwvantageof suchan approachs the
possibility of using the existing CATV infrastructurefor thesepurposes. Although the
internetservicesareavailablein the Packet Cablenetworks, the paperwill emphasizen
theVoIP servicesandaspectdrom the Packet CableNetworks.

2 General overview of the Packet cable System

2.1 Packet Cable Architecture Framework

At thehigh level architectureconsistf threenetworks:

e the"DOCSISHFC AccessNetwork" thatrepresentshe partconsistingof the HFC
cablenetwork (normalCATV cablenetwork)

o the "managedP network" that representhe core IP network that links the HFC
networkswith the externalPSTNnetwork.

e the PSTNnetwork.
The DOCSISHFC accessetwork provideshigh speedreliable,andsecuregransporte-

tweencustomepremiseandthecableheadendthe CMTS element).Thisnetwork include
Quality of Servicecapabilities. The main functionalelementsdeplg/ed in HFC Access
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Network include: The CableModem TerminationSystem(CMTS) on the interfacewith
ManagedP Network, The CableModem(CM), the MultimediaTerminalAdapter(MTA).

The Managed P Network is a core IP network whoseresponsibilitiesnclude: intercon-
nectionfor the componentsequiredfor signaling, media,and quality of serviceestab-
lishment. Also providesthe connectiity betweenotherManagedP NetworksandHFC

DOCSISnetworks. The functionalcomponentsre Call ManagemenSener (CMS), An-

nouncemengener (ANS), OSSback-ofice sener, SignalingGatavay (SG), Mediagate-
way (MG) andMedia Gataevay Controller(MGC).
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Figure 1. PacketCable Reference Architecture

Paclet CableZoneconsistof thesetof MTAs in oneor moreDOCSISHFC networksthat
areMANAGED BY A SINGLE CMS. It canbe alsodefineda paclet cabledomainthat
consistof oneor moreZones.

2.2 Packet cablefunctional components

Oneinterestingclassificatiorfrom securitypoint of view would bethe classificatiorof the
network elementsnvolved in trustedNE and untrustedNE. Usually the trustedNE are
locatedin the providerssupervisiorwhereaghe untrusted\NE areusuallyin the network
andtheclientspremises.

1. Multimedia Terminal Adapter(MTA) is the interface betweenclients device (e.g.
phone)andthe network sidesignalinginterfaceto call controlelementdn the net-
work (CMTS in the HFC network planeor CMS in the ZoneDomainplane). The
main functionalrequirement®f MTA includethe requiremento supportNetwork
Call Signaling(NCS)protocolbetweerMTA andCMS, Qossignalingwith theCMS
andCMTS, encoding/decodingf mediastreamsimplementingstandard®STNana-
log linessignalingfor audiotones voicetransportcallerid signaling,DTMF.
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2. CableModem(CM) is the modulatordemodulatobetweerMTA andthe HFC net-
work. SometimesCM and MTA functionality are combinedin EmbeddedVITA
(E-MTA). CM implementgshe DOCSISrequirements.

3. CableModemTerminationSystem(CMTS) providestheconnectiity to cablemodems
over HFC accessietwork andthecorelP network. Notethe CMSis connectedo the
managedP network, andnot directly to the HFC network. The CMTS is locatedat
the cabletelevision headendr distribution huh Someof its mainfunctionalityare:
providing the requiredQosto the CM baseduponpolicy configurationclassifying
eacharriving paclet from the network sideinterfaceandassigningt to a QoSlevel
basedon definedfilter specificationsforwardingupstreamanddownstreanpaclets
usingthe assignedosS.

4. Call Managemen&ener (CMS) providescall controlandsignalingrelatedservices
for theMTA, CMTS andPSTNgatevays. TheCMSis atrustedelementhatresides
on the managedP Network. CMS consistsof somelogical paclet cablecompo-
nents.They are:

(a) Call Agent(CMS/CA) responsibldor providing signalingservicesusingthe
NCS protocolto the MTA. Someof themarethe requirement$or implement-
ing call featuresmaintainingcall progressstate,collectingandpreprocessing
dialeddigits, collectingandclassifyingusersactions.

(b) GateController(CMS/GC)is alogical QoSmanagemerntomponentlt coor
dinatesall quality of serviceauthorizatiorandcontrol

(c) Call routing andZoneto Zone call signalingare alsoimportantfunctionsof
Call ManagemenSener.

5. OSSBackOffice ComponentsThemainfunctionalareagor OSSareconfiguration
managementfault managementperformancenanagementand securitymanage-
ment.

(a) TGS (Ticket Grantingsener) is utilized for a Kerberossener. As we will se
laterthe Kerberosprotocolwith the public Key PKINIT extensionis usedfor
key managememnn the MTA-CMS interface. This is the securityprotocolon
thatinterface. The TGS grantsKerberodicketsto the MTA. A ticket contains
information usedto setup authenticationprivacy and integrity for the Call
Signaling(usingthe NCS protocol).

(b) DHCP sener usedfor addressllocation

(c) DNS sener usedto mapnamesof the machinego their correspondindP ad-
dress.

(d) TFTP(trivial file transferprotocol)sener usedto storeconfigurationdiles for
MTA during provisioning for MTA. A HTTP sener canbe usedinsteadthe
TFTPsener.
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3 General Overview of Security Mechanisms used

3.1 Encryption Algorithms

Symmetric or Secret Key Algorithms are key algorithmswherethe decryptionkey is

the samewith the encryptionkey. Therearecorventionalcryptographicalgorithmswhere
the senderandthe recever mustagreeon the key BEFOREary secureccommunication
cantake placebetweenthem. The advantageof the symmetrickey algorithmsis thatthey

areefficient andcanbe easilyimplementin hardware. The disadantageis the difficulty

of key management.A safeway to exchangethe key must exist, which is hardto be

implemented.As a particularsymmetricalgorithmusedby IPSecis the block algorithm

is DES (DataEncryptionStandard) A newer versionof this algorithmis 3DES,which is

the sameDES algorithmwith runningin 3 roundswith 2 or 3 differentkeys. Also RC5,

IDEA, CAST areothersymmetricencryptionalgorithmsthatcanbe usedby IPSecESP

Asymmetric or Public Keys Algorithms make useof two differentkeys: a public key

and a private key. The encryptionis donewith one key while the decryptionis done
with the otherkey, andviceversa.lt is not possibleto encryptanddecryptwith the same
key. This eliminatesthe dravback of symmetricalgorithmsof requiring a securekey

exchangechannel. Oneimportant property of thesealgorithmsis that they can provide
authentication Theencryptionwith privatekeysis usedn digital signaturesTwo different
public key algorithmsareRSA andDiffie Hellman. The Diffie-Hellmanalgorithmis a key

exchangealgorithmthatis usedfor securelyestablishinga sharedsecret(symmetrickey)

over aninsecurechannel. The communicatingpartiesexchangepublic informationfrom

which they derive a key. An outsidercan not reconstructhe key from the information
passedhroughthe insecurechannel. After the sharedsecret(key) hasbeenestablishedit

canthenbe usedto derie keys for usewith symmetrickey algorithmssuchasDES. An

advantageof this algorithmis the possibilityto derive asharedsecrekey (for symmetrical
algorithmuse)

Hash functions. Theseare functionsthat take a variableinput dataand producefixed
length output data (the hashvalue). If two messagesnatch, it is highly surethat the
messagearethe same.lf ahashfunctiontakesakey asa secondnput parameteandthe
outputdepend®n boththe messagandthekey is calleda MessageéAuthenticationCode
(MAC). A MAC is usedfor digital signatures.The encryptionof a hashwith the private
key is calledadigital signiture. Examplesof hashfunctionsareMD5 andSHA-1.

Note thatthe encryptionalgorithmswill be usedby the securitymechanisn{IPSec,IKE,
Kerberos).

3.2 Security Mechanisms (IPSec, IKE, Kerberos, PKINIT)

I P Security Architecture (I PSec)

IP securityframeavork hasthreemain componentg\uthenticationHeader(AH), Encapsu-
lating SecurityPayload(ESP)andInternetKey ExchangdIKE). IPSecis independenbf
thecurrentcryptographialgorithms.It usegshem,but it is freeto chooseary of them.The
specificimplementatiorof analgorithmfor useby anlPSecprotocolis oftencalledatrans-
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form. For example,the DES algorithmusedin ESPis calledESPDES-CBCtransform.
An importantconceptor thelPSecis the SecurityAssociation. A SecurityAssociationis
aunidirectional(simplex) logical connectiorbetweertwo IPSecsystemsuniquelyidenti-
fied by thefollowing triple: <SecurityParametetndex, IP DestinationAddress,Security
protocol>;

SPI-SecurityParameteidndex (SPI)is usedto identify different SAs with the samedes-
tination addressand security protocol. The SPIis carriedin the headerof the security
protocol(AH or ESP).

Authentication Header Protocol AH is usedto provide integrity and authenticationlP
datagrams AH authenticatefieldsin the IP heademspossible. The mutablefields (those
fieldsthataremodifiedon the routecannot be protectedwith AH. If it is requiredprotec-
tion alsofor thosefields,thentunnelingthedatagramis required(encapsulatéhedatagram
into a new IP paclet- prependsa new IP headeranda AH header In the transportmode
the AH headercomesbetweenP headerandthe payload. Althoughit hasthe advantage
of lessprocessingverheadijt hasthedravbackof no authenticatinghe mutablefields. In
thetunnelmodethe datagranis encapsulatedth a new IP paclet with AH. Now we have
integrity andauthenticatiorfor the whole datagramincluding the mutablefields, but the
computatiortime is increased.

Encapsulating Security Payload (ESP)

ESPis usedto provide integrity ched, authenticationand encryptionto IP datsgrams
ESPprocessings appliedonly to non-fragmentegbaclets. The payloadis located(en-
capsulatedpetweenthe trailer and the header Someimportantaspectsghat shouldbe
mentioned.

e ThePayloadDatafield. The payloaddatais encryptedusingthe algorithmselected
duringSA nitialization. If thealgorithmrequiresnitializationvectorsthesearealso
includedhere. The ESPspecificationrequiressupportfor DES. Other encryption
algorithmsarealsosupportedtriple DES,andsoon).

e AuthenticationDatais a variablelengthfield andcontainghelCV [1] calculatedor
theESPpacletfrom the SPIto thenext headefield inclusve. ESPprotocolrequires
two authenticatioralgorithmsto be supportedHMAC with MD5 andHMA C with
SHA-1.

Like AH, ESPcanbeusedin transporimodeor tunnelmode.If IP headeis requiredto be
encryptedandauthenticatedhenthe useof tunnelingmodeis required. Tunnelingmode
requiresencapsulationf thewholedatagraninto anew IP ESPpaclet.

IKE (Internet Key Exchange protocol)

ThelnternetKey exchangeprotocolprovidesmanagementf keys andSAsfor IPSecAH

andESPprotocol. Thisis a peerto peerauthenticatiorandkeying mechanismOneof the
dravbacksof the peerto peerprotocolis thatis thateachpeermustknow andimplement
asite’s securitypolicy whichin practicecanbe quitecomplex. But it hasthe advantageof

the ability for two peersto mutually authenticatendexchangekeys without the needfor

anactively participatingthird party Mainly the protocolconsistof two phases.
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In Phase 1 a setof negotiationsestablishes mastersecrekey

In the mostgeneralcasepublic key cryptographyis usedto establishthe ISAKMP SAs
betweenthe systems(! ISAKMP SAs!= IPSecSAs), andto establishthe keys that will
be usedto protectthe messageshat will follow in the phase2 negotiation. Phasel is
concernedvith establishinghe protectionfor IKE messagétself, but doesnot establish
ary SAsor keysfor protectinguserdata(but it generate$SAKMP SAsandkeys). A Diffie
Hellmanalgorithmis usedto establishithefirst phasesharedsecretkey. The dravbackof
thealgorithmis the computationallyexpensvenessandproneto denialof serviceattacks.
A shortsummaryof thesix | SAKM P exchanged messagesfor setting up ISAKMP SAs
atthis phasss:

e Messaged and2 negotiatethe characteristicef theISAKMP SAs. Message4d and
2 flow in the clearfor theinitial Phasel exchange By the endof these2 messages
ISAKMP SAsareagreedetweerthe hosts.

¢ Messages3 and 4 exchangenonces(randomyvalues)and also executea Diffie-
Hellmanexchangeto establisha masterkey (SKEYID). Message8 and4 flow in
the clearfor the initial Phasel exchangeand, by the end of thesetwo messages
therearederived the encryptionkey thatis usedto protectthe following ISAKMP
messagesAt this stageof the processall ISAKMP payloadswhetherin Phasel
or Phase2, are encrypted,using the encryptionalgorithm (containedin ISAKMP
SA) ngyotiatedin Messaged and2, andthe keys derived from the informationin
Message8 and4. The ISAKMP headeliitself, however, is still transmittedin the
clear In Phasel, IPSecs ESPprotocolis notused.

¢ Message$ and6 exchangeherequiredinformationfor mutuallyauthenticatinghe
parties’identities. Thepayloadf Message$ and6 areprotectedy theencryption
algorithmandkeying materialestablishedavith message$ through4.

Note Regardlesof the specificauthenticatiormechanisnthatis used,therewill be six
messagesxchangedor phasel. However, the contentof the individual messagesvill
differ, dependingon the authenticatiormethod. Although Oakley exchangesnake useof
both encryptionand authenticationthey do not useeitherlPSecs ESPor AH protocol.
ISAKMP exchangesare protectedwith application-layersecuritymechanismsnot with
network layer securitymechanismgISAKMP is applicationlayer). ISAKMP messages
aresentusingUDP. Thereis no guaranteedelivery for them.

Phase 2 - SettingUp the ProtocolSAs(notethatthe protocolis not ISAKMP andcanbe
IPSecfor example):

After having completedhePhasel negotiationprocesgo setuptheISAKMP SAs,Host's
next stepis to initiate the Phase2 messagexchangeso definethe securityassociations
and keys thatwill be usedto protectlP datagramsxchangedetweenthe pair of users
(thesearereferredto somavhatobtuselyas"non-ISAKMP SAs"). Becauséhe purposeof
the Phasel nggotiationswasto agreeon how to protectiISAKMP messagesll ISAKMP
Phase& payloadsbut notthelSAKMP headeitself, mustbeencryptediusingthealgorithm
agreedo by the Phasel neggotiations.Messagesreprotectedoy the securityassociations
generatedat phasel. Usually during the secondphasethe refreshof the cryptographic
keys takesplaceat avery shortintenal (a coupleof minutes).

6
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A numberof threemessagess exchangedn the secondohase.

In addition, the IKE methodshavebeendesignedwvith the explicit goalsof providing pro-
tectionagainstseveral well-knownexposues:

Denial-of-Service The messagesire constructedwith unique cookiesthat can be used
to quickly identify and rejectinvalid messagesvithout the needto executeprocessor
intensve cryptographimperations.

Man-in-the-Middle Protections providedagainsthe commonattackssuchasdeletionof
messagesnodificationof messageggeflectingmessagebackto the senderreplayingof
old messagesndredirectionof message® unintendedecipients.

Perfect Forward Sececy (PFS) Compromiseof pastkeys provides no useful cluesfor
breakingary otherkey, whetherit occurredbeforeor afterthe compromisedey. Thatis,
eachrefreshedkey will bederivedwithoutarny dependencen predecessdteys.

Thefollowing authenticatioomethodsaredefinedfor IKE at hefirst phase:
1. Pre-sharedtey

2. Digital signaturegDSSandRSA)

3. Publickey encryption(RSA andrevisedRSA)

Kerberosand other authentication systems

Thisis asystenthatrequiregheexistenceof athird partyelementthatbothcommunicat-
ing parties(clientandsener)trust. In thiswayit is eliminatedthedifficult key management
from IKE andits computationakffort. In casethe systemsallow the possibility of exis-
tenceof thethird party sener, thisis a bettersolution. If the existenceof thethird partyis
notfeasible thenlIKE is abettersolution,sincelKE doesnotrequirethird party

In the Kerberossystem[6], a client thatwantsto connectto a sener for its service,first
hasto askaticket for the sener from atrustedthird party This partythatissuesheticket
to the client is the KerberosAuthenticationSener. The clientis known to the KAS asa
principalname(c). The privatekey (Kc) is the authenticatiorkey known only to the user
andtheKAS. It is asymmetrickey betweerKAS andtheclient.
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1. Client-> KAS Theclient sendsa message, tgs, n, to the KAS, containingits identity
(c), a nonce(a meanto identify this request),andrequestdor a ticket for usewith the
ticket-grantingsener (TGS).

2. KAS -> Client The authenticatiorsener looks up the client name(c) andthe service
name(theticket-grantingsener, tgs) in the Kerberosdatabaseandobtainsan encryption
key for bothclientand TGS (Kc andKtgs). The KAS thenformsaresponséo sendback
to theclient. Thisresponse&ontainsaninitial ticket Tc,tgs, which grantstheclientaccess
to therequestedsener (the ticket-grantingsener). The ticket Tc,tgscontainsKc,tgs, c,
tgs,nonce,andsomeotherinfo. The KAS alsogenerates randomencryptionkey Kc,tgs
, calledthe sessiorkey. It thenencryptsthis ticket usingthe encryptionkey of theticket-
grantingsener (Ktgs). This producesvhatis calleda sealticket Tc,tgsKtgs. A message
is thenformedconsistingof the sealedicket andthe TGS sessiorkey Kc,tgs.

3. Client-> TGS Uponreceving the messagethe client decryptsit usingits symmetric
secretkey Kc, whichis only known to it andthe KAS. It checksto seeif the nonce(n)

matcheghe specificrequestandthencacheghe sessiorkey Kc,tgsfor future communi-
cationswith the TGS. Theclientthensendsa messagé¢o the TGS. This messageontains
the initial ticket Tc,tgsKtgs , the sener name(s), a nonce,anda newv authenticatoAc

containingatimestampAc is ¢, nonce.Themessagés: AcKc,tgs, Tc,tgsKtgs, s,n
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4. TGS -> Client The (TGS) receies the abose messagdrom the client (c), and first
decipherdhe sealedicket usingits TGS encryptionkey. This ticket wasoriginally sealed
by the Kerberosauthenticatiorsener in step2 usingthe samekey. Fromthe deciphered
ticket, the TGS obtainsthe TGS-session4dy. It usesthis TGS sessiorkey to decipher
the sealedauthenticator The TGS now looks up the sener namefrom the messagen
the Kerberosdatabaseand obtainsthe symmetricencryptionkey (Ks) for the specified
service.The TGSformsanew randomsessiorkey Kc,sfor thebenefitof theclient(c) and
thesener (s), andthencreates new ticket Tc,scontaining:Kc,s, n, nonce lifetime, etc.
It thenassembleandsendsa messagéo theclient.

5. Client-> Sener Theclientrecevesthis messag@anddecipherst usingthe TGS session
key thatonly it andthe TGS share.Fromthis messagét obtainsa new sessiorkey Kc,s
that it shareswith the sener(s) and a sealedticket that it cannotdecipherbecausat is
encipheredisingthesener’s secrekey K s. Theclientbuilds anauthenticatoandsealst
usingthenew symmetricsessiorkey Kc,s. At last,it sendsamessageontainingthesealed
ticket andthe authenticatoto the sener (s) to requesits service. The sener (s) receies
this messageandfirst decipherghe sealedticket usingits encryptionkey, which only it
andKAS know. It thenusesthe new sessiorkey containedin the ticket to decipherthe
authenticatoanddoesthe samevalidationprocesghatwasdescribedn step4. Oncethe
sener hasvalidateda client, anoptionexistsfor theclient to validatethe senerto prevent
anintruderfrom impersonatinghe sener. The client requiresthenthatthe sener sends
backa messageontainingatimestamp.This messagés encipheredisingthe sessiorkey
thatwaspassedrom theclientto thesener.

Let ussummarizesomeof the centralpointsin this scheme:

In orderfor the workstationto useary endsener, aticketis required. All tickets, other
thanthefirst ticket (alsocalledtheinitial ticket) areobtainedrom the TGS. Thefirstticket
is special;it is aticket for the TGSitself andis obtainedfrom the Kerberosauthentication
sener. Everyticketis associateavith a sessiorkey thatis assignedery time aticketis
allocated

ImportantNote: All the keys referredabove in Kerberosdiscussiorare symmetrickeys.
As we will seelater, asymmetrickeys can be usedfor Kerberosfor first two messages
encryptionmethodreferredasK erberos/PKINITBut theKerberosdearemainghesame.

3.3 Security Threats and Possible Protection M echanisms

Eachprotocol interfaceis subjectedto threatsthat could generatesecurityrisks to the

system. By definingthe threatson eachinterface,we canchoosea securitymechanism
that protectagainstthosethreats. The mechanism$rovide the interfaceswith security
servicest requires;Eg of servicedo be provided by mechanismganbe: authentication,
integrity, confidentiality andsoon.

The common general attacks against security can be;

e Tappingthewiresto getaccesdo cleartet dataandpassverds.

e Impersonatingto getunauthorizediccesgo dataor to createunauthorizedmails.
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Denial of service

e Replayof messages:-awt attack-getacces$o andchangenformationin transit.
e Repudiationthepersonderystheactionhedid
e Guessinghepassward, encryptionkey theft

e ProtocolattackServices that must be provided by security mechanisms to face
the above stated threats:

e Encryptiongivesconfidentialityto thetransferrednformation.

e Authenticationand authorizationfor verifying that the senderof a messages in-
deedwho claimsto be. Any intrudermasqueradingssomeoneelseis detectedoy
authenticationProtectsagainsimpersonatingttacks.

e Integrity checkingfor verifying that the paclet was not alteredalongthe commu-
nicationpath. Any tamperedmessagesentby an intruderis detectedby integrity
checking.ProtectagainstReplayof Messages

e Non-repudiatiorserviceis usedto make sureof protectionagainstrepudiationat-
tacks(possibilityto prove thatthe senderreally sentthatmessage)

o Digital Signaturesand Certificates:serviceusedto ascertaira party’s identity and
protectsagainstimpersonatingattackandreplay of messageét is assuredhatthe
packages really sentby who claimed)

e Addressconcealmentserviceusedto protectagainsDenial Of Serviceattacks.
The usageof the upperservicesn the securitymechanisndependhighly on the require-
mentof eachinterface. Usuallythe mechanismémplementalmostall necessargervices,
but they are enabledaccordingto the requirements.The mostusedsecuritymechanism
usedin paclet cableis IPSec.IPSecprovides: Encryption(of paclet), Authentication(of

paclet), Integrity Check(of paclet), AddressConcealmentPerfectForward Secreg and
soon.

A detaileddescriptionof the threatson eachinterface and solution encounteredvill be
presentedn chapter5.1 Now it is briefly presentedhttackthat are particularto Paclet
CableNetwork interfaces.

Below is a summaryof generalthreatsandthe correspondingittacksfrom Paclet Cable
perspectie thatarerelevantin the context of IP voice communications.

Theft of Service

Thetheftof servicescanbetreatedaccordingo two criterions: Theft of network Services
andTheft of servicesProvidedby MTA.

Theft of Network Services
Attaks
MTA Clones

10
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Oneor moreMTAs canmasqueradasanotheMTA by duplicatingits permanenidentity
andkeys. The secrefcryptographickeys may be obtainedby eitherbreakingthe physical
securityof the MTA or by emplging cryptoanalysisin additionto cloning of the perma-
nentcryptographickeys, temporary(usually symmetric)keys may alsobe cloned. Such
an attackis more comple, sincethe temporarykeys expire more often and have to be
frequentlyredistriluted.

SubscriptiorFraudis whena customeisetsup anaccountunderfalseinformation

Protocol Attacksagainstan MTA is whenaweaknes#n the protocolcanbe manipulatedo
allow anMTA to authenticatéo anetwork sener with afalseidentity or hijack anexisting
voice communicationThis includesreplayandman-in-the-middleattacks.This is oneof
the mostimportantattack,becausevenif we have a very goodencryptionsystemsif the
protocolis weak,the thief doesnot needto decriptary messagehewill usethe protocol
weaknessew getthe needednformation(by actively usingthe protocol);

Theft of Services provided by MTA
Attaks

MTA codeto supporttheseservicesmay be dowvnloadedillegally by an MTA clone, in
which casetheclonehasto interactwith the network to getthedownload. In thatcasethis
threatis no differentfrom the network servicetheft describedn the previous section.

Signaling Channel Information Threats Signalinginformation,suchasthe calleriden-

tity andthe servicesto which eachcustomersubscribesnay be collectedfor marketing
purposesThe calleridentity mayalsobeusedillegally to locatea customethatwishesto
keephis or herlocationprivate.

Repudiation In a network wheremasqueradéusing the abose mentionedcloning and
protocolmanipulationtechnigues)s commonor is easilyachiezable,a customemayre-
pudiatea particularcommunicatior{and,e.qg.,dery responsibilityfor payingfor it) onthat
basis.

In addition,unlesspublic key-basedligital signaturesareemplo/ed on eachmessagethe
sourceof eachmessageannotbe absolutelyproven. If a signatureover a messagehat
originatedat an MTA is basedon a symmetrickey thatis sharedbetweernthat MTA and
anetwork sener (e.g. the CMS), it is unclearif the ownerof the MTA canclaim thatthe
ServiceProvider somehuw falsifiedthe messagePublickey baseddigital signaturesan
beasolution.

4 PacketCable Security Architecture

Beforegoingfurther we mustsummarizesomeof themostimportantrequestshatmustbe
achieved by the securitymechanism It mustprovide protectionagainstattackson MTA.
It mustprotectthe operatorfrom denialof service network disruptionandtheft of service
attacks.Designconsideratiorshouldprovide confidentiality authenticationintegrity, non-
repudiationaccesgontrol.

In this chapterwe will take a closerlook on someof the mostimportantinterfacesbe-

11
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tweencablemodemelements.The following figure summarizesll paclet cablesecurity
interfacesjncludingthe key management.

In thediagrambefore the significanceof eachinterfacelabellookslik e this[1]:
<label>:<protocol><securityprotocol>/ <key managementrotocol>

If thekey managemenprotocolis missing,it meanghereis no needfor key management
for thatinterface.

A briefly descriptionof the securityinterfacesarepresentedn thefollowing table[1].

12
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In previous chapterwe analyzedthe generalmechanisnof securitywidely used. In this
chapterwe will particularizethe algorithmsto meetthe specificrequirementdor cable
networks. Sowe will presenthe particularpropertiesof IPSecand IKE, Kerberoswith
its extensionPKINIT (asymmetrickey encryptionfor the kerberosmethods). Also the
End-to-EndSecurityfor RTP, BPI+ will be presentedhn the paper

4.1 |IPSEC Applied in Packet Cable

In Packet cable,concerningsecurityat IP layerlevel, only the IPSecESPprotocoli sused
(AH is not used)becauseESP covers all the propertiesof AH althougthit gives more
load on the system. This concernghe interfacesdealingwith IP. As thereareinterfaces
thatdo not uselP, they have therown securityprotocolused(eg, RTP). As Packet Cable
usesonly end-to-endSecurityAssociationgSA) only IPSecESPtransportmodeis used
in Packetcable ThelPSectransformidentifiers(encryptionalgorithmid) areusedby IKE
to negotiateanencryptionalgorithmthatwill be usedto encryptthe payloadof IPSecESP
paclets. Thetransformidentifierscanbe 3DES(ESP-3DES)RC5 (DES-RC5),etc. And
thesetransformidentifiersare usedby all IPSecESPkey managemenprotocols: IKE,
Kerberos.It is requiredin Packet cablethatthe anty-replayserviceto be alwaysenabled,
regardlesof which key managemerit is usedon the particularinterface.

Becausewithin PacketCable |PSECis usedon a numberof differentinterfaceswith dif-

13
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ferentsecurityandperformanceequirementsseveraldifferentkey managemeryrotocols
have beenchoserfor different PacketCableinterfaces. On someinterfacesit is IKE, on
otherinterfacesit is Kerberos/PKINITandin somecasedPSECkeys aredistributedover
protectedsignalinginterfaces.

In addition,somenetwork elementsarerequiredto run multiple key managemenproto-
cols. In particular the CMS andthe MTA MUST supportmultiple key managemerpro-
tocols. The MTA hasto supportKerberos/PKINITon the MTA-CMS signalinginterface,
in additionto IKE onthe CMS-CMTSandCMS-RKSinterfaces.TheMTA hasto support
Kerberos/PKINITon the MTA-CMS signalinginterface,aswell getits IPSECkeys for
RTCP pacletsfrom NCSsignalingmessagefl].

4.2 |IKE Applied in Packet Cable

Paclet Cableutilizes IKE asone of the key managemenprotocolsfor IPSec. It is used
on the interfaceswherethe endpointsknow abouteachotherin adwvance,dueto its peer
to peerfunctionality A more detaileddescriptionof IKE waspresentedn the previous
chapter Now, we will focuson the particularitiesfor Packet Cable.

In the 2nd phaseit is negotiatedanothersecretthan 1st phaseusedto derive keys for the
IPSecESPtransforms As in the 1stphaseauthentications importantto avoid manin the
middle attacks,we mustuseit for the messagexchange. Thereare a coupleof modes
for definingthe authentication.In paclet cablelKE Authenticationwith Signaturesand
Authenticationwith Pre-Sharedeys are used. In the 2nd phase,an IPSecESP SA is
established including the IPSecESP keys and ciphers. First a secondphasesecretis
establishedandthenall the IPSeckeying materialis derved from thatnew secretusinga
oneway function.

SymmetricencryptionAlgorithms for IKE Exchangesre usedin both phases.The en-
cryptionalgorithmsthatcanbe negotiatedare: 3-DESin CBC mode,RC5in CBC mode,
IDEA in CBC mode,etc(all aresymmetricakey algorithms).[1], [3]

4.3 Kerberos/PKINIT

Like IKE, Kerberos/PKinikey managemerprotocolfor IPSecESPcanbeappliedwher
ever the possibility for existenceof the trustedthird party network elementis feasible.
The kerberosprotocolwith the public key extensionis usedfor key managemenon the
MTA-CMS interface. Briefly, PKINIT/K erbeross a Kerberosvariant,where,insteadof
the symmetrickeys usedby Kerberosthe PKINIT usesthe public key cryptographyto
encryptthe exchangeof messagesthe initial requestdor ticket granting tickets (TGT)
betweerclient(CMA) andTGSsener. In suchaway, we take advantageof the simplified
public key managemenandinfrastructureg4].

Thebasicmechanisms asfollows [1]:

The client(MTA) sendsan AS-REQ messagéclient request- 1st messagejo the KDC
asbefore,exceptthat, the client usepublic key cryptographyin the initial authentication
step,his certificateanda signatureaccompan the initial requesin the preauthentication
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fields. Upon receiptof the client’s requestthe KDC verifiesthe certificateandissuesa
ticket grantingticket (TGT) asbefore,exceptthat, the encryptionpart from the AS-REP
messag€TGSresponse 2ndmessagegarryingthe TGT is now encryptedutilizing either
a Diffie-Hellmanderived key or the client’s public key. This messagas authenticated
utilizing the public key signatureof the KDC.

Theprotocolis basedn kerberogickets,which arecookies encryptedwith the particular
sener’s key. A kerberosticket is usedto both authenticatea client to a serer and to
establisha sessiorkey, which is containedn theticket.

Two way authenticatiorwith publickey certificategwith PKINIT) is usedby MTA (client
in kerberogerminoly)to obtaina CMS (senerin Kerberberoserminology)ticketfrom the
TGS (thetrustedthird party). Theauthenticationn eachdirectionis accomplisheavith a
digital signatureover someknown informationandwith a public key certificatechain. The
digital signaturds a proofthateachparty possests privatekey, while the certificatechain
authenticatethe correspondingpublic key andassociate& with a known identity.

Thecorrespondingessiorkey is deliveredto the MTA sealedwith eitherthe MTA'sRSA
public key or with asecretkey dervedfrom a Diffie Hellmankey exchangealgorithm.

The CMS ticket containsa symmetricsessiorkey, which in turnis usedto establisha set
of keys for usewith thelPSecESPmode.

The diagrambelow illustrateshow the MTA usesPKINIT to obtaina kerberosticket for
the CMS (first two messages)The kerberosticket is later usedby the MTA to setup a
securityassociatiorwith the CMS. Note, thatfor the restof the messagefthe lastthree)
thereis norequirementor public key usage.

For the remainingthreeKerberoanessage&KerberosAP Request/ARReplayExchange)
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we cansummarizen thefigurebelow:

4.4 End-to-End Security for RTP and RTCP

RTP is usedto transportall mediastreamsin the PacketCablenetwork [8]. The RTP
flow canbe betweenMTAs (for encodedvoice, video, fax), betweenANP andMTA (for
tonesandannouncementsentto the MTA by the AnnouncemenPlayer). RTP encodes
a singlechannelof multimediainformationin a singledirection. EachmediaRTP paclet
is encryptedfor privagy. The MTAs have an ability to negotiatea particularencryption
algorithm, althoughthe only onethatis currentlyspecifiedis RC4. Encryptionis applied
to the payloadbut notto its header

Keys for theencryptionandMA C calculationarederived from the End-Endsecretwhich
is exchangedbetweensendingand receving MTA as part of the call signaling. Thus,
the key exchangedor mediastreamsecurityare securedhemselesby the call signaling
security

Key managementor RTP requiresthat both the (encryption)TransformID andthe Au-
thenticationarespecified.RTP usesRTP-RC4astransform(encryptioncipher). Thisis a
RC4 streamcipher It a very efficient symmetriccipherabout10 timesfasterthan DES.
As authenticatioralgorithmsRTP-MMH-2 andRTP-MMH-4 mustbe supported.
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45 Basdline Privacy Plus (BPI+)

BPI+ securityis usedbetweerthe CM andCMTS andoffersdatalinklayertraffic flow. It
hastwo component$1]:

e An encapsulatioprotocolfor encryptingpaclet acrosshe cablenetwork. The pro-
tocol definesthe frameformatfor carryingencryptedpaclet within DOCSISMAC
framesandtherulesfor applyingthosealgorithmsto aDOCSISMA C framepaclet
data. BPI+ encryptionservicesaredefinedasa setof extendedserviceswithin the
MAC sublayer Packet headelinformationspecificto BPI+ is placedin a Baseline
Privagy ExtendedHeaderelementirom within the MAC extendedheaderBPI+ en-
cryptsa DOCSISMAC frames paclet data;the DOCSISMAC Frames$ headelis
not encrypted.For the momentit supportsonly the CipherBlock Chaining(CBC)
modeof the DES (a symmetrickey algorithm).

o A key managemernrotocolBaselinePrivacy Key ManagementBPKM) for provid-
ing a securedistribution of keying datafrom CMTS to CM. The protocolusesRSA
public key encryptionand2-key 3DESto securekey exchangedbetweerCMTS and
CM. BPI+ useghepublickey cryptographyto establishasharedsecrebetweerCM
andCMTS. Thesharedsecreis usedto securdollowing BKPM exchange®f traffic
encryptionkeys. CMTS authenticate€Ms it canprotectfrom anattacler employ-
ing a clonedmodem. Authenticationis oneway only; the CMs do not authenticate
the CMTS they exchangeBPKM messagewith.

46 CMSbased KM

Thisis akey managemenprotocolusedon someinterfacesthatrequiressecurity For ex-
ample,it is usedontheinterfacesbetweerMTA andremoteMTA (onthisinterfacethiskey
managemenprotocolmustsupportkeys for IPSecandRC4+MMH securityprotocols).It
is alsousedon CMS - CMTS interface (Radiusauthentications usedas securityproto-
col). The CMS-basecKM key managemenprotocolrelieson keys randomlygenerated
anddistributedby CMS, sinceCMS s considerea trustedparty[1].

4.7 Device Provisioning Security

OSSSecurity The SNMP agentsin PacketCabledevicesimplementSNMPv3. The SN-
MPv3 UserSecurityModel providesauthenticatiorandprivagy servicesor SNMPtraffic.
SNMPv3view-basedaccessontrolmaybeusedfor accesgontrolto MIB objects.Paclket
CabledefinesMIBs for MTA andNCS. SNMPv3securitywill be alsousedfor dynami-
cally provisioning voice communicationgapabilitieson anembedded-MA.

At the device provisioning the MTA device verifiesthe authenticityof the configuration
file downloadedfrom the bootsener. Privacy of the configurationdatais also provided.
The configurationdatawill be "signedandsealedby packagingt into a PKCS7 sealed
object.

DNS hasits own securitymechanisnincorporateccalledDNSSEC.
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5 Analysisof Security Architecture

5.1 Nodeimplementation requirements

Somenetwork elementsarerequiredto supportmultiple interfaces hence they mustim-
plementmultiple protocols.We will presenthemostimportantNE usedin Packet Cables,
someof themostimportantprotocolsthey mustimplement,the securityservicesequired
for thoseinterfaces cryptographidechniquesandthe key managemeribr the protocols.

The most important element that must support multipleinterfacesisthe M TA.

1. MTA mustimplemenfTFTP protocol required from TFPT serverusedin MTA con-
figuration phase Servicegdescriptiondor the protocolon MTA-TFTP interfaceare:

(a) Authentication:theidentity of the OSSthatgeneratedhe MTA configuration
file is authenticatedvith a digital signatureon thatfile. This is requiredto
preventdenialof serviceattackswhereanMTA isimproperlyconfigured.The
identity of the MTA requestinghefile is not authenticatedAuthenticationof
the MTA is notrequired sincethe configuratiorfile is sealedwith the MTA's
publickey andno oneelsewill beableto useit.

(b) Messagédntegrity: is requiredto prevent denial of serviceattackswherean
MTA is eitherimproperlyconfiguredor configuredwith old configurationdata
thatwasreplayed.

(c) Confidentiality: is required,becausehe configurationfile containsSNMPv3
secretkeys for thatMTA.

(d) AccessControl: not requiredatthe TFTP Sener, sinceeachMTA configura-
tion file is encryptedwith its public key.

(e) Non-Repudiationis supportedor the identity of the OSSthroughthe useof
digital signatureseventhoughthereis no clearneedfor this securityservice.

No securityprotocolis required sincethe datapasseds on this interfaceis already
secured.

2. MTA mustsupportthe SNMPv3protocol required by the OSSfor provisioningand
configuation.
The SNMP3keys aredovnloadedwith the MTA configuratiorfile.
Security Services
(a) Authentication:rrequiredfor boththeMTA andthe SNMP Managerto prevent
denialof serviceattacksanddisclosureof sensitve MTA parameters.

(b) AccessControl: requiredto preventunauthorizedSNMP Managerfrom read-
ing or updatingMTA parameters.

(c) Messagdntegrity: requiredon this interface. It is neededo prevent denial
of serviceattacks,wherean MTA is misconfiguredor the SNMP Manageris
givenwrongMTA statusor configurationinformation.

(d) Confidentiality: may be requiredfor somesensitve MTA parametersFor a
list of suchMTA parametergeferto theMTA MIB.

18



HUT TML 2000 Tik-110.501Seminaron Network Security

Cryptographic M echanisms SNMPv3supportsHMAC MD5 andHMAC SHA-1
algorithmsfor authenticationlf anSNMP commandcontainsa valueof a sensitve
SNMP parameterit mustbe encrypted. The encryptionalgorithmis DES-CBC.
SNMP implementationsre encouragedo supportstrongerencryptionalgorithms,
suchas3-DESCBC.[7]

Key Management SNMPv3 security specificationdefineskey changemessages
which are protectedwith the old value of the key. During device provisioning the
MTA recevesits authenticatiorandprivagy keysin anencryptecconfiguratiorfile.

3. PKINIT for Kerbeos Ticketsissuefrom TGS

This interfaceis usedby the messagexchangebetweerMTA (client) andthe TGS
(sener) for obtainingticketsfor CMS (sener). As this interfacecoversonly a part
of the Kerberos/PKINITmessagexchange,(alreadydiscussedgreviously) it will
not be detailed.And, we cannot talk aboutserviceson this interface. The services
aretreatedglobally for Kerberos/PKINITprotocol.

4. NCSv2protocolwith IPSecsecurityprotocolandKerbeos/PKINITfor key manage-
menton MTA-CMSinterfacefor call signaling

Theprotocolwill bedescribedelov in the CMS protocolpresentationCMS is the
otherendof the sameinterface.

5. RTPand RTCPprotocolsmustbe supportedfor streamtraffic betweerMTA and a
remoteMTA. IPSEC(or RC4+MMH) securityprotocolscan be usedin this inter-
faces,with CMSbasedKM key management

Services

(a) Authentication:End-to-endauthenticatiortannotberequired becauseheini-
tiating party may wantto keeptheir identity private. Furthermoregend-to-end
authenticatiorwould requirethe useof expensve public key operations.Op-
tional end-to-endexchangegor bothauthenticatiormndadditionalkey negoti-
ationarestill possible.

(b) Encryption:The mediastreambetweerMTAs mustbe encrypted Withouten-
cryption,the streamis vulnerableto eavesdroppingatary pointin the network
throughwhich the streamspaclets pass. (BP1+ provides privacy only on the
HFC segmentsandemploys a relatively weakencryptionalgorithmin 56-bit
DES).All this guaranteesonfidentiality(but not authentication).

(c) Messagdntegrity: It is desirableto provide eachpaclet of the mediastream
with a messageauthenticatiorcode(MAC). A MAC ensuresherecever that
the paclet camefrom the legitimate senderandthat it hasnot beentampered
with enroute. A MAC defendsagainsta variety of potentialknown attacks,
suchasreplay clogging, etc. As atradeof betweensecurityand bandwidth
consumptiona shortMAC consistingor 2 or 4 octetsis usedto protectmedia
streampaclets. Usageof the MAC is optional.

Thecryptographianechanisnwasdiscussedh the previoussectionat RTP security
descriptionfor Paclket Cable.

Key Management Key Distribution via the CMS, a trustedthird party assureshe
MTA thatthe communicatiorwas establishedhroughvalid signalingprocedures,
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10.

and with a valid subscriber EachMTA (or MG) is also assuredhat the key it
recevesis not sharecby anyoneelsebesidegshe MTA (or MG) on the othersideof
alegitimately establisheconnection.

. MTA-CMTSinterface:

SinceBPI+ key managemerandprivagy runsbetweenCM andCMTS, it doesnot
helpin authenticatingheidentity of the MTA. So, all protocolsbetweenMTA and
CMTS have additionalsecurityrequirementsiot met by BPI+. RSVP protocolis
usedbetweerCMTS andMTA.

CMTSisanother network element that must implement multipleinterface pro-
tocols.:

. DOCSIS1.1on theinterfacewith the CM On this interfaceBPI+ securityprotocol

with BPKM key managiementmustbe used[1].

. COPSprotocolbetweerCMSandCMTS.IPSecandIKE- are used[1].

CM Sfunctional element must also implement multiple interfaces.

. NCSvZor call signalingprotocolfor usebetweerCMSandMTA. Assecurity IPSec

andKerbeos/PKINITkey mangementare used

Security Services (The samesetof requirementsappliesto both CMS-MTA and
CMS-CMSsignalinginterfaces)

(a) Authentication:signalingmessagemustbe authenticatedn orderto prevent
athird partymasqueradingseitheranauthorizedViTA or CMS.

(b) Confidentiality: NCS messagesarry dialed numbersand othercustometin-
formation,which mustnotbedisclosedo athird party Thusconfidentialityof
signalingmessagess required.

(c) Messagentegrity: mustbe assuredn orderto preventtamperingwith signal-
ing messagese.g.changinghedialedphonenumbers.

(d) Accesscontrol: Servicesnabledoy the NCS signalingshouldbe madeavail-
ableonly to authorizedusersThusaccessontrolis requiredat the CMS.

Cryptographic Mechanisms IPSECESPMUST be usedto securethis interface.

Eachsignalingmessageoming from the MTA and containingthe MTA domain

namemustbeauthenticatethy the CMS. In orderto performthis authenticationthe

CMSMUST maintainanIP address->domainnamemapfor eachMTA IP address
thathasa currentSA. This mapis built duringkey managemeréinddoesnot need
to residein permanenstorage.

Key Management Kerberoswith PKINIT MUST be usedasthe key distribution
mechanisnon the pkt-s10interface. The MTA will obtainthe Kerberodicket from
the TGSwhenstartedandwill refreshit basedon thetimeoutparameterThe MTA
will alsoobtainsub-ley (andthusIPSECESPkeys) basedon timeoutparameters.
TheMTA will alsoobtainthelPSECESPkeyswhenthey aretimedoutandtheMTA
needsto transmitdatato the CMS. Usageof Kerberos/PKINITon this interfaceis
alloweddueto thefeasibility to have atrustedthird partywithout big expense.

Radiusprotocol betweerCMSand RKS.IPSECwith IKE- are usedas securitypro-
tocols
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11. TCAP/IP protocol betweenrCMSand SG.IPSecwith IKE- as key mangementare
usedassecurityprotocols

As asummaryfor the signalinginterfacessecurity we canstatethat:

All signalingtraffic, which includesQoSsignaling call signaling and signalingwith the
PSTNGatewvay Interface will be secuedvia IPSec.|PSecsecurityassociationrmanaye-
mentwill bedonethroughthe useof two key manajementprotocols:kKerbeos/PKINITand
IKE. Kerbeos/PKINITwill be usedto exchange keys betweerMTA clientsandtheir CMS
server;IKE will beusedto manae all othersignalinglPSecSAs.

5.2 Alternativearchitecturesthat might beapplied aswell KINK versusIKE
and Kerberos

CurrentlyKINK is not usedfor Key managementn ary interfacesof Packet Cable. Al-
thoughtit is broughtinto attention,asan alternatve protocolto IKE andKerberos.Some
of its basicideasarepresentedbelow [5].

KINK is usedto createa protocolfor centralizeckey managemenfior SecurityAssocia-
tions(SA) asanalternatve to IKE. It usesthe Kerberosarchitecturdor key management.
Theideais to obtainasystenfunctioningwithoutrequiringpublickey usagelt is intended
notto requireary modificationsto IPSecor KerberosIn fact,thenew protocolintegrates
muchof the Kerberodunctionality Theideais the usageof centralizedkeying authority

Someof KINK requirementsire: usethe Kerberogo createsessiorkeys securelyability
to beintegratedinto IPSecsecurityarchitecturemustallow for IPSecSA sto beinitiated
by both senersandclients,thuspreservingPSecs peerto peernature,mustsupportau-
thenticationwith secretkey or with public key, mustbe ableto setupboth transportand
tunnelsfor AH andESPsecurityassociations.

This protocolis a hybrid protocolof KerberosandIKE. Dueto its flexible requirementst
would beagoodalternatve of the currentimplementationg$5].

6 Conclusions

Kerberosis usedonly on the MTA-CMS interface. Althougth Kerberos+ESRs faster
than IKE+ESP (Kerberosmustexchangeonly 5 messagesyhile IKE mustexchange9
messages6 from first phaseand 3 from the second),the requirementfor existanceof
Kerberossener doesnot make Kerberosthe bestsolutionin all casesespeciallywhen
existanceof thethird partyis notvery easyto get.

As mary of themostimportantelement§CMS, OSSseners,Gatavay seners)arelocated
in the operatorpremisesandthe messagexchangebetweenelementstanbe doneon a
“private” separateahetwork without traversingpublic networks, IKE is a bettersolution
thanKerberogno needto implementa new sever - asrequiredby Kerberos).

It is not alsofeasibleto load the multimediatraffic with extremelysophisticatedecurity
protocols,sincethe signalingwould load the network againstthe datatraffic. That's also
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why RTP interfaceusesCMS basedKey managemerandRC4 encryptiontransform,and
for thesignalingtraffic RTCPis still usedIKE. IKE is useddueto its ability to have direct
peerto-peerfunctionality

Regardingthe CMTS and HFC Security On HFC the securitysystemBPI+ is handling
Datalink Layersecurity But it cant secureheIP layer So,a securityfor IP layerfor the
IP pacletson the HFC network is required.

Normalinternettraffic canbealsoprovided. We canuse(connectoneor moreof managed
IP network routersto theinternet.If extra securityis required afirewall canbeconfigured
in thoserouters. Of course,the chaging seners mustbe configuredto supportinternet
traffic.

ConcerningheVolP protocols thereareseveralnumbersof protocolsthatmight be used:
RTP, SIP(evolvedasanalternateo H323),RTSR Codecs Eachprotocolusageequiredts
own specificimplementationsin this paperonly the RTP specificimplementationsvere
discussed.

The paperdescribedhe securityprotocolsandthe key managemerdassociatedvolP over
PaclketCableinfrastructuretakesthe advantageof the readyCATV HFC infrastructureto
bring servicesthat do not have (or even cannot be implemented)ver the normalPSTN
networks. As remarled, it is still keptinto usethe compatibility with normalPSTNIines.
Extraservicego VolP canbe successfullymplementedver PacketCableNetworks.
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