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Abstract a valid operating system. The certified operating system the
produces a certificate for the software in question. This is
This paper describes different remote attestation teci@siq however not quite feasible when considering an unmanaged
trusted computing and their suitability for a peer-to-pesfr  and de-centralized network of equal peers. [10]
work. A case study is made of a mobile peer-to-peer clientin this paper we shall assume a de-centralized network of
on a Symbian platform. equal peers when talking about a peer-to-peer (P2P) network
) ) The P2P network can be either a centrally managed one, such
KEYWORDS: Remote attestation, trusted computing, pegs Napster, or an unmanaged one and purpose of the network
to-peer, Symbian may be anything ranging from exchanging data between the
peers to searching for extra-terrestrial life. We shallyad-
! sume that the result given by a peer as a response to a request
1 Introduction can be verified by an other peer as well, given the same re-
quest.
The growing use of peer-to-peer networks has raised a neeglie shall assume that each client on the network runs on a
to be able to block malicious clients out of the networkeparate host and that the threat originates from one or mul-
Clients should be able to identify malicious peers and isgyle malicious hosts. We shall also assume that the attacke
late them from the network. Traditionally operating syssens aple to control the network that is used to transfer data
have been administrated by a reliable party, nowadays usfdgveen the peers, thus we can use use the traditional Dolev-
most often have complete control of the operating system\gfo threat model, [4] extending it with the notion that the
the host and the host systems cannot be trusted. attacker is also able to control the operating system of the
Validating peers is particularly necessary for a peer-tmlicious hosts.
peer network. This is because if the network is unable togyr goal is to identify whether remote attestation tech-
detect malicious requests and isolate malicious peersi-amgyues can be used to secure a P2P network and how the
tacker would be able to effectively cripple the network Basi gifferent techniques can be exploited the best, not forgett
for example by sending invalid results. In a file-sharing nghat a combination of different techniques could well yield
work, an attacker could be able to abuse the network and RBE best results. The requirements are that the network must
form further attacks, perhaps one similar to a “FTP Bouncaye aple to isolate malicious clients and accept different ve
attack. By tricking multiple hosts to reply to a request Witfjons of the software on different host platforms as valid.
false sender address an attacker could exploit the networlgfso the attestation protocol must not be computationally
perform Denial of Service (DoS) -attacks. [3] feasible to break and multiple malicious clients must not be
As remote attestation, we understand a way to remotelya@ile to evade isolation or cause one or multiple legal peers't
over a network connection, validate the operating systempicome isolated.
an application running on the remote host. [10] Remote at-First, we shall begin the study with an unmanaged P2P
testation has been proposed as a way to monitor the peers\gifyork in mind and finally make a case study of a mobile
if we cannot trust the operating system, the attestation pr2p client running on a Symbian platform. In that case we
tocol itself is vulnerable. Trusted computing is a proposglil assume that the operator will act as a trusted 3rd party
that tries to enforce trust on the operating system by ensaid centrally manage the network if required, assuming that

ing that the operating system has not been tampered Wiffiferent operators will interact transparently or thalyame
Trusted computing was proposed by the software indusyerator exists.

and copyright owners as a way to fight piracy on the Internet

and especially in the peer-to-peer networks such as Gautell

This would be accomplished by ensuring that only softwa® Trusted Computi ng

that respects digital rights management systems could-be ex

ecuted or access the protected material, but ironicallygho When pirated digital copies of music and movies began to

the very same technique is required to secure the peereto-ppread in the Internet like wildfire, copyright holders such

networks against malicious clients. as Disney eventually woke up to the problem, and Digital
Traditionally, attestation has been performed by comp&ights Management (DRM) was quickly innovated as the

ing the image of the program against a cryptographic hastsofution. The original idea was that your personal computer

a valid image. A chain of cryptographic certificates ensuresuld refuse to play illegal copies and only allow operagion

that trusted hardware has loaded a valid boot image and tapproved by the copyright holders with legal copies.
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However, only a slight problem existed - There was ab-Next we shall discuss different methods suitable to per-
solutely no way to stop users from running programs thfarm RA and their usability in a P2P network context.
would not care about these restrictions. The Trusted Com-
puting Group' was formed and they took the idea presented; 1 Cryptographic attestation
by Bill Arbaugh, Dave Farber and Jonathan Smith [2] into N )
exploitation. Namely, if the computer would only boot an he traditional way to perform re_mote attestation has been
operating system that is known to respect DRM restrictiolfsUSe cryptggraphy. Th? validating party.WOl_Jld compute a
and it could ensure that the operating system image has §¥Ptographic hasof the image of the application to be val-
been modified, the problem would be solved. idated. The validating party, namely the OS, would then sign
In this context, trusted hardware works in a manner tH&fS hash and the requester would compare the received hash
the computer includes a secure chip storing encryption ké@inst a hash of a known valid image. Although the hash
that are used to encrypt DRM protected material. If the bo¥tould only validate contents of the image of the program
strap loader determines that the operating system has ki not what the program does computationally, it would
booted into an acceptable state and all hardware is DRM 8§LV€ its purpose in this context unless hash collisions are
pable, it will release access to the keys. The keys are tiglgtively easy to come up with. [10] _
used to decrypt the protected material. [1] The protocol could be e_nhanced with bit commitment to
Further, the trusted platform could be capitalized on e@dsure that the computation of the hash was actually per-
forcing software licenses. If the bootstrap loader woullyorformed. However, it would still not guarantee that the hash
load a valid operating system, it can also ensure at the sai@ computed of the memory print of the running program.
time that the license for the operating system is valid. Add'US itis evident that we must have trust on the OS. [10]
the systems offered by the DRM capable operating systerﬁ” a_PZP contextthe has_hes are a_llso problematic. The hash
can then be used to ensure that other application licenses§#UItis dependenton the image, different platforms and ve
also valid. [1] sions of the sqftware would all result in a different hashe Th
The trusted platform is worthwhile not only to the powef?Umber of valid hashes would then be the number of target
hungry copyright owners and software vendors but the vétatforms multiplied by the number of software versions as
same methods used by the DRM systems can be used to?8@Wn in equation (1) wher& is the number of different
cure a much stronger access control to classified mate§@ftware revisions, or versions, atithe number of target
Which is certainly something that most large companies api@tforms. While such a list would certainly not be impos-
organizations would love to have with commodity hardwargiPle to upkeep, it would be sensible to look for alternative
instead of having to pay for expensive secure systems &q#tions, especially if there are many target platfornther
installations. [1] client is an open-source appllcatpn as the number of differ
Currently the Trusted Computing (TC) projects of intere§ft valid revisions could grow rapidly. [8]
are Palladium by Microsoft, SELinux by NSA and Trust-
edBSD. The last two projects are not totally related with the

DRM-concepts but we will not go into details in this paper.
2.1.2 Semantic attestation

RxP (1)

2.1 Remote attestation Semantic attestation is a concept proposed by Vivek Hal-
dar, Deepak Chandra and Michael Franz [8] aiming to over-
come the shortcomings of the traditional cryptographyebas

Bootloader attestation model. Haldar, Chandra and Franz propose a
- - - === = way to use a virtual machine to enable attestation based on
high-level application properties in a platform-indepeay,
which makes it much more suitable to be used in a P2P con-
- text. [8]

Application Cryptographic attestation methods can be used to verify
that some particular version of an application is running on
the host, but we would be more interested in whether the
application in question abides by some security policy. By

L — using a Trusted Virtual Machine and a platform independent
Remote Attestation is a way for an application to authegy

ticate itself t i ) ¢ " o “pyte code that includes also high-level information abbat t
cate Isell 1o a remote party, orior a remote party 1o yer pplication? Haldar and others were able to define a system
the authentity of the application. [10, 8]

And how is the T dc ) lated with R that allows meaningful attestation of applications. Setian
nd how is the Trusted Computing related with Remotg, i -+0n allows: 8]

Attestation (RA)? As the name says, RA is performed over a

network connection and as network connections are handled Attesting properties of classes.
by the OS, we cannot trust the attestation protocol if we can- _ ) )

not trust the operating system. This is illustrated in Figlr ~ ® Attesting dynamic properties.
TC enf(_)rces trust on the QS, and the_n we can rely on thg Attesting arbitrary properties.
attestation protocol to function as required. [10]

Figure 1: Remote Attestation

2Such as MD5 or SHA1
IMicrosoft, Intel, IBM, HP and AMD 3Such as Java byte code
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e Attesting system properties. maintainers from amongst the legal peers only, which is cov-

{ed more formally by Bin Yu and Munindar P. Singh. [14]
Despite its shortcomings, reputation based attestation is

f gractical interest as it can be implemented totally on the

s, .. - .

plication level and no trusted platform is required.

This allows semantic attestation to overcome the most cre|
ical problems of the cryptographic attestation. Semartic a
testation can be used to ensure that the application andg
environment fulfills the conditions necessary for supposea
behavior and as the system is platform independent and the
verification is done based on the properties of the applical-4 Proof-Carrying Code

tion, different versions of the application cause no addi Proof-Carrying Code (PCC) is a concept presented by
problems. Naturally, provided that the application has n@%orge Necula. [9] Producers are required to provide a for-
changed too much. [8] _ mal safety proof for the code in question, so that clients are
_ However, the requirement of the trusted platform still X316 15 analyze and validate the code before executing it.
ists for the semantic attestation as V\_/ell._ Wh_lch is of COURSGith remote attestation, we try to determine whether a tlien

totally natura_l as succes_sful attesta’qon is still depende g executing valid code, but with PCC a client can verify that

the OS, or this time the virtual machine. [8] is has received a valid executable that can be safely ex@cute

Considering a P2P network again, semantic attestation {gjje not directly related to remote attestation, the aptt
huge improvement over cryptographic attestation. as Haldgyity that an unknown executable is safe to execute might
and others present with an example of a Gnutella-netwyk ¢ interest in our study. [9]

enhanced with semantic attestation. By using semantis-atte Although PCC requires someone to supply the formal

tation, the P2P network is able to also prevent impersonat'h)roof for the code and generating the proof can be tedious,

and peers from providing false content, thus preventing Wgjiating the code itself is relatively simple for the cie

major vu!nerabilities presentgd by Ste\(en M. Bellovin.. [3i-lowever, we must note that PCC does not actually prohibit
When using only cryptographic attestation, an attaCke'd:Olényone from intentionally running malicious code. [9]
still be potentially able to cause the client to impersoreste

an other client and nothing could stop the attacker from pro-
viding false content. [8] 3 Remoteattestation in a peer-to-peer

2.1.3 Reputation models networ k

Reputation based attestation is a fundamentally differéd how would a P2P network benefit from remote attesta-
model from the previous two, described by Michael Schilltion technologies then? A P2P network that cannot validate
Petra Funk and Michael Rovatsos. [12] Reputation baseditg-peers and isolate malicious ones is totally at the mercy
testation works by having reputation of entities upkept inad good-willingness of its peers. As presented by Steven
repository and if the reputation of an entity declines uraleBellovin [3] an attacker can exploit the network for further
certain preset boundary, that particular entity becomes igttacks, or effectively cripple the usefulness of the nekwo
lated from the others. [12] by polluting it with false content.

In a P2P network this concept is somewhat manageable as
long as the network is managed by a central trusted entity,
such as Napster, or there exists a trusted 3rd party that actsAttacker _
as a trust repository. If the P2P network is unmanaged, then = <>
the trust repository would have to be a distributed hasletaldPotential victims
or a similar decentralized data structure. N T

Assuming that we would store tickets — negative feedback \ Q
— about malfunctioning clients, for example a client previd
ing false content, into the trust repository. Then, if we \dou Peer—to—Peer network
require two tickets by different parties would to isolate@-m
functioning client we would be able to prohibit an attacker
using a single host from exploiting the system. With mul-
tiple malicious peers an attacker could however cause legal

peers to be isolated from the network. While requiring more,, 5 ical attack scenario the attacker is itself a part of

tickets would mean that the attacker would need more M@ \atwork as illustrated in Figure 2 and the attacker would

cious peers, at the same time the barrier to isolate a ma$icig, ., exploit the good-willing parties of the network. Known

peer would grow higher. And if the system does take nQ)T(ampIes of these kind of attacks involve for example trick-

only negatwe_feedback into account but §|SO posmve dne'rr_fg many hosts to send a large response to a wrong receiver
would be easier for the attacker to evade isolation by submity 1o hecomes a victim of the denial-of-service attack - by

ting falsg posit_ive feedback when reql.Jired.. using specially crafted requests. [3]

What is left is a formal proof tha'.[ with this model we are Reputation based attestation models will not solve the is-
never able to totally factor out the impact of an attacker €Xje for decentralized unmanaged P2P networks, but they can
pIoiti_ng multiple maliciou_s peers. This is because it_is inb'e successfully used if a trusted 3rd party exists. In thee ca
possible to select the “witnesseSand the trust repository o 1 sted 3rd party can witness the tickets and an attacker

“Ticket granters cannot cause isolation of a legal peer. However, a malicious

Figure 2: Attack layout
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peer may be able to evade isolation if it is able detect requasn clients as well for services provided by the operator as

by the trusted 3rd party and delude the witness. well. In a P2P network cryptographic attestation would be
Semantic attestation as proposed by Haldar, Chandra &nteasible, but it would suit the operator’s needs well.

Franz is a very suitable method to be used in a decentralAlthough validity of a hash acquired by cryptographic at-

ized P2P network, such as Gnutella, as presented by thetestation could be verified from the operator, eliminating t

thors. Although trusted computing is not yet readily avaiieed to store all the different valid hashes in the clierg; re

able, the pressure built up by the copyright owners and saftation based attestation would seem much more suitable to

ware vendors is pushing it forwards. Therefore we sholié used in the mobile world.

not be surprised to see itin commaodity hardware, despite the

constant and active resistance by various consumer o@angz1.1 Proof-Carrying Code and Reputation Model

tions. Motivation for the trusted computing is to fight piyac _ _

on the Internet but the very same technique is required to $82n Feigenbaum and Peter Lee present [5] how a reputation

cure the file-sharing P2P networks, that are widely used3@Sed model and proof-carrying code can be combined to

trade pirated copies of music and movies, against exploﬁégtribute mobile code securely. Author of the code reqgiri

tion or becoming crippled. distributed computational resources would supply the for-

As an alternative to semantic attestation, a combinatioanfilI proof for the code in question and others could decide
cryptographic and reputation based attestation is alse pg et_her fo allow the code tq be executed based on the ver-
sible. Although cryptographic attestation requires dtgali' ication and the trust repository. qu egample, this mode_l
with the different hashes, it can be extended by a reputatfcﬁyld be usgd to securely trade apphqatlons between mpbﬂe
based model to provide protection against malicious peg gnts, provided that -the proof—carrylng code mechanlsms
supplying false content, as cryptographic attestatioaifits2"® pres_ent. Further it could be us_ed in a P2P network in
does not prevent a malicious peer from potentially impé’}'-h'Ch clients Wpuld share computational resources when re-
sonating as an other peer or polluting the network with falggested, as Feigenbaum and Lee present. [5]
content. Cryptographic attestation will protect the region
based model against false tickets from malicious clieres, 11 Conclusion
cause the tampered application code is positively idedtifie

and reputation based model will protect the network agai$nsidering remote attestation in a peer-to-peer network
peers poisoning the network with false content. Cryptgontext, we conclude that semantic attestation offersragve
graphic attestation will also protect the trust reposifooy  advantages over the other models, provided that a trusted
being stored on tampered peers. platform is available. However, a combination of crypto-
graphic attestation and proof-carrying would be a very-suit
able solution for a mobile operator. A reputation based
model does not require a trusted platform if a trusted 3rd
Mobile P2P clients are of particular interest as computatio Party is available and therefore is the only viable alteveat
resources are scarce on mobile platforms. A mobile clidAt current solutions so far.

with for example the Symbian operating system is not far

from a trusted platform, although the Symbian OS still lac
for example in memory protection. To be able to use cryis- ACknOWledgmentS

tographic or semantic remote atte;tatlon, the mobile E_j'eP.wouId like to thank Mr. Dan Forsberg for tutoring this arti-
would have to be able to connect into each other, which j
not a desired requirement in the mobile world, often it IS~
even impossible.
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