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Abstract

Since modern home network is getting more complex, com-
mon users demand a handy tool to monitor the system every
day so as to help them keep it usable and secure. Visual so-
lution is suitable in this case but need to be designed with
serious consideration of the human factors. Under the guid-
ance of a generic value model for evaluating visualization, a
new solution to visualize the home network is presented with
the concerns of human factors. Then, some analysis is given
for the new solution, followed with the future development
direction.
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1 Introduction

Home computing environment is taking a more and more im-
portant role in common homes and connecting all the home
computing devices within a home network is becoming the
mainstream [5]. So, such network is required to work as
reliable as other home appliances from the end users point
of view. For the home network composed of more complex
computing devices, suitable monitoring tool is needed so as
to assist the management in a straightforward and compre-
hensive way.

Traditional techniques [1, 12] of monitoring and manag-
ing computer network are not applicable in the case of home
network. They are usually used by professionally trained ad-
ministrator who is responsible for a large complex network,
while the users in our case could be of different ages, have
different background, lack of professional knowledge in the
field of computer network and security, and want to moni-
tor a small home network so as to keep them working in the
right way. The only same thing between the traditional net-
work monitoring tool and the one in our case is that they are
both expected to let their users notice the abnormal patterns
of the network fast.

Therefore, new solution need to be developed specifically
for home network, and visual method seems to be a suit-
able direction. To design new visualization solution and
choose existing appropriate visualization method, guidance
is needed. For the designing the big-picture visualization
framework, the value model proposed by Wijk [13] is a good
guidance. Besides the big-picture solution, detailed moni-
toring is also necessary, for which existing suitable visual-
ization techniques should be chosen both based on the value
model and human factors, and fitted into the big-picture

framework.

In this new solution, a home network is not only seen as
the connections but also the connected entities. Monitoring
and management is the main job of the solution, while mak-
ing decisions and configure the home network is left for its
users. How to implement the visualization is out of scope of
this work.

Currently, there are already many information visualiza-
tion methods [7], but not very well applied no matter in gen-
eral or in specific field such as information security as ex-
pected [13]. Because first, there is still not a generic way to
evaluate visualization methods; second, human perception
and cognitive theory [14] is very important in evaluating the
effect of visualization method, but unfortunately such the-
ory is still not attracting much concerns in the application of
information security monitoring. In section 2, related visual-
ization work will be mentioned, especially the value model
for visualization technologies.

In section 3, we will first explore what should be visual-
ized in a home network environment, and then present the
new solution on how to visualize the chosen components of
a home network. Then in section 4, some analysis of the
new solution will be given from the view of the value model
and human factors, mainly about how well does our solution
fulfill our initial objective and meet the actual requirements
and how practical our solution is in consideration of current
environment. Finally, a future development direction will be
given for this solution in section 5 as a conclusion.

2 Related work

For this work, there are generally 3 main fields of related
research, namely computer graph visualization technology,
human perception theory and information security technol-
ogy.

Graph visualization technology is the technical foundation
of our work. As an independent field, it has been devel-
oped for 20 years since 1987. Towards the goal of helping
people to get insight of the possible patterns or phenomena
in massive amount of data set, various fantastic visualiza-
tion methods [7] have been invented. Botanical visualization
[8] is the choice of the framework visualization method in
our solution. There are also other methods applied in the
sub-visualization of the framework, which will be discussed
more in the solution section.

Although information visualization is getting mature, it is
still lack of handy measures and application methods. In
other words, it is still not easy for people to choose suit-
able visualization method and apply them in their own work.
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Wijk [13] proposed a model to help people evaluate the value
of different visualization methods from a technological point
of view, and pointed the importance of considering human
factor in the field of visualization. Though his work mainly
focuses on helping people understand and qualify visualiza-
tion in general, it is also very useful in guiding people to
choose and apply visualization techniques in practice. This
work is basically guided by Wijk’s value model [13] of visu-
alization, and trying to take the human factor into account as
much as possible.

As our visualization solution is designed for monitoring
the home network, by which we hope to keep the home net-
work secure, we are actually trying to monitor the abnormal
and insecure phenomena [3, 5]. As a matter of fact, there are
already many visualization tool that help administrating big
network in use [1, 9, 12, 10]. For those methods, we need to
acquire the useful techniques and experience from one hand,
and modify them so as to fit them into our own need from
the other hand.

Wijk’s model [13] is coarse and abstract. We choose it
as our guide not because it is proved correct but because
it seems suitable in our case and we don’t have many op-
tions. The same thing happens to other detailed visualization
method in our solution. As general visualization methods,
the value of this solution needs to be testified in practical
use, rather in its design. In addition, as human factors might
have more achievement in the future, our solution should be
replaced with more suitable visualization solutions which are
chose or created accordingly.

3 The tree-vision solution

3.1 Objective behind the visualization

Wijk presented in [13] that we should evaluate the value of
a visualization solution by first deciding what the objective
behind it is. In the visualization of home network, our ob-
jective here is that by using the visualization tool, the home
users could effectively and efficiently monitor the status of
their home network, and make right decisions of taking any
operation to it based on the pattern or phenomenon they have
found in the visualization, in order to keep the network se-
cure and usable.

Such objective can be decomposed into several aspects.
First, most common users should be able to use such visual-
ization solution, i.e., this solution should have the least com-
mon assumption of its potential users. In other words, the
value of the solution should not base on the requirement to
its users. Second, this solution should show the status of the
home network in an effective and efficient way. As a result,
the users should be able to get the important information of
the home network from the visualization in a reasonably per-
ception time. Third, the status information acquired by the
users should be the one that could help them to make good
enough decision of their further operation towards the net-
work. Fourth, we use the solution to help us maintain the
home network in a good status, i.e., secure and usable.

3.2 What should be visualized

Although we mainly consider a home network as a single
self-contained object in this solution, we still need to con-
sider each entity of it separately. Basically, we can actually
visualize everything in the home network. However, because
we have limited resources to save and explicit objective to
achieve, we should still only take the necessary parts which
affect the usability and security of the network most into ac-
count.

Guided by the ultimate objective, which is security and
usability, we consider a common home network and its se-
cure problems as described in Ellison’s [5], but from a sys-
tem level. Assuming we have several desktop and lap-
top PCs, several common peripheral devices such as scan-
ner and printers, several mobile handsets such as PDA and
cell phones, some server such as web server and digital TV
recorder, and all the necessary wired and wireless devices
that connect all the previous devices and provide appropriate
protection, such as router, switch, firewall, etc.

Generally, we could consider the home network from two
sides: one is the entities connected by the network; the other
one is the traffic and events happen on the network itself.
For all the computing entities (mainly the PCs), we could
visualize their physical health status (such as CPU temper-
ature, cooling fan rotate speed, harddisk days of use, etc.),
critical software status (such as antivirus software update
records, personal firewall filter rules, etc.), general resource
usage status (CPU, memory, diskspace, bandwidth, etc.), and
data usage status (file access control list, file access history,
etc.). For the network traffic, we should visualize its dynamic
statistics of throughput and characteristics (such as protocol
type, destination, origination, port number, etc). Although
most intrusions is related to the events in the network traf-
fic, a combining of the events both in network traffic and
computer software and hardware status are more useful in
identifying security problems, because too much false alert
could be reduced. Therefore, we also need to visualize such
combination between network traffic and entity status.

3.3 Big picture-the global visualization frame-
work

As previously described, even though we have limited the
scope of our visualizing objects, we still need to visualize a
lot of stuffs. The efficiency requirement and resource limits
(only one screen, for example) in our objective decide that
we should be able to visualize as much important aspects of
the network as possible in one big picture, where we can also
dig into detailed visualization when we need to. In the theory
of information visualization, it is a typical focus + context
problem [7, 14], and there are several techniques to solve
such problem. The framework in our solution is based on
this focus + context theory and techniques. In addition, our
objective also indicates that users of different background
should be able to perceive the phenomena and retrieve nec-
essary information. Since computer technology, especially
computer security technology is not familiar to most people,
it is necessary to transform these knowledge to another more
common knowledge. Our solution framework is trying to do
such transformation.
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In this solution, a botanical tree as shown in fig. 1 is the
common knowledge concept we chose as the framework vi-
sualization. The reason of such choice is very simple: we
think that a botanical tree has very similar hierarchical struc-
ture as computer file system and computer network, which
are two main objects we want to visualize. As science and
technology often get inspired from the amazing nature, it
might be easier to understand our technology in the view of
nature. There are already some work showing practical use
of such metaphor in information security system [6, 4]. For-
tunately enough, we have existing techniques [8] to visualize
huge hierarchical structure such as computer file system and
computer network.

Branch
Burl
Trunk

O

Rootsystem

Al

Figure 1: A botanical tree generated by computer [8]

When think of a normal tree in real life, we know there
are mainly two parts of it: the branches, leaves, flowers
and fruits above the ground, and the root system under the
ground. Of course, we also have the trunk that connects those
two parts. The following is a coarse mapping of each part of
the tree to a home network.

e Branch

Every embranchment of a branch from the trunk could
represent a single computing device. Global status such as
physical health and resource usage could be shown on the
surface of the main branch, while the whole file system could
be mapped onto the sub-branches.

o Leaf

There are usually many system and application files in a
PC. Those files are important to keep the system functioning
normally, but seldom accessed by end users. If we map them
to the leaves, we should mainly focus on the integrity and
existence of those files, which can be easily shown by the
surface color or texture of the leaves. The shape of leaves
could be also used to differentiate the system files and the
user application files.

o Flower

Most PC system at home may more or less have some net-
work services. In addition, many user applications might
work as a network service. Those services are critical to
network security and need real time monitoring. Besides in
nature flowers are considered as the attractive cafle serving
small insects such as bees and butterflies, we decide to use
flower to represent such services. For example, shape can be
used to differentiate the type of service, size can show the
capacity, and color can show the security level.

e Fruit

Fruits are usually assimilated to the productions of peo-
ple’s hard work. In fact, people become more and more
likely to store their work in their computers. Normally, peo-
ple want their work to be well protected according to their
needs. For example, some classified files are not supposed to
be access by unauthorized users, and some files could only
be read but not modified by other users. For those critical
data, we map them to the fruit of the tree. Shape, color,
size can be used to represent their owner, size, security level.
More detailed properties of the file such as access control list
and access history will be discussed in the section of sub-
visualization.

All the over-ground objects of the tree should avoid cov-
ering their peer objects as much as possible when seeing the
tree from the top, as the real trees do.

¢ Root system

A root system gives people a sense of reticular. So does
the network traffic. Although a home network is a network it-
self, its main network traffic is usually not within the intranet
but between the intranet and the Internet. This is one of the
main factors that bring in the security problems to home net-
work. If we use the root systems to represent all those traffic
and see through the ground from the top view, the traffic from
external network will converge to the center, where lays the
local home network. This traffic map is already a popular
method in network monitoring techniques to show potential
pattern in complex network environment. We will discuss
more about this issue in the sub-visualization section.

e Trunk

As root system is assigned to represent the network traffic
between internal and external network, a trunk seems quite
suitable to represent the network traffic within the local net-
work. Since showing all traffic will be overwhelming and
unnecessary, we only use the diameter of the trunk and main
branches to represent the overall throughput in default mode.
When the traffic of a segment is over a predefined threshold
for a predefined time, a burl will grow in the crotch. De-
tailed traffic will be represented by tracheas inside a trunk.
By applying other visualization techniques, we may visual-
ize the connection between the system status and traffic sta-
tus, which is very effective to identify abnormal events.

A tree lives in an ecosystem in real life, which means
it lives with other species, such as bees, butterflies, ants,
worms, etc. In fact, there are also amazingly identical little
companies for a home network. For example, bees and but-
terflies enjoying the honey in flowers are identical to client
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users consuming the network services. Worms living around
the root system is identical to worms spreading in the net-
work. Ants eating worms is like antivirus software searching
and eliminating virus and worms. In a word, a virtual tree in
a screen can show many security and usability critical phe-
nomena of a home network in an effective and efficient way.

3.4 Sub-visualization

As botanical tree visualization [8] is the top level field of vi-
sion for users to grasp the overall status of the monitored
home network at a glance,more subvisualization methods
showing detailed local characteristics are still needed for fur-
ther examination when users found interesting phenomena
in the big picture that worth looking into. From the focus +
context point of view, it is time to focus.

There are many ways to solve the focus + context problem
[7] such as the fisheye distortion technique that zoom in and
accentuate the focused region. In our solution, we mainly use
the zooming, toolglass and magic lenses [2] methods to tran-
sit between the global vision and local vision. A toolglass
is a transparent moveable tool bar from which user can click
and use some tool presented on the glass, while the magic
lenses are different vision layers showing the same observ-
ing object from different angles. Assuming a user found a
burl coming out on the branch or on the trunk, he/she could
zoom in to the burl area, choose the see-through view mode
from the toolglass that shows up in a focus mode , and then
see through the surface of the trunk and find more detailed
information of the abnormal traffic which mapped to the tra-
chea of a tree. In addition, the tree is represented in a fixed
3D space, where the normal 3D graph operations such as
zooming and rotating could be applied. Thus, by 3D graph
operations, users can also have different vision of the tree.

After the transition phase, users will get into a sub-
visualization mode. Since the tree visualization is consid-
ered as the framework for the sub-visualizations, those sub-
visualization methods should keep consistent with the tree
related visual concepts as much as possible, though the el-
ements such as leaves and branches could slightly change
their shape and be reorganized according to different pur-
pose. For example, in system data integrity, leaves are or-
ganized mainly by the structure of file system. But when
user change to user data history view, the leaves will be re-
organized mainly by the pie graph which indicates access
control. During such reorganizatioin, branches connecting
leaves needs to be streched accordingly. As user use sub-
visualization mode to find functional problems, we sort them
by function other than by botanical structure.

e System data integrity

When choose this option from toolglass and see from the
top of the tree, a magic lens will be applied to shield (or
blur) other objects and only show the leaves and branches
which may degenerate to lines. Since leaves naturally spread
around the branches, and shows the integrity status of the
represented file by color, it is very easy to see if some sys-
tem or application files have been modified. Besides, since
files of different system modules or applications could be

sorted on different vertical levels of the tree, it gives users a
convenient way to navigate the files.

o User data access control

When choose this option from toolglass and see from the
top of the tree, a magic lens will be applied to shield other
objects and only show the fruits. The access group could be
represented by the color, and the allowed operations could
be represented by the shape.

e User data history

To visual the access history of each file, a rings and rip-
ples method similar to the one created in [11] is applied
here. As shown in fig. 2, different sectors represent different
system(PC) in the home network which belongs to certain
users(mom, e.g.). Different ring cirques of a transparent pie
graph in the top view of the tree represent different allowed
operations of the file with different colors. All fruits will
be reallocated in such corresponding ring cirques of the pie,
where the closer the fruit is to the center, the more critical
operations are allowed. More over, if a file is accessed by a
user, a ring will be shown around the edge of it. The opera-
tion of the user will be shown by the color of the ring which
is corresponding to the ones of ring cirques. Thus when an
illegal access request is recorded, it will be very easy to no-
tice. Besides, old access history rings will disappear after a
predefined time or number, which can imply the popularity
and potential danger of a file. Though the history wears are
represented as rings here from a 2D topview, they are actu-
ally transparent color layers in 3D space. Therefore, when
seen from the big picture, an element looks darker if it has
been frequently accessed by different users, or it may be-
come close to the color of a user if it is mostly accessed by
this user.

Figure 2: User data history pie graph

Services access control and Services access history is
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very similar to user data, only that the main role fruit is re-
placed by flower.

e Local network traffic metrics

When choose this option for a local traffic segment such
as a part of a branch, a normal dynamic throughput analysis
of different protocols will be shown as the different tracheas
inside the branch. Color represents protocol, while thickness
represent the amount of throughput.

e Global network traffic matrix

When choose this option, a top view magic lens will focus
on the underground root system. Resembling to the matrix
seen in other popular network monitor tools such as Snif-
ferPro, this matrix is a line graph that shows the connections
between the local hosts and the external ones, where all local
hosts lie in the center of the graph while the external hosts
lie on the round edge of the root system.

o Firewall status

When choose this option for an interface between the main
branches and the trunk or between the trunk and the root
system, where a firewall presents, the view changes to such
interface and a magic lens is applied to visual the firewall by
a method presented in [1]. As shown in fig. 3, we map all
the connections to a pixel to a pie graph similar to the one
we mentioned for the user data. Each pixel falls on a specific
ring cirque of the pie, where the closer the pixel is to the
center, the more trustable the connection is. Different sectors
of the pie represent different system of the home network.
The color of pixel could be used to show the protocol. When
the cursor is on a certain pixel, more information of the traffic
such as source/destination IP/port pair and protocol type will
be shown on a pop-up pad.

Figure 3: Firewall status pie

e Global correlation traffic

Because most of intrusions involve not only network traf-
fic but also backend application, visualize such correlated

patterns could help effectively and efficiently identify the in-
trusion. As presented in [1] and shown in fig. 4, the network
connection pixel map shown in Firewall status is used as the
frontline of a connection between two hosts. Then each pixel
will map onto the port plane behind it so as to indicate the
port. Actually, with the help of toolglass and magic lenses,
we could insert more intermediate planes such as protocol
plane and IP plane in this case. Behind those intermediate
screen planes, we have the application plane shows the char-
acteristics of the backend application, such as socket type
(client or sever) and socket status. This visualization could
be activated when a traffic in any vision is selected and the
corresponding option on the toolglass is selected. When a re-
lation among network service from system directory, user ap-
plication and data, and connection to outside host is shown as
an attention-getting way such as a read line, the user should
be suspecious and start digging for more details. Typical re-
lation patterns could be provided by product supportor as up-
date package similar to ’virus database update’, which could
be used by end users to find suspicious events. Or the end
users could simply send screen capture to product supportor
and left the rest of the work to the specialist.
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Figure 4: Glabal correlation visualization

4 Discussion

As this solution is guided by Wijk’s model [13] and human
perception theory [14], we will also examine the solution
from those aspects.

First of all according to Wijk’s model [13], how does the
solution fulfill the objective behind it? As we have seen in
the solution section, most of the important aspects of a home
network are visualized in a pre-attentive and straightforward
manner. That’s to say, users can perceive the visualization
quickly, and retrieve the knowledge from the perceived in-
formation regardless of their background. Moreover, since
our visualization is highly objective oriented, the users can
basically utilize the acquired knowledge to help them make
decisions so as to keep their home network usable and se-
cure, which clearly shows the value.
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Now we can consider other factors of Wijk’s model [13]
such as initial development costs, initial costs per user, ini-
tial costs per session, and perception and exploration costs.
Since most of the visualization techniques already exist, we
don’t have very high initial development costs. Because we
only try to visualize the fixed objects of home network, initial
specification of the visualization should only need to make
once. Thus even we have high initial costs per session, we
will not have very strong impact from it. As described in the
solution section, this solution is designed under the guidance
of human factors, perception and exploration costs should
be reduced to a considerably low level. As this solution is
for everyday use for normal home users, many users will use
such solution, and so reduce the average initial costs per user.
In addition, high user number and high using frequency will
obviously increase the total positive value created by the so-
lution. As a result, this solution should be valuable.

From the human perception point of view, the most benefit
is the large utilization of visual graph. Research shows that
human beings can identify an image in a very fast speed.
For instance, normal people can easily find out if one special
image is among a large amount of other images which shows
in a frequency high enough to prevent the people from seeing
any details of the images. The big-picture of this solution can
easily exploit this phenomenon. The dynamic visualization
of the tree picture could be recorded for every day. When the
user is back home and want to see what has happened to the
home network, he/she just need to replay the video record at
a reasonably fast speed at which abnormal could be noticed
easily. This way should be much efficient than the traditional
text-based method.

5 Conclusion

In this work, we propose a visualization solution for home
network. The solution consists of two parts, big-picture tree
visualization as the framework, and sub-visualizations as as-
sistant functional tool. This solution is supposed to be easy
to use by all kinds of normal users in everyday life and ef-
fectively and efficiently monitor their home network, so as to
help them make informative decision to maintain their home
network in a usable and secure status. Human factors are
the most concern in the design of this solution. However,
as implied in [13], the value of any visualization method is
not revealed by its design, but by its impacts in practical use.
Thus, implement the solution and get experimental result is
still the best way to examine this visualization solution. If
this solution is proved to be good in monitoring, more future
work may be focus on how to combine the monitoring and
configuration together.
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