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Abstract

The current Internet architecture uses IP addresses and trans-
port layer port numbers for identifying connections between
hosts. This model requires changes because IP addresses are
ephemeral and rarely unique today. This is caused by mo-
bility, NAT (Network Address Translation) and dynamic ad-
dressing. IP addresses are therefore impractical as transport
layer identifiers and should be separated to operate only as
locators. Home networks have evolved rapidly and contain
desktop computers, mobile devices and privately adminis-
trated servers. Home user needs have to be considered when
designing a solution for the technical problems of the Inter-
net. This paper analyzes the proposed solutions, Host Iden-
tity Protocol (HIP), Unmanaged Internet Architecture (UIA)
and NUTSS architecture from the home user perspective.
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1 Introduction

The Internet was established in the sixties and its growth in
both size and the range of services has exceeded the expecta-
tions of the original designers. The architecture has been ex-
tended to answer to new requirements, but conflicting design
decisions made along the way make it complex and difficult
to manage.

The need for more IPv4 addresses is not the only factor
that makes the current architecture inadequate. People use
mobile devices for their daily activities and want their de-
vices as well as the public network services to be reachable
from anywhere. Peer-to-peer (P2P) applications are popu-
lar and users expect them to work between private address
realms.

A fundamental problem with the current architecture is
that many protocols use IP addresses as transport layer end-
point identifiers. Static IP addresses are not suitable for mo-
bile hosts. NAT (Network Address Translation) boxes break
end-to-end connectivity which is a problem especially for
peer-to-peer applications. The security of the current Inter-
net is largely based on firewalls, which allow or disallow
flows based on IP packet header information. It is challeng-
ing to enforce a wise security policy based on this informa-
tion and often legitimate flows get blocked by firewalls. Pri-
vacy of communication is important for some users, but end-
to-end security is not provided automatically for all network
applications.

In order to fulfill the new challenges, the Internet needs

to change. IPv6 would help by providing more addresses
and support for mobility and security services. However, it
is not going to solve all problems. Dynamic addresses and
firewalls remain a problem even when there are enough ad-
dresses for everyone. This paper analyzes the work that has
been done in order to create a new secure Internet architec-
ture.

Some proposed solutions aim to solve the issues by in-
serting a new layer to the networking stack. This new
layer offers a new namespace for global host identification.
These protocols operate on top of the current IP based net-
work layer and offer secure network services to the trans-
port layer. The enhancements provided by solutions such as
HIP (Host Identity Protocol)[11] and UIA (Unmanaged In-
ternet architecture)[1] are indisputable, but some argue that
the end-to-end security model they provide is still not enough
[3]. The claim is that this model of security is over the hill
and that the new architecture should include also the network
in the middle to participate in providing security. NUTSS
(NATs, URIs, Tunnels, SIP and STUNT)[4] architecture im-
plements this end-middle-end model and provides other en-
hancements using higher level signaling protocols such as
SIP (Session Initiation Protocol)[13].

This paper looks at the suggested solutions from the view-
point of home networks. Challenges of the Internet architec-
ture are viewed in more detail in section 2. Home user con-
cerns are analyzed in section 3. Sections 4, 5 and 6 present
HIP, UIA and NUTSS respectively.

2 Challenges of the current Internet
architecture

This chapter presents the most important problems in the In-
ternet architecture and defines a set of requirements for the
solution.

2.1 Identifying hosts and users

The Internet architecture uses IP addresses to locate and
identify hosts in the network. Host names used by humans
and higher layer applications are mapped to numeric IP ad-
dresses through DNS (Domain Name System). For static IP
addresses this works well. However, the addresses are no
longer unique because of NATs and private address realms.
Neither are they static, since public IP addresses are often as-
signed randomly with DHCP (Dynamic Host Configuration
Protocol). The same address of a dynamically managed net-
work can therefore be assigned to different hosts at different
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times. Host mobility leads to use of temporary addresses,
because moving hosts need to change their locator informa-
tion to remain reachable. For all these reasons the usage of
IP address as an identifier is no longer feasible and therefore
another way of identifying hosts and users is needed.

2.2 Middleboxes

The most important types of middleboxes that interfere with
the traffic in the Internet are firewalls and NATs. NAT was
originally meant to be only a temporary remedy to IPv4 ad-
dress shortage. The failure in standardizing the functionality
has brought up many different solutions which makes it chal-
lenging to solve the issues of NAT usage. NATs work well
when a client in a private network connects to a public server
in the Internet using TCP or UDP. However, other types of
connections such as those used by vastly popular P2P appli-
cations require that also the connections initiated from out-
side of the private realm reach the hosts. Problems of P2P
connectivity through NATs are well-known[16] and special
NAT traversal techniques such as STUN (Simple Traversal
of User Datagram Protocol (UDP) Through Network Ad-
dress Translators (NATs))[14] have been developed to over-
come the issues of reaching hosts in private networks.

Firewalls provide security by enforcing access control
rules for data flows. Data traffic that does not comply
with security policy rules is filtered in the network before
it reaches the protected network or host. Access control
on the traffic is done mostly based on the IP addresses of
the connection endpoints, port numbers and protocol type.
Ephemeral IP addresses reduce the capability of the fire-
walls, or rather the policy designers, to determine which
traffic is allowed and which is not. Because of this, le-
gitimate connections may get blocked because of an over-
conservative firewall policy. Real security policies are hard
to formulate as firewall rules because the users cannot nor-
mally influence the firewalls, as they can be located any-
where along the path. Neither can the firewalls in normal
scenarios communicate their policy requirements to the user.

2.3 Security

End-to-end security in the Internet is mostly provided by
higher layer protocols, such as TLS (Transport Layer Secu-
rity), for certain types of applications. Enterprises use VPN
(Virtual Private Network) technologies to ensure the security
of their employees’ data traffic to the office, but the traffic
elsewhere in the Internet is mostly not protected in any way.

Most of the security in the current Internet is provided by
the endpoints themselves. Firewalls define an accepted set
of protocols and ports but usually do not go beyond that. Se-
curity is therefore as strong as are the application programs
that handle the data traffic.

DoS attacks are a threat that can not be prevented by the
endpoint itself. Therefore it has become evident that the in-
frastructure has to take a stronger role in preventing the at-
tacks.

3 Home user needs
Devices in home networks often connect to Internet through
NAT devices which may or may not be configurable by the
users themselves. The effects of NATs need to be consid-
ered when designing new protocols for the Internet. Ideally,
the users in home networks are able to create connections
globally through multiple NATs and mobile users must be
provided means to connect to their home network from any-
where. Of course, the mobile users must also be able to use
the network they are currently located at, provided that they
have authorization for it.

The security needs of home users vary greatly. Some use
home network connection for telecommuting. Others per-
haps for private matters or entertainment. All users need
some level of security but most of them do not have the
required knowledge to make sure that their network is safe
enough. Users generally do not follow the news about se-
curity vulnerabilities of software so it is mostly in the hands
of the software providers to deliver the security updates au-
tomatically and thus keep the computers of the users up-to-
date. Privately administrated servers are vulnerable to vari-
ous types of attacks. Many can be prevented by administer-
ing the servers properly, but DoS attacks, for example, can
not be prevented by the servers themselves.

A regular home nowadays has multiple computers and
also phones, digital TV-recorders, web servers and other de-
vices that provide services. Having devices and services at
home, it is only natural that users want to connect to their
devices from outside their home also and even allow their
friends to access their home network. As a result, the config-
uration of a home network and its access control mechanisms
can be a tedious task even for users with the required techni-
cal skills. Therefore the configuration of the home network
and the devices should be easy to manage.

Home users cannot easily be forced to dramatic changes
in their software or hardware. Without thorough knowledge
of the impact of the changes, the motivation for updating the
home computers to support a new kind of architecture can be
low. Therefore new solutions should be easy to deploy and
they should interoperate with legacy networks, protocols and
software.

4 Host Identity Protocol
Host Identity Protocol [11] separates the locator and iden-
tifier roles of the IP address and creates a new namespace
based on cryptographic Host Identities. The new crypto-
graphic namespace decouples transport and network iden-
tifiers by providing statistically global endpoint identifiers.
Transport layer protocols use these Host Identifiers (HIs)
for identification instead of IP addresses, while the network
layer uses IP addresses for routing. A Host Identifier is the
public key of an asymmetric key pair. It can be used for
strong authentication because it is computationally difficult
to forge. Hosts establish HIP connections by initiating a
four-way handshake called the base exchange. During the
base exchange, two hosts authenticate each other, execute
Diffie-Hellman exchange and form two IPsec security asso-
ciations for each direction. The actual data traffic of the con-
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Figure 1: The HIP namespace in the networking stack and
identifiers used in different layers

nection is protected with IPsec ESP-tunneling [6]. HIP name
layer is added to the networking stack as shown in Fig. 1.

Separating the IP address from the identity works because
a locator allows HIP to provide support for host mobility
and multihoming [5]. Transport layer uses HIs instead of IP
addresses and connections can therefore survive IP address
changes. Mobile hosts can remain reachable by using a HIP
Rendezvous server [9] which is a globally accessible public
server that is used to relay HIP control packets.

Another benefit of using HIs instead of IP addresses is the
interoperability of IPv4 and IPv6 applications. HIP hides the
actual IP address from the transport layer, which makes it
possible to create connections between hosts using applica-
tions that support different IP-versions.

HIP protects against DoS attacks with computational puz-
zles that the client must solve before any state is created at
the responder. Hi3 [12] offers even more protection by using
an overlay for routing control messages. The overlay routers
can be delegated to send the puzzles on behalf of the server,
so that the load of a DoS attack will not fall on the server
itself.

HIP NAT traversal [8] is provided with UDP encapsula-
tion and HIP rendezvous servers. When a host discovers the
presence of a NAT using STUN, it encapsulates all HIP con-
trol messages and data traffic into UDP packets. This allows
the packets to traverse NATs. Global connectivity through
NATs is provided by rendezvous servers that are located in
the public Internet. Servers behind NATs, that wish to be
reachable from outside of the private network also, regis-
ter to a rendezvous server using HIP registration procedure
[10]. The rendezvous server forwards HIP control packets to
guarantee successful NAT traversal. However, the hosts try
to find a direct path for ESP between them using UDP hole
punching and resort to triangular routing only when neces-
sary.

Users prefer to use host names when initiating connec-
tions and therefore DNS or other name mapping service is
used to resolve host names to HIs. HIP can also be used in
opportunistic mode if the HI of the other endpoint can not be
resolved before connecting. In opportunistic mode the con-
nection initiator sends the first packet of the Base Exchange
to the IP address of the recipient with empty HI field. The
recipient delivers its HI to the initiator in the second packet
of the Base Exchange. Opportunistic mode leaves the con-
nection initiator vulnerable to middleman attacks, but is still

more secure than connection with no protection at all.

4.1 Analysis
HIP offers security enhancements for authentication and data
encryption. DoS protection is also an important improve-
ment. HIP provides mainly end-to-end security, but Host
Identifiers can also be used at the firewalls in the network
to identify communication endpoints. A firewall can inter-
cept the control messages that pass through, which allows it
to create a mapping between Host Identity and IP address-
SPI(IPsec Security Parameter Index) pair. As a result, IPsec
data flows can be filtered based on Host Identity instead of
plain IP address. For this to work, however, the control mes-
sages containing the information necessary for creating the
mapping, and data traffic must use the same path.

Host identifiers are not user-friendly meaning that DNS or
other name service must be used to map the identifier. HIP
related technical concepts, such as public keys, identities and
fingerprints, are not likely to be familiar and are therefore
less usable to regular home users. This implies that special
attention must be paid to the user interface design of HIP
management.

HIP requires changes to the operating system network-
ing stack which may slow down deployment. APIs for us-
ing HIP have been developed for both HIP-aware and legacy
applications[7]. Most of the legacy applications can operate
normally using the HIP legacy API, but some IPv4 appli-
cations, FTP for example, might not always operate as ex-
pected. This, however, is a relatively small problem when
considering the benefits of HIP.

HIP is still work in progress, but the technical details as
well as more general impacts of HIP are studied by IETF
(Internet Engineering Task Force) HIP working group and
HIP research group. Implementations exist but wide-scale
deployment has not been achieved yet.

5 Unmanaged Internet Architecture
Unmanaged Internet Architecture (UIA) [1] addresses the
identification problems by introducing user-friendly per-
sonal names for devices. Users can assign names to their
own devices in their own namespace. The names are mapped
into globally identifiable Endpoint Identifiers or EIDs which
can then be used in routing through an overlay network. UIA
provides peer-to-peer connectivity for mobile devices in the
user’s social neighborhood. This means that devices track
the locations of other devices that are often contacted by the
user, such as the devices of friends and family members.
No central name service or support from the infrastructure
is needed to accomplish this.

UIA operation is divided between naming and routing lay-
ers. The UIA naming layer is responsible for managing the
personal namespace of the user. Users give simple names to
their devices, such as phone or laptop, and register the names
and corresponding EID to other devices through UIA intro-
duction procedure. To other users the device is reachable
through the owner’s name, for example phone.Alice. Users
can easily share their namespace with their friends so that
the friend will have a sub-namespace containing the devices



TKK T-110.5190 Seminar on Internetworking 2007-3-4/5

that the user wants to share. The naming layer maintains the
state of the namespace across all devices of the owner and
all devices in other namespaces linked to the user’s names-
pace. New namespace entries are delivered to devices with a
method that combines gossiping and rumor mongering types
of information delivery. In the gossiping phase the device
broadcasts all new information about namespace changes to
other devices it is connected to at the moment. In rumor
mongering phase the device will ask from other devices if
there is any new information available.

The UIA routing layer maintains a list of active overlay
peers that can be used in the routing phase. These peers
should preferably be in the public Internet to make NAT
traversal possible, but less stable peers can be used also to
support connections in ad hoc environments. Another list of
potential peers is also gathered which contains EIDs and lo-
cation information of all devices that have been introduced to
the device directly. Additionally, the potential peer list is up-
dated by exchanging information periodically with devices
in social neighborhood. If some of the active overlay peers
is unavailable, the overlay peer list can be complemented by
searching the list of potential peers.

The overlay network locates the target using the EID pro-
vided by the naming layer. First the connection initiator tries
direct TCP-connection to the location where the target was
during last connection. If this fails, a location request is
broadcast to the peers of the overlay network which forward
the request if unable to answer. A counter value is updated in
the request to determine when to stop forwarding. A device
that has a TCP-connection open to the target will respond to
the request.

UIA is still at a very experimental level. A prototype im-
plementation exists and some results of performance simula-
tions are presented in [1].

5.1 Analysis

UIA supports legacy NAT-traversal by using stable overlay
peers in public Internet for message forwarding. Hole punch-
ing will possibly be supported in the future. UIA mobil-
ity support is based on introducing a new global identifier
the same way as HIP does but UIA identifiers are personal
rather than host-specific. Locating a mobile device is dif-
ferent from HIP since no infrastructure is used but instead an
overlay network resolves the locations of the devices in close
social distance.

UIA is targeted for end-users and it is therefore designed
to be as easy to use with little or no configuration effort
needed. Personal namespace is convenient for non-technical
users and device introduction procedure offers an intuitive
way for setting up a network between users’ own and their
friends’ devices.

6 NUTSS

The NUTSS[4][3] (NATs, URIs, Tunnels, SIP and STUNT)
architecture is based on separating data and control planes.
Users, machines, applications and data flows in the network
are identified by URIs. The architecture leaves behind the

end-to-end model of the current architecture. In the archi-
tecture the network in the middle authenticates and autho-
rizes the data traffic passing between hosts. NUTSS uses a
combination of off-path and on-path signaling procedures to
achieve this. NUTSS-aware policy-boxes in the network are
used to enforce security policies.

Connection establishment starts with off-path signaling
which allows authentication of the endpoints, acquiring au-
thorization from middleboxes and negotiation of connec-
tion parameters. The connection endpoints are identified by
human-readable URIs. The network addresses needed for
data traffic are exchanged during off-path signaling and used
only in routing the data traffic which provides support for
host mobility and multihoming. Policy-aware boxes that are
used during off-path signaling are usually, but do not have to
be, located off the data path, and can be physically far away
from the connection endpoints. Location-independence of
policy-boxes helps in protecting the hosts and the network
from DoS attacks. As a result of the off-path signaling the
endpoints receive a secure token from the policy boxes which
is then used during on-path signaling to prove the authoriza-
tion of the flow to the middleboxes. In consequence, fire-
walls, NATs and routers can map the passing data flows to a
certain user or application on a specific host.

6.1 Off-path signaling

Off-path signaling uses static URIs for routing the control
messages. NUTSS architecture uses a slightly modified ver-
sion of SIP[13] as the off-path signaling protocol. In the
NUTSS architecture each domain in the network that has a
policy concerning data traffic, has at least one off-path pol-
icy box. The policy box is responsible for the security pol-
icy of its domain. Hosts register to the off-path policy box
of their domain by providing an endpoint descriptor and the
current IP address to the policy box. The descriptor contains
the URI, information about the user, connection and service
types, software and other optional data. If the domain is not
directly connected to the public Internet, the policy box reg-
isters the received endpoint descriptor to the policy-box of
the parent domain with it’s own IP address. The chain of
registrations will cause the connection invitations targeted
at a host to travel through all policy-boxes responsible for
domains through which the target host is connected to the
Internet.

Off-path signaling messages for connection initiation are
routed from the source through the local policy box and from
the policy boxes of parent domains to the public Internet.
Messages pass across the Internet to the outermost policy
box of the target domain which forwards the messages to-
wards the recipient. Finally the policy box responsible for
the target subdomain can forward the message to the recip-
ient. In figure 2 Bob is sending an invitation to Alice. The
off-path signaling message containing the invitation travels
through the policy-box of Bob’s ISP through the Internet to
the policy-box of the ISP that Alice’s domain belongs to. The
policy-box of the subdomain can then deliver the invitation
to Alice.

Off-path policy boxes, through which the signaling mes-
sages pass, can apply access control policies to the signal-
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ing messages and set requirements for connection parame-
ters. Any off-path policy box can also request authentication
from the user. Authentication requests and responses follow
the same path as other off-path signaling messages. The pol-
icy requirements for data traffic and a token for proving the
authorization are attached to the passing off-path signaling
messages.

6.2 On-path signaling
On-path signaling is based on network addresses and its pur-
pose is to establish the actual data flow between the end-
points. This includes taking the necessary actions for travers-
ing NATs and allowing the NUTSS-aware middleboxes to
verify the authorization of the data flow.

6.3 Analysis
NUTSS architecture is still on experimental level but a proof-
of-concept implementation is available. NUTSS uses well-
known NAT traversal techniques for passing legacy NATs.
Connection reversal, STUNT (Simple Traversal of UDP
Through NATs and TCP too)[2] and TURN (Traversal Using
Relay NAT)[15] relaying are tried during on-path signaling
phase in order to traverse the NATs on the path. Public off-
path STUN servers are used to discover the external address
of a NAT if present.

Mobility in NUTSS is managed with off-path signaling.
Hosts use the off-path signaling messages to inform the
other communication endpoint about the IP address changes.
NUTSS adds an extra session layer to the networking stack
which hides the details of transport layer connections from
the applications. Application layer connections can be pre-
served although the IP address changes by tracking the TCP-
connection parameters such as number of bytes received or
sent, and initializing a new connection with these parameters
when the new addresses are known.

NUTSS off-path signaling is protected with SIP authen-
tication and TLS (Transport Layer Security) encryption if
needed. The actual data traffic can be protected with TLS
also. Usage of cryptography is agreed on during the off-
path signaling. The greatest security benefit introduced by
NUTSS is that it allows firewalls and other middleboxes in
the network to take a larger role in providing the security.
Middleboxes can affect the data traffic through more ad-
vanced security policies. This protects especially privately
administrated servers that may have very limited access con-
trol policies.

Using SIP URIs for naming hosts provides user-
friendliness. URIs are familiar to users because they resem-
ble e-mail addresses. Additionally the technology behind
NUTSS, especially SIP, is already used by many through
instant messaging and VoIP applications. The upper layer
naming concepts of NUTSS are therefore a strong candidate
for regular users. Access control handling should be eas-
ier to users, because of simple program-like format of pol-
icy definitions and default-off policy which means that all
connections that are not authorized are dropped by default.
ISPs can also participate in securing their clients by provid-
ing more intelligent firewall policies, content filtering and
authentication rules for communication endpoints.

As stated earlier, many components of NUTSS architec-
ture are already widely used and therefore the effects of their
usage are well-known. NUTSS can be deployed incremen-
tally. Hosts can use publicly available policy-boxes until
their own domain has a policy-box. NUTSS implementa-
tion provides APIs for both NUTSS-aware and legacy ap-
plications. To use NUTSS through a legacy application the
user needs to encode the hostname to include connection pa-
rameters. This can be cumbersome, since the encoded host-
name will be a string presentation of all parameters needed
by NUTSS library, for example recipient type and applica-
tion, that would normally be filled in by the user application.

NUTSS architecture development is currently at a very
experimental level. Researchers at Cornell University have
created a proof-of-concept implementation of NUTSS. More
research and work on implementations is needed to reach
confidence of the applicability of NUTSS in Internet-wide
deployment.

7 Conclusion
This paper presented three proposals for improving the In-
ternet architecture. The proposals, Host Identity Protocol,
Unmanaged Internet Architecture and NUTSS architecture,
were analyzed from the viewpoint of a regular home user.
All provide solutions to the deficiencies of the current Inter-
net architecture. HIP and UIA add a new name layer to the
networking stack between the network and transport layers
whereas NUTSS provides a higher layer solution with sig-
naling above the transport layer.

UIA answers to home user needs with zero-configuration
network connectivity and intuitive management of personal
namespace. NUTSS concepts such as URIs resembling e-
mail addresses are likely to be familiar to home users and
therefore easily acceptable. All proposals provide at least
some level of legacy application support which reduces de-
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ployment issues. Both HIP and NUTSS require some sup-
port from the infrastructure which will certainly restrain
wide-scale deployment. NUTSS is strongly dependable on
central administration of the user identifiers, unlike HIP and
UIA which use cryptographic identifiers that can be gener-
ated by the host itself. UIA operates completely without
public infrastructure but is not likely to scale to Internet wide
deployment. As a solution to small home networks it seems
to be ideal.

HIP offers extensive security features but the end-middle-
end model of NUTSS security is interesting also, since it can
considerably strengthen the protection provided by firewalls
and moves some load of the access control to the network.
A hybrid solution would be possible as NUTSS off-path sig-
naling could be used for resolving HIs and HIP connection
parameters for data traffic. The HI could then work as the
secure token to prove the authorization to the middleboxes.

Home networking solutions are dependent on the devel-
opment of the Internet architecture and currently the lim-
itations of the architecture affects the evolution of home
networks. More research on the technological solutions as
well as their effects on the Internet and home networking is
needed. Especially the issues concerning deployment should
be addressed.
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