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Abstract ery between multiple homes across the Internet.

The remaining article is organized as follow. Section 2
In this article we propose a gateway-based architecture @l introduce the concept of service orientation [5], and re-
service discovery between multiple home networks acragew two serviec discovery technologies [3, 5, 6] used in
the Internet. The gateway deploys a proxy, which maps tgesed enviornment; section 3 will discuss the service dis-
mote devices to local network using the gateway’s IP addregsery between home networks, and propose a gateway-
and collects all services within the local home network amésed architecture with proxy component, as well as inter-
exchanges the list of local services with other gatewaysg@mmunication between home networks using SIP [10]; sec-
remote home networks. When a local device queries sotizd 4 will analyze further issues such as security [16] and
specific services, the gateway will answer it on behalf of rigieraction between different serviec discovery technologies
mote devices if there are matched services. In addition, $1B]; and in the end, section 5 will draw the conclusion.
is utilized for initiating, managing and terminating the inter-
communication between multiple home networks while TLS

is used to protect the critical user data. 2 Service Disco\/ery within One Home
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SIP 2.1 Service Orientation

Before we discuss the issue of service discovery, it is better
1 Introduction to first justify why interoperability among networked home

appliances should adopt a service-oriented approach rather
The modern home [1] is becoming a place where multipfe?" a_hardv_vare-c_)riented one. [.5] iIIustrgtes_ the concept

of service orientation. In the device-centric view, the net-

networked devices are interconnected with each other, y , ¢ le of devi h of which h
instance, sharing a printer or ADSL connection among sdprk consists of a couple of devices, each of which has a set

eral PCs. Furthermore, commonplace home appliances [ﬂﬁ §ervices. For instange, the network contains a client PC
such as air conditioners, heaters, refrigerators, and Iight@%ea server_PC. The cll_ent would query the Server fqr w_hat
systems, are finding new useful services through connecti s of services are available. Howeve_r, device-centric view
to the Internet. Additionally, small personal computing dgyorks npt so well for. common USers, sSince they care about
vices such as smartphones, PDAs, and Internet tablets ardiigservice rather which maI(':hlne IS Tunning the service. The
coming a part of daily life. These intelligent devices shoulF®' Wou!d pr'obably ‘?Sk: l nged a printing SErvice, 1S It
be able to discover and communicate with each other so tﬂ\(’a‘i"lable in this room? If a devpe has the service, it would
the home network can provide better functionality and yanswer the USer. There is no pom_t {0 let the user query ev-
ability. It is difficult to configure heterogeneous devices Y r_nach_me if they have the service he wants. Therefore,
be interoperable, thus professional administrators are usugfyV'ce discovery should b? made apcordmg to the type of
required. However, in the home network, administration and' V'Ice needeq, not the deylces runnl.ng thgm. .
configuration are impractical, devices should easily and au!n the following two sections, we will review two widely

tomatically join and leave the home network and also ledffi€d Service discovery technologies: UPnP and Zeroconf,
about other connected devices. and justify how they implement the service-oriented ap-

Service discovery protocols [2] allow appliances to find aqlroach.

available instances of a particular type of services in closed

environments without prior configuration. There are severly | ypnp

architectures aimed at service discovery within a home net-

work, for instance, UPnP and Zeroconf. On the contraifhie UPnP [3] architecture enables pervasive P2P network
there is not so much research aimed at service discoveoynectivity of PCs, intelligent appliances and wireless de-
between multiple home networks. However, since the deees. The UPnP architecture introduces the control point as
manding for intercommunication between homes is increasdevice manager entity. When a device wants to use service
ing, new technologies that enable service discovery betwdemm other devices, it will also be a control point, monitor-
multiple home networks are also essential. In this paper ing a standard multicast address for notifications of available
will present a gateway-based architecture for service disceervices; otherwise it will only perform the functionality of a
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device, multicasting notification messages to inform its ser-e Publication: advertising a service.
vices.

When an UPnP device joins a local network, it first re- ® Discovery: browsing for available services.
quests an IP address via DHCP. If no DHCP server responds‘
the device uses automatic IP addressing [4]. After obtaining
an IP address, the device can advertise to and discover ser-

vices from the local network. In the following part, we will  p plication. Multicast DNS (MDNS) provides the abil-
describe five phases of interaction specified by the Upnpiﬁf‘to do DNS-like operations on the local link. In addition,

chitecture, these phases depict how service is discovered g\ g designates a portion of the DNS namespace to be free

operated in an UPnP network. _ for local use, without the need to configure a conventional
Discovery. The UPnP discovery protocol is based on th§ns server to answer for those names.

Simple Service Discovery Protocol (SSDP). When a new de-1q nplish a service, the device must register the service
vice joins the network, it utilizes the UPnP discovery protQyith a multicast DN'S responder. After registration, the DNS
col to advertise its services to control points on the ”etwo%sponder will create a SRV record and a PTR record. There
On the other hand, when a new control point joins the Ngd-yiso an optional TXT record which contains additional in-
work, it applies the same protocol to search for services @pmation for resolving or using the service.

the network. The discovery message employed by the protoThe SRV record specifies information on available ser-

col contains a few specific attributes of the device or one\%es, including service name, protocol (usually either TCP
its services, such as its type, identifier, and a pointer to MAEUDP), domain name, TTL, port, target, etc. The target is
detailed information. . _ the host name of the machine providing the service, and the
_Description. After a control point has discovered a deport number identifies the UDP or TCP port for the service.
vice, in order to interact with it, the control point must use a The PTR record only contains one piece of information:
URL contained in the discovery message to requestan XMhe name of the service. PTR record is significant for service
based UPnP description from the device, the description Hiscovery, which will be depicted later.
cludes a device description and one or more service descriprne TXT Record is similar to the corresponding SRV
tions. The device description includes vendor-specific, MaBzord, except containing a small amount of additional in-
ufacturer information such as the model name and numgrmation about the service instance.
serial number, manufacturer name, etc. The device descripDiscovery. DNS-based Service Discovery utilizes DNS
tion also includes a list of servic_es provided by the_device,r%%ordS registered during publication for a specific type of
well as URLSs for control, eventing, and presentation. EacByyice by querying for PTR records matching a service type.
service has a service description which includes a list of thga multicast DNS responders of each device within the lo-
actions to which the service responds, and arguments £gJ hetwork return PTR records with service instance names.
each action, and a list of state variables. ~ Resolution. To resolve a service to address and port num-
Control. After a control point has retrieved a descriptioggrs for use, an application performs a DNS look-up for a
of the device, the control point can invoke actions from setRrv record with the service name. The multicast DNS re-

vices provided by the device. Actions are invoked by sendiggonder responds with the matching SRV record.
a control message to the control URL obtained in the device

description for the service. Control messages are expressed
in XML using the SOAP and sent via HTTP requests; resufs4 Summary

and errqrs are returned via HTTP responses. ) Above service discovery technologies share several design
. E\(entmg. As we stated befqre, an UPnP service descrIBfinciple, particularly, both of UPnP and Zeroconf are aimed
tion includes a list of state variables. The service p“b“Sh&’_tssolving the service discovery problem in a closed environ-
updates when these variables change, and a control pgiahy such as home and small office, and they both utilize IP
may subscribe to receive this information. “multicast, an approach that is not intended to support service
Presentation.The devices can also provide a presentatigfscovery across the Internet. Therefore, they can not scale

URL so that the control point can retrieve a page from this service discovery between home networks.
URL, allowing a user to view and control device from a Web

browser.

Resolution: translating service names to address and
port numbers for use.

3 Service Discovery between Multiple
2.3 Zeroconf Home Networks

Devices th_at s_upport Z_ero_conf [5, 6] use Multicast DN_S @.1 Usage Scenarios

store service information in DNS resource records within

a local network. Zeroconf employs DNS Service Discot-et us consider the following usage scenarios. The first one
ery (DNS-SD) to allow applications to find the available inis controlling the home devices such as refrigerator and air-
stances of a particular type of service. DNS-SD is simpleondition remotely. This can happen when you visit your
and easier to implement than UPnP because it uses stanété&gdd’s home or when you have your vacation in another
DNS programming interfaces, servers, and packet formathtuse. The second one is watching video with a remote peer:
browse the network for services. Zeroconf consists of thrige sender has a video and streaming server, and he wants to
fundamental mechanisms. share his recording to friends. The third one is concerning
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UPNP: since Nokia’s N series smartphones utilize UPnP to A
share content stored on the phone with other UPnP devices
and can access content on other UPnP devices, it would be / C
nicer to share your home media content with your friends -
across the Internet without too much configuration. B ome | Home |4
Wetworle | Gateway \
. . E
3.2 Architecture Overview
As the above usage scenarios depicte, the demanding for ser- Figure 2: Gateway mapping mechanism

vice discovery between multiple home networks is also in-
creasing. Thereby, technologies that support announce and
discover services between multiple home networks becogw% Gatewav Architecture
also essential for home networking. Obviously, intercommu: y

nication and service discovery should be done via the pubfigere are several advantages of utilizing gateways [8]. Par-
Internet. ticularly, a gateway can be served as a proxy. As Fig. 2
Web Services [7] are typically utilized to discover servicatescribes, through some mapping mechanisms, devices and
over the Internet. Its architecture focuses on interoperatiaasvices in remote home networks will map to the gateway
among applications through the Internet standards suchdasice, meaning that they will have the same IP address as
WSDL and XML, thus different services can easily be intethe gateway when local devices want to communicate with
communicated regardless of underlying implementation deem, hence the remote devices are available within the local
tails. However, Web Services technology is not suitable foPnP network but are separated at the gateway side.
home networking: firstly, the discovery and configuration In this way, the gateway actually performs the NAT [9]
process for UDDI, which is the service discovery protoc@linctionality involving the mapping of port numbers, since
for Web Services, can involve programmers and administtievices with a local home network tends to have private IP
tors, thus too complex for home networking, which shoultidresses. As Fig. 2 depicts, firstly, since all remote de-
keep the process of service discovery as simple and awfigees appear as local devices by using the local gateway’s IP
matic as possible; secondly, Web Services require centeaddress, different remote devices are distinguished by port
ized management, e.g. a services directory, whereas in heiwmbers; secondly, the local gateway maps the addresses of
networking, centralized network management is undesiraldléferent devices to the IP addresses of their corresponding
In the remaining paper, we will propose a gateway-basgateways, for instance, the gateway maps the address of re-
architecture for service discovery between multiple horfeote device C to C'’s gateway’s IP address, and the remote
networks across the Internet. Generally speaking, the ar@#teway further maps device C’s IP address to C's original
tecture deploys a gateway which serves as a proxy for all sgdress, probably a private address.
vices within its home network, thus reducing the complexity An UPnP proxy deployed in the gateway is defined in [8].
of communication between multiple home networks. The UPnP proxy will be responsible for collecting local ser-

Furthermore, we simplify our architecture, which containdces, as well as mapping remote services to the local net-
only two UPnP home networks, as shown in Fig. 1, and W¢rk. In the following, we will investigate how the UPnP
assume that their gateways know IP address and port nunf§€xy enables home-to-home service discovery by applying
of each other. We will discuss how they function within thefomplementary mechanisms to the UPnP protocol.
local home networks, as well as how they intercommunicate Discovery. The UPnP proxy is responsible for collecting
Then we will consider more complex situations, such as iall available services within the local home network, thereby,
tercommunication between multiple home networks, and dbbehaviors as a control point, searching services by multi-

existence of different service discovery technologies with#@sting the discovery message. Then it will generate a list of
one local home network. local services, so when two home networks initialize com-

munication, only the gateways need to exchange the lists,
thus reducing the overall traffic. After the gateway receives
the list of services from remote home network, it will publish
these services to local home network by multicast, follow-
ing the mapping mechanism presented above. Furthermore,
when a local device queries some specific services, the gate-
way will answer it on behalf of remote devices if there are
matched services.

Additionally, since the home network is highly likely to
be dynamic, meaning devices will connect and disconnect
at any time, how to synchronize the list of services between
different home networks become a significant issue.

Description. Since all remote devices are mapped as lo-
Figure 1: Home network architecture cal ones in the gateway, the device description of the UPnP

Proxy comprises two parts: one part is the description of

Hotne Horne

Network | Gateway
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the UPNP Proxy itself; the other is a device list of all remo
UPnP Proxies and their connected devices and services. sppus [T » empus =
thermore, retrieving a remote UPnP device description, ty £ + : /
ically by sending an HTTP GET request, is pointed at t \ : L
local UPNP Proxy, in other words, interested control poir, > UPap st » D
can request for the device and service description ofaren] B [ | By e
device locally. Therefore, before publishing a new remc Home Horme \
UPNP device within the local network, it is essential for tr Gateway Cateway E
local UPnP Proxy to acquire its device and service descr
tion at first. S

...... » -ignaling data

Control. When the local device wants to use some remc User data
services, the local gateway will tunnel the requesting pache.
to the remote gateway, which will then relay the packet to the
corresponding device. As illustrated in section 2.2, actions
to request the services are invoked by sending a SOAP-based
control message to a corresponding control URL via HTTP

request, typically by POST method. Therefore, only tt  Architecture Analysis
control URL of HTTP header needs to be changed through

above tunneling procedure, control message itself remainy  Advantages of Service Gateway

the same. Additionally, the delivery of response messages

will apply the same tunneling mechanism. In section 3.3, we mentioned one particular advantage of uti-
lizing gateway, namely, it can be served as a proxy, which
can map remote devices and services on the gateway. And
since home devices are usually assigned private addresses,
such benefit is quite obvious.

However, comparing to other devices such as the bridge
and router which can serve the similar functionality, what is
the benefit of using the gateway? An obvious difference is
In the above discussion, we simply assume that two gatewgyst gateways work at the application layer while routers op-
know IP address and port number of each other. Howewuarate at network layer and bridges are at link layer, therefore,
to be practical and scalable, we need a more sophisticateg easier to interconnect two or more different protocols
approach to initiate, manage and terminate the intercomroging gateways, in our case, they are SIP and UPnP. Ad-
nication between multiple home networks. ditionally, in practice, when a variety of service discovery

[10] presents a SIP-based approach for wide-area ,{gg’tocols are used on home networks to engble communi'-
worked appliance communication, and it particularly d&ation between devices, the advantage of using gateways is
scribes problems associated with remotely accessing fBR'€ promlne_nt. We Wlllfurtherdl_scuss 'Fhe interconnection
worked appliances, thereby, the solution can be also appR§dween multiple these protocols in section 4.4.
to the situation of home-to-home communication and our

gateway architecture. 4.2 Home Networks Management

SIP [L1] is suitable for initiating, managing and term'l_—{_ow to manage the list of peer home networks is another

\r/]v%trlﬂg tfl’(])(: i;”;ﬁgﬁ?;gi;ﬁ;“ﬁ;:ﬁgvsgg gﬁltégﬁyhgwsx?be eroblem. It ?s Iikel_y that _home users are usually not willing
' o o 0 share their services with anyone in the Internet, on the con-
payload. When gateways initiate the_comr_nunlcatlon, O{}%ry, they may determine with which home networks they
?haeteggx;;;?: :(ijr(]arlli\llfﬁ gi:glssag;’l_'navr\llglg?g;ha?ir?;rr?:;vgpuld like to share services, as well as determine whether to
' ) accept the request from other home networks. Therefore, un-
sages to be exchanged between gateways can be IndUd(ﬁéelznautomatic service discovery within a home network, ser-
the SIP body. . . y '
vice discovery between home networks should not be done
In [10], the gateway serves as a SIP proxy, since the ggmpletely automatically. In addition, users should also be
mote device directly access the home devices. Howeveraile to configure which services to share outside.
our architecture, home devices are transparent to remote d¢:2] suggests an Internet service provider that provides
vices, since they are mapped to the IP address of the gatewa, services, such as the VoIP network operator, can support
therefore, we simply let the gateway serve as SIP user aggiéh,home network environment without any modification, as

as show in Fig. 3. well as assign SIP URL for networked appliance such as our

Furthermore, [10] also presents the support for notificgateway product.
tion and eventing. SIP utilizes two methods, namely, SUB-
SCR_IBE_ and NQTIF\_( _to achieve _such asynchronous conp-3 Security
munications. This facilitates eventing between gateways, for
instance, a gateway notifies the new service lists to anotlemr gateway architecture has not covered security yet. Obvi-
one. ously, security mechanisms are essential to protect the home-

Figure 3: Gateway as SIP UA

3.4 Intercommunication between Multiple
Home Networks
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to-home communication. For signaling data, SIP can provides and manages appliances, serves as a proxy for all ser-
both authentication and encryption. However, sometiméses within its home network, and protects security. The
critical user data may also need encryption. [15] introducegaeway can be a home server, PC, or other device. SIP is
VPN-based approach to address this problem. Since a Vii¢éd for initiating, managing and terminating the intercom-
can send data, especially media data, across secured andhenication between multiple home networks, and an Inter-
crypted private channels between two points, it is possiblertet service provider that provides SIP services may be in-
protect the home networks. volved to assign SIP URL for home networks. In addition,
However, how to integrate VPN in home network productd.S is utilized to protect critical user data while OSGi is
is a question. Since VPN is typically used by companiesed to bridge different discovery protocols. Future work in-
or organizations, thus might be too heavyweight for honstudes: synchronizing the list of services between different
users; and furthermore, the operating system of the gdteme networks, and integrating OSGi gateway with proxy
way must support IPSec in order to run VPN, and becaugsnponents seamlessly.
supporting IPSec needs to modify the IP stack, the gatewayDur discussion about service discovery is limited to the
product has to be tight to some specific platforms. scope of home-to-home communication. However, the pro-
Therefore, alternative lightweight security mechanisposed gateway architecture can be applied to other applica-
may be better for home networks. Since the service disctiens as well. Home network services, such as AV home
ery between multiple home networks is done via the Interetworking, home automation, VolP, home security, and net-
net, TLS [16] seems to be a reasonable choice. Firstly, iMiorked sensors (e.g. checking gas meter), are often provided
application-level protocol, thus independent from Operatity different service providers via the Internet. And because
Systems, and no need to change the IP stack; secondly, wéigmeterogeneous network architecture and networked home
compared to IPSec VPN technologies, TLS has some inhappliances, various providers usually provide services using
ent advantages in firewall and NAT traversal. Nevertheleffseir own service platform. Our gateway architecture can fa-
PKI is required to provide mutual authentication, therebsilitate the cooperation between heterogeneous technology
different gateway vendors have to negotiate to select a catandards. Related research has been conducted by NTT Cy-
mon trusted third party. ber Solutions Labs, which have developed a service aggrega-
tion platform that can provide a uniform service distribution

[ i : . k [19].
4.4 Interaction between Multiple Service Dis- Mook 9]

covery Protocols

The above architecture assumes that the local home netwo gferences
only consists of UPnP devices. However, in practice, hom
devices may support different service discovery technol

gies, such as UPnP [3], Zeroconf [5], Jini [17], and Blue-
tooth SDP [18]. Therefore, the gateway should also enable
interoperability among these different technologies. 2] Feng Zhu, Matt W.Mutka, Lionel M. Ni. Service Dis-

The Open Services Gateway Initiative (OSGi) [14] tech- covery in Pervasive Computing Environments. 2005
nology provides specifications for home network gateways |EEg. |EEE CS and IEEE ComSoc.

which coordinate many device technologies and enable com-
pound services across different networking technologiefd] Brent A. Miller, Toby Nixon, Charlie Tai, Mark D.
OSGi specifies only the API, not the underlying implemen-  Wood. Home Networking with Universal Plug and
tation, consequently, OSGi gateway is platform independent. Play. December 2001. IEEE Communications Maga-
For a home network that consists of several subnetworks, zine.
each of which has its own discovery technology, the OSGi
gateway can bridge higher-layer discovery protocols by imf4] Ryan Troll. Automatically Choosing an IP Address in
porting services from different discovery protocols and reg- an Ad-Hoc IPv4 Network. |IETF draft, draft-ietf-dhc-
ister them as generalized OSGi services, thus allowing dif- ipv4-autoconfig-04.txt.
ferent discovery protocols to interact with one another. ) o _ ) _ _
A further question is how to integrate OSGi gateway and?] David Stirling and Firas Al-Ali. - Zero Configuration
proxy components seamlessly. It is possible that each service N€tworking. June 2003. ACM Crossroads.
discovery protocol needs a proxy component deployed in t
gateway, similar to the UPnP proxy we discussed in secti
3.3. Further research is needed to address the problem.
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