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Abstract |IEEE WLAN Standard| OTA Estimates| MAC SAP Estimates
802.11b 11 Mbps 5 Mbps

This paper introduces comprehensive new technologied02.11g 54 Mbps 25 Mbps

for home networking comprisingome-plug, 802.11-family| 802.11a 54 Mbps 25 Mbps

members, MIMO, Zigbee, Wibree and Bluetgibtbn com- [ 802.11n 200+ Mbps 100 Mbps

pares them from various reasonable aspects in order to ana-
lyze their advantages and disadvantages, which is followEable 1: Comparison of different 802.11 transfer rates.
by adapting these technologies into next generation servicgsurce: Intel Labs

Finally, a rough RI experiment is carried out to analyse
wireless performance under different Rl sources environ-
ment. According to this paper, people are able to selegt
the most suitable technology to establish home networki

with respect to their designing purposes, such as home net- - ) )
work, home entertainment, and home automation. This $92-11 (Wi-Fi)[2]802.11-family consists of a group of spec-

per is based on a survey of the literature research and Hif&tions developed by IEEE and utilized in wireless lo-
evaluation of comparison would be concentrated on the mgat area networks (WLANS). It is also called Wi-Fi and
significant parameters: such as throughput, range, interférth® most popular wireless technology nowadays. Up to

ence, interoperability, security, applications and companiggs of millions of Wi-Fi devices have been sold in 2006,
support. and many more will be bought in 2007. The most popular

802.11 family members presently are those defined as the b,
KEYWORDS: comparison, home-networking, high bandgrand a amendments (Table 1). The original 802.11 supports
with, low bandwith merely a maximum bandwidth of 2Mbps in theory, which is
too slow to meet the demands of present applications, thus
fades out from the market. However, the subsequent ver-
1 Introduction sions expand 802.11 gradually and provide more sprightly
throughput performance for todaypetworking applications.
Until recently, the major obstruction to the "next generatidd]What's more, the forthcoming standard 802.11n is in re-
networked house was the convergence of those new techfBRnse to higher requirement for next generation WLANS,
ogy criteria. For years, more than 10 candidate technologi@sdata throughput criteria is supposed to be up to surpris-
or technical standard specifications for building home néfgly more than 200Mpbs theoretically.
working have been proposed or even implemented already-Home-plug[3]Since most of home electronic devices al-
Unfortunately, there is still little agreement on which techieady use power outlets to receive electric power, the idea
nology is the best since all of them have crucial shortcomingsHome-plug networking is to use the same electrical out-
in certain field and therefore have been unable to dominkts and wires to interconnect the digital devices in a home
the entire market. and Internet as well. Obviously, power line is the most
[1]Although home networking has been paid continuowgde-covered network in the world, hence on the top of
attention, it improves so quickly that a number of candidatts, Home-plug network become more convenient than tra-
are already out of date. The objective of this paper is to cogitional phone network and furthermore we do not need to
pare those which have potentially bright further as a whatensider too much about constructing network for home be-
in detail. cause it is already there. However, because it remains im-
The rest of the article is organized as followed: Firstly, w@aturity - susceptible of electrical equipment interferences,
will take a look at currently the most widely accepted or aghe applications of this technology in the market do not work
vanced home- networking technologies which could ensiyell unless you have a fairly well designed power line net-
the readers being familiar with these new terms. Secondkgrk at home.
we analyze and compare them relatively by two groups: highThe first criteria of Home-plug technology - Home-plug
bandwidth group and low bandwidth group. Subsequentlyp specification, which was released in 2001, included a
all these technologies are adapted into next generation hdrd®bps data rate, whole-house coverage, robustness and
network, which comprises the most likely new applicatiorsase of implementation (only a software driver installation
at home in near future. Finally, we draw conclusions fig required). However, the same issue here, 10Mbps data
these technologies. rate is far away from enough concerning next generation in-

Introduction of technologies
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home network. A new standard of Home-plug called Home-Throughput According to the introduction and Table 2(lo-
plug AV are built from ground up to meet the needs of higtating at the end of this paper), 802.11b, 802.11g, 802.11a
throughput applications, for instance, HDTV and in-hormend Home-plug have theoretical throughput limit 11Mbps,
theater. Home-plug AV would provide a very good soltb4Mbps, 54Mbps and 10Mbps, respectively. Nevertheless,
tion for high quality video distribution, guaranteed securge will really notice the slowness in practical use suffer-
connection and also built-in QoS. All these features enalidg from interference, protocol, distance from the base sta-
Home-plug to be a comparable technology with other hortien, encryption algorithm etc. [9]The typical peak through-
networking alternatives, such as Wi-Fi. put of 802.11b connection under ideal conditions is actu-

MIMO [4]Multiple-input multiple-output (MIMO) is a ally 4 - 5Mbps while many 802.11b home network links
concept, which could significantly increase the throughpanly run at 2 - 3Mbps. When 802.11b was developed,
rate of system where the transmitter and receiver are btEEE created a second extension to the original 802.11
equipped with multiple antennas. The most attractive aaalled 802.11a. It supports bandwidth up to 54Mpbs and
amazing attribute of MIMO is that it is able to significantiyof course has higher cost than 802.11b, which makes it usu-
enhance the physical transfer rate and range dramaticallyddiyt found on business networks. Speaking of 802.11g, it
without any increase in bandwidth or transmit power costittempts to combine the advantages of both 802.11a and
Additionally, MIMO is expected to play a significant role ir802.11b: lower cost than 802.11a, the same speed as 802.11a
achieving 802.11n goal. as well as coexisting with 802.11b (speed drops rapidly to

Bluetooth[5, 6]Bluetooth wireless technology was prionly 50[10]Unfortunately, we got real world throughput only
marily designed for low power, low cost, low throughputanging from 10 to 15Mbpps for both 802.11a and 802.11g.
rates and within a short range. Nevertheless by contrass, far as Home-plug is concerned, people boost it already
nowadays, Bluetooth is not on the same track of prelinsupports a maximum data-throughput rate of 14Mbps other
nary purpose. It supports 3Mbps data rate in communicatibian 10Mbps, but this is also a theoretical data. [11]By speed
as well as consuming much more power energy than othest in real case, Home-plug is slight faster than 802.11b
new low power and low throughput technologies, for examreless network in the same environment.

ple ZigBee. Since Bluetooth is more or less like a medium Range At the beginning of this paragraph, two terms:
throughp_ut Wireless_ technology vv_hich_ cou_ld be u_tilized fros (line of sight) and NLOS (non line of sight) need to be
transmitting large pictures or audio clips, it remains usefidquced. LOS means the sender and receiver are able to
and un-substituted. There are more than one billion Blueto@il, a5ch other. in other words. there are no obstacles stand-
devices by the end of 2006. _ ing between them. Conversely, NLOS means the radio trans-
ZigBeeln spite of those available wireless standards {Rissjon path is partially obstructed. As far as wireless trans-
market, there are many wireless monitoring and control §@ing aspect is concerned, the range in LOS is always ex-
plications which require lower power consumption, 10Wefanqed much more than in NLOS. Both 802.11b and 802.11a
data rates and less complexity. The performance and cha[@gs » 4 GHz unregulated frequency as their radio signaling
teristics ofl_3luetooth do not closely meet these requlremerﬂé,quency to lower production costs and stretch the signal
and then ZigBee occurs. _range, but in the meanwhile introduces bad interference from
[7]ZigBee is a new wireless network standard designggher appliances using the same 2.4 GHz frequency. Unlike

for automation and control network. This standard aims o, previous two, 802.11a supports signals in a regulated fre-

be a low-rate, low-cost and low-power solution for in-hougg,ency spectrum around 5 GHz, but it limits the range and

d|g|tgl dewce;. i ) . has more difficulty getting through walls or other obstacles.
~Wibree[8]Wibree is a very new radio technology workingome_piug is more or less not very suitable here to compare

side by side with and complement Bluetooth. Quite siMjjith others because it is wired line. In most situations, it

lar as ZigBee, Wibree is also designed for ultra low powggepends on the electrical wire distribution other than range.
consumption within a very short range. This technology was

announced 2006-10-03 by Nokia and the first commercialNterference & Interoperability[12]The biggest and most

version of the specification is supposed to be available dGfmmon headache for wireless LAN deployments is Radio
ing the quarter 1 2008. Frequency Interference (RF interference). Firstly, we go re-

view quickly the basic concept of protocol used in 802.11

technologies: the wireless station tends to only transmit
3 Comparison packets when there is no other station transmitting around

at the same time. Thus, if another station exists, this one will
Among the various technologies that fall into this categomyait until the medium is free. For 802.11b and 802.11g -
| suggest to put Home-plug, 802.11 family and MIMO int@.4 GHz wireless LANS, there are several potential sources
one group while ZigBee, Wibree and Bluetooth into anothef IR interference, such as cell phones, microwave ovens,
when making comparison, according to their throughput dBluetooth appliances and so on. Some of them could be

tinction (i.e. high bandwidth and low bandwidth). moved away from wireless domain, but quite a few are most
likely inevitable in certain environment, including using 2.4
3.1 High bandwidth GHz mobile phones, Bluetooth enable computers and PDAs

at home or in the office. According to interference issues
Now, we turn to a comparison of the first three high bandbove, 802.11b and 802.11g both have a bad performance
width technologies in terms of the desirable features abavkile Bluetooth devices operating simultaneously nearby;
and Fig. 2 (at the end of the paper). the worse case is even a failure of wireless connection could
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happen. However, RI interference problem is much ea®nclusion.

ier to correct concerning 802.11a because it utilizes a regOther issuesObviously, the price would unduly influence
ulated and less conflicting channel - 5 GHz spectrum andr buying decision on condition that all these technology
[13]enjoys the luxury of 12 independent, non-overlappirgased products are suitable for home. From the investigation
channels. one point we have to mention before movingitointernet, the total cost of a wireless network for typical
next technology is that 5 GHz spectrum is not available egmilies is lower than Home-plug, let alone we could select
erywhere and neither does the channels, some contryieyaidous version from 802.11b, 802.11g and 802.11a in terms
not have the whole 12 overlapping channels, which acwf-different throughput and range requirements. However,
ally indicates the limitation of 802.11a. Then, we go oifi your house is not well suited to wireless network (e.g.
to Home-plug: Home-plug alliance declares that their tecypu have a four-floor house and the radio signals block in
nology has already overcome the challenge of using povileors) or you do not have too many digital networked de-
outlets to connect devices in the home included a lack of iriees, Home-plug appliance is surely a good option. An-
dustry specifications and multiple sources of electric noiggher issue here is your networking may need well increase
it will not cause interference with other techniques as wedls new appliances arrive in further, so the supported max-
Unfortunately, from the result of my investigation in interimum simultaneous users have to be taken into considera-
net, it is not as perfect as they announced: [12]For examfittn as well. Home-plug has only a recommended number
"when the adapters shared a plug with a power strip caf-16 while Wi-Fi supports many more, for instance some
nected to a host of peripherals, including a computer, a va¢the 802.11g products support 128 simultaneous users as-
uum cleaner, a scanner, a printer, and powered speakersodiated in theory. Aside, Wi-Fi and Home-plug have their
took each adapter nearly one minute longer to copy the tewih upcoming versions for next generation home network-
file". [14]In Taiwan, people also agree the impairment do eixg: 802.11n and Home-plug AV respectively, both of which
ist from other electronic devices in the same circuit, inclugromise a 200Mbps bandwidth theoretically.

ing fridge, air-condition, microwave oven and so on. What

is more, the unstable voltage is another problem lies in front, .

which occurs especially in developing countries. 3.2 Low bandwidth

Security wireless network needs an extra level of securifybsequently, another three technologies are compared with
guarantee compare to conventional wired one, because Wiggpect to the significant features of low bandwidth tech-
less radio signals are transmitted and propagated throughyifgies in Table 2.
air and therefore theoretically much easier for intruders tONowadays, a number of prevalent Bluetooth applications
eavesdrop and intercept. [15]802.11i, also known as Wpéi?eady widely exist in the market, they provide a method
and ratified on 24 June 2004, is an advanced security M&g\zonnect and exchange information among devices such
anism standard for wireless network. It makes use of Ags g phone, PC, PDA and printer. The newest Bluetooth
vanced Encryption Standard (AES) block cipher to replaggrsion even supports up to 3Mbps data rate making it well-
the previous used Wired Equivalent Privacy (WEP), whicjited for large streaming and file transfer. Whereas, ZigBee
was already found out to have severe securlty_ weaknessges \Wibree are designed for applications where low power
[3] For Home-plug, most of Home-plug 1.0 devices use 5ggnsumption, small size and low cost are strictly required.
bit DES for security issue. Although, DES is a less seCugice: Speaking of shortcomings of Wibree, the biggest one
level than most other advanced 128-bit encryption standgidnat it is still underway. The first commercial specification
but it is still considered solid enough to defend most d%‘supposed to be available in Q1 2008 and also most likely
termined hackers and snoopers since it is a wired netwqflqen the first Wibree chips hit the market they would be
Additionally, the forthcoming Home-plug AV for next gen-yjte likely more expensive than Bluetooth (above 5$). The
eration home network will enhance the security feature Q¥ers have to wait a substantial amount of time even if they
employing AES. will inherently lower cost approaching the price of ZigBee

Products and companies suppdit 7, 3Jundoubtedly, Wi- (under 3$) when they are mature.

Fi technology has overwhelming advantages over HomeRange [17] it is clear that ZigBee is able to operate over
plug both on manufactured products on the commerciglarger range than other two technologies when all without
market (3362 versus around 100) and supported companigg special amplifier equipment. However, range is not re-
(more than 250 versus around 100) at present. ally significant to Wibree, which is more oriented to small,

Supporting older hardwarebuilding home wireless net-low power products, which do not require a long distance,
work, at least we need to purchase a wireless supportiittgh as mobile phones, watches, as well as mouse and key-
router and the devices must have wireless adapter to recep@ards.
signals from this router. Fortunately, most sorts of laptopsThroughput where low data rates are emphasized in Zig-
now have built-in wireless adapters. If not, wireless USBee and Wibree, Bluetooth obviously has the advantage and
adapter is conveniently obtained in the market as well. Fean support greater range of traffic types, for example audio
Home-plug, [3]people have conducted a field test in over 580d large image file.
homes in North America; the result is very good regardlessPower consumptiar{18]ZigBee and Wibree are designed
of a home"s age or size. The field tests also confirmed neapecifically to consume fairly low power energy and have
100 percent coverage in every home tested. Neverthelgesrs of battery life. Bluetooth devices have only days of
this is far from enough, | still strongly suggest a thoroudtie and need frequent battery change because they must be
test over more developing countries before they make tlevays "on" to detect available networks for them to join in.
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Security all of the three protocols have security built in
128bit AES.

Co-existing with Bluetooth[19]Wibree has two imple-
mentation alternatives: "stand-alone implementation” a Wiineless .
"dual-mode implementation”. Dual-mode implementation Fovter |
designed for use in Bluetooth devices, which means Wibi
functionality is integrated with Bluetooth, and thus this tyg
of implementation is able to communicate with prevale
Bluetooth devices. This is a significant advantage of Wibr
over ZigBee because Wibree is sprightly able to use t
widely existing hardware supported by Bluetooth while Zi¢
Bee has to re-invent a total new hardware.

Operating frequencyall of the three: Bluetooth, ZigBee
and Wibree are using unregulated 2.4 GHz frequency ba

Ll. L1,

Therefore, finding a solution to overcome the interferen =
issues and coexist harmlessly with other technologies, such _ . _ .
as Wi-Fi, is also an inevitable prerequisite. Figure 1: Experiment locations display

4 Implementatlon The result of this RI experiment is showed in Table 4 (lo-

Besides the already existing applications, Next generatfffing at the end of this paper).From the result, another si-
home network is supposed to include several totally new S@}qltaneous working Wlfe|'eSS access point nearby coulq sig-
vices, such as IPTV, VoIP, as well as home monitoring. [Hflcantly_deqluce the testing WLAN throughput and micro
table 3(locating at the end of this paper), these high and IG¥E": which is followed after, also caused a falrly bad degra-
bandwidth technologies are adapted to specific most suitaif@on- The other two RI sources, Bluetooth device and wire-
home networking services [3] according to their differeffgSS mouse, had a much less impaction on the data through-

prior purposes and features. put. _ ' .
In conclusion, interference sources are able to impact or

] even impact dramatically the performance of typical WLAN
5 Experlments data traffic. Searching for the way to deduce the impaction

from other 2.4GHz RI sources is obviously noteworthy.
As we all see, quite a few kinds of technologies are work-

able in 2.4GHz frequency, consisting of 802.11b, 802.11q, .

Bluetooth, Zigbee, as well as the forthcoming Wibree. Adoa Conclusion

tionally, it is also quite likely other inference sources would

occur in such a home or office environment, for examplé, this paper an extensive comparison was done to analyze
micro-oven, wireless optical mouse, cordless phone and@tyantages and disadvantages of home networking technolo-
on. The hottest point nowadays is how to handle all thei€s- The results show that Wi-Fi technology remains dom-
working as efficiently as they could while affecting least ifbating the high bandwidth home network market and own-
terference with one another. Therefore, | did the subsequigt comprehensive companies” supports while Home-plug
experiment to roughly and simply demonstrate actually hdsrunning after, in some situations even could be a better al-

bad or how little the interferences would be from differerigrnative for shuttling home network, but the interference of
sources. nearby electric equipments and impairment from unsteadi-

Test environment ness of voltage remains greatest obstacles for spread of this
- echnology; as far as low bandwidth technologies are con-

e asin f|g.1, fwo rooms are next to each ot.her, a wall Ob'rned, Bluetooth has the trend to transmit larger files than
struction separates the two rooms and with only a sm original aim, instead ZigBee and Wibree would occupy
door accessing from one room to another. low power-consumption, short range wireless applications.

e The wireless Wi-Fi router (LINKSYS wireless G 2.4, Since this paper only includes a rough practical experi-
with 802.11b backward supporting turned off) and a P@ent of Rl , the intended future work will be to carry thor-
with wireless adapter, which plays as receiver here, i®aghly much more precise experiments from different as-
same room with distance of 4 meters. pects and utilise professional tools to test performances and

L . : . _ interferences from each other and conclude workable hybrid
o Afile with the size of 2 Gigabytes is transmitted from Aetwork architectures.

LAN server to this test PC.

e Location 1 and 2 are used to locate the interference re-
source

e Interference resources: micro oven, Bluetooth, another
working wireless router and 2.4GHz Wireless Optical
Mouse, respectively.
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Characteristic ZigBee Wibree Bluetooth
Price Under 3 $ N/A More than 5 $
First specification time 2004 1994 (supposed)2008
Rang 10-75meters | 10meters 10meters
Throughput 20-250kbps Less than 1 Mbps Maximum 3 Mbps
Network latency 15 Millisecond | Not clearly mentioned 3 Second
Power consumption 1Years Years Days
Security 128bit AES 128bit AES 64 or 128bit
Co-existing with Bluetooth No Yes N/A
Frequency 2.4GHz 2.4GHz 2.4GHz

Table 2: Low bandwidth technologies comparison
Services Wi-Fi | Home-Plug| Bluetooth Zigbee Wibree
IPTV Yes Yes
Online theatre Yes Yes
\VolP Yes Yes
Online Game Yes Yes
P2P Yes Yes
Pic/audio/vedio sharing Yes Only for small | Only for small
Smoking detector No Yes No
Lighting/heating control No Yes No
Security sensor/monitoring No Yes No
Input device Not suitable| Yes Yes
Digital toys Not suitable| Yes Yes

Table 3: New technologies implementation

Interference Location 1 test| % of baseline| Location 2 test| % of baseline
Without IF 10.7

Micro oven 3.8 35.5% 55 51.4%
Bluetooth 8.4 78.5% 9.4 87.9%
Wireless router| 1.7 15.9% 2.8 26.2%
wireless mouse 8.4 78.5% 9.5 88.8%

Table 4: Result of IF experiment
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Characteristics | 802.11b+ 204.11a¢ 2ld.1lge Home-pluge | RMILO
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e curityr 125-bit AES encryptions S6-hitDES+ &
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Products &+ 2064 & + Abhogt 100&+ | &

Compariesd more that 250 4 Abhoat 1004

Aupporting aupport Ethemet wired networking, but | Mot as good as | Only MIWVIO

older hardwrare+<| recervers need wireless adapters + claimed+ Fecetvers +

[1&)tough Priced] 30%/froutere | 130%frouters | 705 routers | S0-90% adapterd +
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Figure 2: High bandwidth technologies comparison




