Helsinki University of Technology Publications in Telecommunications Software and Multimedia Teknillisen korkeakoulun tietoliikenneohjelmistojen ja multimedian julkaisuja Espoo 1999 TML-XX

IP network management

Liisa Uosukainen Tuomas Lilja Lasse Metso Seppo Ihalainen Jouni Karvo Ossi Taipale

Helsinki University of Technology Department of Computer Science and Engineering Telecommunications Software and Multimedia Laboratory

Teknillinen korkeakoulu Tietotekniikan osasto Tietoliikenneohjelmistojen ja multimedian laboratorio

Distribution:

Helsinki University of Technology Telecommunications Software and Multimedia Laboratory P.O.Box 5400 FIN-02015 HUT Tel. +358-9-451 2870 Fax. +358-9-451 5014

cfl1999 IPMAN project

CONTENTS

Contents 1

1 Introduction 4 1.1 Changes and challenges . . . . . . . . . . . . 5 1.2 Future trends . . . . . . . . . . . . . . . . . . 7

2 Network Management Models 8 2.1 OSI Network Management . . . . . . . . . . . 8 Management Model . . . . . . . . . . . . . . 8 Information Model . . . . . . . . . . . . . . . 9 Systems Management Functions . . . . . . . . 9 Management Functional Areas - OSI FCAPS model . . . . . . . . . . . . . . . . . . 9 2.2 Telecommunications Management Network (TMN) 10 TMN overview . . . . . . . . . . . . . . . . . 10 TMN Management services . . . . . . . . . . 11 TMN Management Layers . . . . . . . . . . . 11 TMN architecture . . . . . . . . . . . . . . . 12 Customer Network Management (CNM) . . . 12 2.3 SMART TMN . . . . . . . . . . . . . . . . . 12 2.4 Telecommunications Information Networking Architecture (TINA) . . . . . . . . . . . . . . 13 TINA overview . . . . . . . . . . . . . . . . . 13 TINA architecture . . . . . . . . . . . . . . . 14 TINA network management model . . . . . . 14

3 Network Management Protocols 16 3.1 Simple Network Management Protocol (SNMP) 16 SNMP overview . . . . . . . . . . . . . . . . . 16 SNMP disadvantages . . . . . . . . . . . . . . 16 3.2 Common Management Information Protocol (CMIP) . . . . . . . . . . . . . . . . . . . . . 17 3.3 Signalling System #7 . . . . . . . . . . . . . . 17

4 Future network management 18 4.1 X/Open Systems Management . . . . . . . . . 18 X/Open Systems Management Reference Model 18 Anticipated implementation technologies . . . 18

4.2 Web-based network management . . . . . . . 19 4.3 Java Management API (JMAPI) . . . . . . . . 19 4.4 CORBA-based Telecommunication Network Management System . . . . . . . . . . . . . . . . . 20 Internetworking between CORBA and TMN systems . . . . . . . . . . . . . . . . . 20 4.5 SPIN’s Intelligent Network Management . . . 20

5 Contents Management 21 5.1 Asynchronous transmission . . . . . . . . . . . 21 5.2 Synchronous transmission . . . . . . . . . . . 21 5.3 Text data . . . . . . . . . . . . . . . . . . . . . 22 Text data transmission . . . . . . . . . . . . . 22 5.4 Voice . . . . . . . . . . . . . . . . . . . . . . 23 Voice transmission . . . . . . . . . . . . . . . 23 5.5 Video . . . . . . . . . . . . . . . . . . . . . . 23 Video transmission . . . . . . . . . . . . . . . 24

6 Service Level Management 25 6.1 Measuring quality of the service . . . . . . . . 25 6.2 Demands of the service level management . . 26 6.3 Future trends . . . . . . . . . . . . . . . . . . 26 6.4 Authentication and authorization . . . . . . . 27 Requirements . . . . . . . . . . . . . . . . . . 27 Problems . . . . . . . . . . . . . . . . . . . . 28 6.5 Billing . . . . . . . . . . . . . . . . . . . . . . 29 Payment mechanisms . . . . . . . . . . . . . . 29 Demands of the electronic payment . . . . . . 30 Future billing requirements . . . . . . . . . . 31 6.6 Directories . . . . . . . . . . . . . . . . . . . 31

7 Network Management 33 7.1 Con^guration management . . . . . . . . . . 33 What is essential in the con^guration management . . . . . . . . . . . . . . . . . . 34 7.2 Security management . . . . . . . . . . . . . . 34 Hubs . . . . . . . . . . . . . . . . . . . . . . . 35 Routers . . . . . . . . . . . . . . . . . . . . . 35 Firewalls . . . . . . . . . . . . . . . . . . . . . 35

8 Physical Network Management 37 8.1 Performance management . . . . . . . . . . . 37 Peak time . . . . . . . . . . . . . . . . . . . . 38

Analysis . . . . . . . . . . . . . . . . . . . . . 38 8.2 Fault management . . . . . . . . . . . . . . . 39 Polling . . . . . . . . . . . . . . . . . . . . . . 40 Sending alerts . . . . . . . . . . . . . . . . . . 40 Log ^les . . . . . . . . . . . . . . . . . . . . . 41 Fault detection . . . . . . . . . . . . . . . . . 41 Ping . . . . . . . . . . . . . . . . . . . . . . . 41 Traceroute . . . . . . . . . . . . . . . . . . . . 42 8.3 Operation management . . . . . . . . . . . . 42 Accessibility . . . . . . . . . . . . . . . . . . . 42 Routing tables . . . . . . . . . . . . . . . . . . 43 Controlling the traf^c . . . . . . . . . . . . . . 43

9 Commercial Network Management Products 44

Bibliography 46

1 INTRODUCTION

Networks and distributed processing systems have become critical in the business world. Companies and organizations develop large and complex networks with more applications and more users. Greater emphasis is put on the information networks and the organizations. Effective use of network facilities can improve the competitive position, create new market opportunities and afford ef^cient communications between business units and customers.

Helsinki University of Technology has started IPMAN-project in 1999. The target of the IPMAN-project is to research and develop network management paradigm for large IP-networks. The need for large IP-networks is shown in ^gure 1.1.

Figure 1.1: IP-networks in the growth strategy.

Large and complex systems need network management tools. In this report we examine models and protocols, that are available for network management. Also future network management models are discussed. The aim of this report is to give basic knowledge of network management. In the professor Martikainen’s reference model (see ^gure 1.2) network management is divided into four levels. Each level is examined individually as well. Based on this report further research issues of IPMAN-project will be decided.

Figure 1.2: A reference model

1.1 Changes and challenges

In the future network usage grows, because of new users, servers, applications, network links and traf^c. As networks become larger and more complex, tools and applications to ease the management are critical. Network management means providing information to the operator and also to the end users, encompassing the total end-to-end ~ow information. Time is the critical factor in network management (see ^gure 3). Managers strive for shorter cycles and customers demand faster response. Shorter cycles lead into lower costs and greater productivity [4].

Networks and distributed processing systems have become critical in the business world. Companies and organizations develop complex networks with more applications and more users. In order to help this complex systems there is a need for network management tools. In this report we examine the problems of the network management. In a reference model of professor Martikainen (see ^gure 1.2) the network management is divided into four levels. Each level is examined individually.

Introduction of the new equipment and the new technologies means introduction of new information systems, which also increases the number of data repositories and fault management systems. Automated network management is needed [37]. Organizations already have network management tools at their disposal. These tools typically gather and display large volumes of detailed data rather than interpreting and highlighting what

Figure 1.3: Network management, modi^ed [4]

the data means. Many of these packages also look at a single element rather than the network as a whole.

Network management views the computing environment as a collection of co-operating systems connected by various communication mechanisms. The workers at Sun Microsystems express, the network is the computer. This means, that effective system management is thinking the network as a single, multilayer entity, one that requires its own care [33]. An important aspect is that management is useless to a company if it does not solve business problems and the work of operators [42].

A recent Gartner Group study ŤStrategies to Control Distributed Computing’s Exploding CostsŤ reports that while the strategic value of systems and networks continues to increase, the escalating cost of managing that technology is undermining the organization’s expected return on its investment [4].

Effective and to the business strategy adaptive network management requires:

ffl The right abstraction level of information ffl Information at the right time ffl Information in an easy-to-use format [4].

There are three ways to design network management systems: discrete, centralized and hierarchical management systems. To the business strategy adaptive network management contains activities, such as technology selection, network automation, capacity planning, predictive problem avoidance and sophisticated trouble-shooting. These activities all require information that goes beyond the data available to most of the network managers.

1.2 Future trends

How the experts forecast the changes that will happen in the next years. According to James Herman [26] in IM99: ŤThe main affect of the Internet is to enable the rise of virtual business and services. Application Service Providers virtualizes computing. Business Process Outsourcers virtualizes business.Ť ŤThere will also be large data volumes (more customers * more interactions with customers * more data per interaction = an explosion). PCs will no longer be the dominant access device, the network is the center of everything (see ^gure 3). There will be more need for mobile and wireless infrastructure. Data will ^nd you where ever you are. When there are no connectors, it means lighter, cheaper and simple devices.Ť

Figure 1.4: The internet picture [17]

ŤThere are big questions, what can/is possible to change in the near future. Can the organization change from technology and product silos to end-to-end service delivery processes? Can fault isolation and problem determination get better in such a complex environment? Can management processes become more disciplined and automated?Ť

2 NETWORK MANAGEMENT MODELS

2.1 OSI Network Management

The Open Systems Interconnection (OSI) Network Management is based on four components[19]:

ffl Management Model ffl Information Model ffl Communication Protocols for Transferring Management

Information

ffl Systems Management Functions

Management Model The Management Model describes a manager-agent concept (^gure 2.1). The manager system manages the Managed Objects in distributed manner by issuing remote management requests to agent processes. The agents manage the Managed Objects and are responsible for implementing the functionality needed to execute the requests. They may also return values and send noti^cations (events or traps generated by Managed Objects) back to the manager. The management operations and noti^cations are transferred using Common Management Information Protocol (CMIP) [40, 14, 47, 53].

Figure 2.1: The manager-agent concept [15]

A network to be managed can be divided into management domains. A domain is an administrative partition of a managed network or internet. Domains may be useful for reasons of scale, security, or administrative autonomy. Domains allow the construction of both strict hierarchical and fully cooperative and distributed network management systems [53, 15].

Information Model The information model deals with Managed Objects that abstractions of the real resources on the network [19]. The OSI Management Framework considers all information relevant to network management and Managed Objects to reside in a Management Information Base (MIB). The MIB is a Ťconceptual repository of management information.Ť, an abstract view of all the resources to be managed. Information within a system that can be referenced by the management protocol (CMIP) is considered to be part of the MIB [53].

The logical structure of the MIB and the conventions for describing and uniquely identifying the MIB information are de^ned in the Structure of Management Information (SMI). The SMI is de^ned in terms of Abstract Syntax Notation One (ASN.1), that provides a machine-independent representation for the information [53].

Systems Management Functions Systems Management Functions de^ne common facilities that can be applied to particular Managed Objects corresponding to different resources. The SMFs include mechanisms for controlling access to Managed Objects and the distribution of events, common formats for reporting alarms and status, and mechanisms for invoking and controlling remote test execution [47].

Management Functional Areas - OSI FCAPS model OSI network management functionality is divided into ^ve management functional areas [14]:

ffl Fault Management encompasses fault detection, isola-

tion and the correction of abnormal operation. It includes functions to maintain and examine error logs, accept and act upon error noti^cations, trace and identify faults, carry out diagnostic tests and correct faults [14].

ffl Con�guration Management identi^es, exercises con-

trol over, collects data from and provides data to open systems. The purpose of Con^guration management is to prepare for, initialize, start, provide the continuous operation of and terminate interconnection services [14].

ffl Accounting Management enables charges to be estab-

lished for the use of the resources in the OSI environment, and for costs to be identi^ed for the use of those resources. It includes functions to inform users of costs incurred or resources consumed, enable accounting limits to be set and tariff schedules to be associated with the use of resources and enable costs to be combined where multiple resources are used [14].

ffl Performance Management offers functions to report and

evaluate the operation of network and it’s elements. Statistical data is collected for the analysis and development of the network.

ffl Security Management includes functions to create, delete

and control security services and mechanisms, distribute security-relevant information, and report security-relevant events [14].

2.2 Telecommunications Management Network (TMN)

TMN overview A Telecommunications Management Network provides management functions for telecommunications networks and services, and offers communications between itself and the telecommunications networks and services. It is an organized architecture that provides the interconnection between various types of Operations Systems (OSs) and/or telecommunications equipment for the exchange of management information [20].

Figure 2.2 shows the general relationship between a TMN and the telecommunications network it manages. A TMN is conceptually a separate network that interfaces a telecommunications network at several different points to send/receive information to/from it and to control it’s operations. A TMN may use parts of the telecommunications network to provide it’s communications [20].

The top-level standards and recommendations for OSI systems management form the basis for TMN standards [21]. The TMN standards are de^ned in ITU-T M.3000-series documents [49, page 48].

The scope of network management is broader in telecommunications than in data communications [49, page 48]. Thus a TMN must provide more than just the ^ve Management Functional Areas de^ned in the OSI FCAPS model [49, page 25]. A TMNs is intended to support management areas which

Figure 2.2: General relationship of a TMN to a telecommunications network [49, page 25]

cover the planning, installation, operations, administration, maintenance and provisioning of telecommunications networks and services [20].

TMN Management services TMN Management Layers The needed management functionality is implemented using ^ve layers of management. Each layer has it’s own functions and interfaces to layers above and below. The lower layers perform more speci^c functions and upper layers are concerned with functions more general. Each layer must interact with the layer below in order to execute it’s task [49, pages 19Ű21].

Business management layer is responsible for management at the enterprise level. the layer is concerned with the network planning, agreement with operators, and executivelevel activities such as strategic planning [49].

Service management layer provides the customer interface. It’s functions include service provisioning, opening and closing accounts, resolving customer complaints, fault reporting, and maintaining data on quality of service [49].

Network management layer manages the whole network. It receives data from network element management layer and provides total-network-level views [49].

Network element management layer is responsible for managing a subnetwork of the whole managed network. The interaction with network elements is provided by network element layer [49].

Network element layer provides for the agent functions of the managed network elements [49].

TMN architecture TMN architecture is divided into three aspects, which can be considered separately when designing a TMN: functional, information and physical architecture. The functional architecture describes the appropriate distribution of functionality within the TMN to allow the creation of building blocks, from which a TMN of any complexity can be implemented [20].

The information architecture describes the nature of the information that needs to be exchanged between the building blocks, and also describes the understandings that each building block must have about the information held in other building blocks [20].

The physical architecture describes realizable interfaces and examples of physical components that make up the TMN [20].

Customer Network Management (CNM) The purpose of Customer Network Management is to provide external users of a telecommunications network with a limited control and view of the managed network. It enables customers to manage a portion of the whole network and subscribe it’s services. Figure 2.3 illustrates the CNM functional architecture [49, pages38Ű42].

Customers are provided with a subset of the TMN management services, limited management information, and CNM supporting services. CNM supporting services enable customer’s management system to request service provisioning and service usage from a service provider [49, pages 38Ű44].

2.3 SMART TMN

Smart TMN [46] is a program of Telemanagement Forum, a non-pro^t organization of dozens of product vendors and operators. The goal of SMART TMN is to present a larger scale, business process-driven model of telecommunications networks management.

The SMART TMN consists of four elements:

ffl Telecommunications Operations Map (TOM) which

describes key business processes,

Figure 2.3: CNM functional architecture [49, page 39].

ffl Technology Integration Map, which contains recom-

mendations of technologies to adopt for different management applications [45],

ffl Central Information Facility for information store for

technical speci^cations, object models etc., and

ffl Catalys Projects are projects to validate technology con-

cepts.

2.4 Telecommunications Information Networking Architecture (TINA)

TINA overview TINA is designed to meet the needs of telecommunications services ranging from traditional voice-based services to interactive multimedia, multiparty services, information services, as well as management services. All these services are considered to be software-based applications that operate on a distributed computing platform [31, page 137]. TINA addresses a wide range of issues and provides a complex set of concepts and principles. In this respect it is much more a framework, a compilation of concepts and principles for developing future distributed telecommunications and management services, than a speci^c architecture [31, page 148].

TINA architecture TINA architecture is based on four principles: Object-oriented analysis and design, distribution, decoupling of software components and separation of concern. The purpose of these principles is to insure interoperability, portability and reusability of software components, independence from technologies, and to help to create and manage complex systems [48]. The two major separations of concern are the separation between applications and the environment, and the separation of applications into the service speci^c part and the generic management and control part [48].

Due to the complexity of TINA, it’s architecture is divided into four sectors: computing architecture, service architecture, network architecture and management architecture [52, page 24].

The computing architecture de^nes a set of concepts and principles for designing and building distributed software [52]. It is based on the Basic Reference Model for Open Distributed Processing (RM-ODP, ITU Recommendation X.900) [31, page 148].

The service architecture de^nes a set of concepts and principles for the design, speci^cation, implementation and management of telecommunication services [52, pages 25Ű26].

The network architecture provides generic concepts that describe transport network in general, technology-independent way. The TINA network is a transport network that is capable of transporting information that is heterogeneous in terms of data formats, bandwidth and other quality of service related aspects. The network is capable of handling streams and their point-to-point or multi-point connections [52, page 26].

The management architecture is based on the OSI management and TMN standards. In particular, the management architecture adopts the TMN functional layers. All the other TINA architectures are in~uenced by the management architecture principles [31, page 163]. However, the TINA management architecture is still under study [52, pages 27Ű28].

TINA network management model TINA network management model extends the OSI FCAPS model. Con^guration management is divided into connection management and resource con^guration management [31, page 163].

Connection management is considered a fundamental activity in telecommunications network [52]. TINA represents a new approach to the traditional way of connection control [31, page 163]:

Connection control includes the establishment, modi^cation and release of connections. Traditionally these are considered as control operations, which are viewed as being different from management. In TINA, these operations are seen as dynamic management operations. Connection management is used by service architecture components whenever a service requires connections [16].

Resource con�guration management contains installation support, provisioning of network resources to make them available for use, monitoring and control of resource status. It also includes the management of the relationships among the resources [16].

Fault management includes alarm surveillance, fault localization, fault correction, testing functions and trouble administration information [16].

Accounting management is responsible for measuring and establishing charges for the use of resources [16].

According to N. von Knorring, the speci^cation process concerning performance and security management aspects has not been very successful. For the time being, they are still under further study [31, page 29].

3 NETWORK MANAGEMENT PROTOCOLS

3.1 Simple Network Management Protocol (SNMP)

SNMP overview SNMP (Simple Network Management Protocol) covers all the basic functions of network management and is the most widely used network management protocol. This is due to it’s simplicity, expandability, easy implementation and the fact that it poses only little stress on the network and the managed nodes. SNMP is particularly conservative in the memory and computational requirements placed on the agents in the managed network elements [50, 13].

SNMP is based on a agent-manager concept, similar to the one illustrated in ^gure 2.1. The manager sends requests to agents in network elements. The agents, which are responsible for controlling the network elements, send responses and issue trap messages to the manager. The requests and responses are exchanged using the User Datagram Protocol (UDP), which is a connectionless protocol. Trap-directed polling is used to decrease the management traf^c on the network [28].

SNMP disadvantages According to Lyn Vallillee, SNMP has some disadvantages: SNMP contains large security gaps that can give network intruders access to the information carried along the network. Intruders could also potentially shut down some terminals. The biggest problem with SNMP though is that it is generally considered to be so simple that the information it deals with is neither detailed nor well-organized enough to deal with the expanding networks of the 1990’s. This is mainly due to the quick creation of SNMP, for it was never intended to lead network management into the 1990’s [50].

These problems were tried to be solved by establishing a new version of SNMP, called SNMPv2. This new version allows for more in-detail speci^cation of variables, including the use of the table data structure for easier data retrieval. Also included are two new PDU’s that are used to manipulate the tabled objects. It has also added some security mechanisms that help combat the 3 largest security problems: privacy of data (to prevent intruders from gaining access to information carried along the network), authentication (to prevent intruders from sending false data across the network), and access control (which restricts access of particular variables to certain users, thus removing the possibility of a user accidentally crashing the network) [40].

3.2 Common Management Information Protocol (CMIP)

CMIP (Common Management Information Protocol) has many common concepts with SNMP. However, it is a much more complicated and extensive network management protocol than SNMP. It improves on many of SNMP’s weaknesses, the security issues for instance, thus providing a more ef^cient network management environment [50]. CMIP can also be used to perform tasks that would be impossible under SNMP [40].

In CMIP, requests and responses between managers and agents are exchanged using the OSI connection-oriented transport protocol that provides in-order, guaranteed delivery [28].

However, CMIP also has some disadvantages: Due to it’s complicity CMIP poses a lot of stress on the network and it’s implementation is very dif^cult [50].

3.3 Signalling System #7

SS#7 Operations, Maintenance and Administration Part (OMAP) offers a framework for operation and maintenance in SS#7 networks. OMAP uses principles of management de^ned in TMN Recommendation M.3010 (or ETSI ETR 037) and in OSI Management Recommendations of the X.700-Series [27].

The de^nition of TMN is concerned with ^ve layers in management, namely business management, service management, network management, network element management, and the elements in the network that are managed. Of these, OMAP currently is not concerned with business management, and interacts with other TMN parts to provide service management [27].

Management functions and resources are provided by OMAP to allow management within the SS#7 signalling points. Three categories of management functionality (fault, con^guration and performance management) of the ^ve in OSI FCAPS model is provided [27].

4 FUTURE NETWORK MANAGEMENT

4.1 X/Open Systems Management

X/Open Systems Management Reference Model Open Group, a vendor-neutral international consortium for buyers and suppliers, has presented a X/Open Systems Management Reference Model. It’s goals are [47]:

ffl to identify the crucial aspects of the distributed systems

management problem space, especially those that are unique to this topic,

ffl to establish common terminology and ffl to establish a problem-oriented approach to the realiza-

tion of distributed systems management solutions.

The Reference Model describes concepts necessary to build a comprehensive distributed systems management environment. It identi^es the mapping between the abstract concepts and some technologies that provide suitable implementation bases for the realization of the Model. The model is intended to enable a network of heterogeneous systems to be managed as a single system [47].

The X/Open Systems Management Reference Model uses object-oriented techniques in the speci^cation of systems management. These techniques are derived from those used in the OSI Management Model, as well as the Object Management Group Common Object Request Broker Architecture.

The Reference Model consists of 3 basic components:

ffl Managers, which implement Management Tasks and

other composite management functions,

ffl Managed Objects, which encapsulate the resources, ffl Services, which provide the X/Open Systems Manage-

ment Support Environment.

Anticipated implementation technologies It is anticipated that the primary vehicle for implementation of the Reference Model will be the Object Management Group’s

Object Request Broker (ORB) technology. Another signi^cant implementation technology is that embodied by the ISO/CCITT and Internet management protocols, CMIP and SNMP. The X/Open Management Protocols API (XMP) provides a uniform access method to these technologies [47].

In addition to the above, which represent the anticipated future development of distributed systems management, the Reference Model can also be implemented using currently available technologies. These include those based on existing Remote Procedure Call (RPC) technologies, such as ONC NIS and DCE RPC [47].

4.2 Web-based network management

Doing network management operations using Internet/Intranet technologies is called Web-based Network Management. Webbased Network management comprises controlling network systems and / or data gathering, delivery of network management tasks and data analysis.

Basic applications of web based network management are web-based con^guration and management of individual devices, advanced network wide management capabilities and web reporting of network status information.

For network element con^guration with a WWW browser, a management agent with a HTML interface must be used. The HTML agent may con^gure the element using WWW forms and give reports as WWW pages.

Advanced network wide management capabilities seem to offer a WWW interface for traditional network management tools. Web reporting of network status means reporting statistics and query information of network elements on Intranet pages.

A pro for web based network management is the ability to use cheap hardware and software for user interfaces; the personnel may move physically and use the web interface for network management. However, it seems that web based network management mainly is a user interface improvement and does not add signi^cantly to the actual network management.

4.3 Java Management API (JMAPI)

Java Management API [44] is intended to provide a standard interface between different computers and network devices.

The system can be used by Java programmes, and is created in alliance with Sun Microsystems, Bullsoft, Computer Associates, Exide Electronics, Jyra, Lumos Technologies, TIBCO, and Tivoli. Currently, only speci^cation version 0.8 is available. Speci^cation version 2.0 was intended for publication in March 1999.

4.4 CORBA-based Telecommunication Network Management System

The Object Management Group (OMG) is a non-pro^t international trade association. OMG has presented an outline of an architecture for a CORBA-based Telecommunications Network Management System. One of the objectives of this architecture is to ensure a complete compatibility with proprietary, ITU-T/ISO, SNMP and CORBA based network elements [36].

CORBA (Common Object Request Broker Architecture) is an architecture that supports the distribution of management functionality and managed objects [47].

Internetworking between CORBA and TMN systems In the context of TMN, CORBA is seen to offer potential in two signi^cant areas: in the description and implementation of management interfaces supported by network devices, and in the description and implementation of interfaces within and between management operations systems [36].

4.5 SPIN’s Intelligent Network Management

SPIN is a research project in the Institute for Information Technology at Canada’s National Research Council [8]. The SPIN Intelligent Network Management project studies and develops new agent-based technologies for controlling, planning and problem de^nition of heterogeneous networks. The application development of SPIN networks uses integration of the off-the-self NM components, and testing and usage of popular tools, such as HP openview.

5 CONTENTS MANAGEMENT

Three kind of information is transmitted in modern multiservice network: text data, video, voice. Network operators attempt to merge smaller interconnected, cooperative networks into a completely distributed internetworked infrastructure. The great challenge is the need to transmit large amounts of information (text data, voice, video) over technologically new networks.

Data, video and voice is transmitted either asynchronously or synchronously. Asynchronous systems have start and stop elements. Information signal elements are each of the same duration, which is the duration or pulse width of the start element. Synchronous systems do not have start and stop elements, but consist of a continuous serial stream of information elements or bits. Two of the most common causes of errors are noise and improper timing relationships [22, pages464Ű470].

5.1 Asynchronous transmission

In start-stop systems the last information bit is most susceptible to cumulative timing errors. Timing error can accumulate inside a character, those 5 or 8 bits of character length. Start and stop bits lowers the rate of transmission ef^ciency as well. Another problem in asynchronous transmission systems is the multilation of the start element. Once this happens, the receiver starts a timing sequence on the next mark-to-space transition it sees and then continues to print error until, by chance, it cycles back properly on a proper start element [22, pages 477].

One of the earliest methods of error detection is the parity check. Parity check means, that when we have a 7-bit ASCII code, a bit is added for parity, making an 8-bit code. This means also that when we have a parity check-system, a 8-bit codes must be encoded to 7-bit codes [24, pages 400].

5.2 Synchronous transmission

Synchronous transmission require frame alignment and it must be bit-aligned as well. Every data frame starts with a unique ^eld, which tells the receiver when the frame starts. Start-stop systems can let the receive clock run freely inside the 5 or 8 bits of a character. There is no such freedom with synchronous systems. All synchronous transmission systems must have timing generators or clocks to maintain stability. The transmitting device and the receiver must maintain a timing system. In synchronous systems timing error can accumulate for the entire length of a frame [22, pages 476Ű479].

5.3 Text data

By text data transmission we mean text and ^le transfer, for example source code. Compression can be used to improve the performance of serial lines. The slower the line speed is the greater is the bene^t. Text data sent in large packets can generally be highly compressed. Smaller packets will not bene^t from compression as much because there is less opportunity to squeeze out redundancies in small amounts of data [12, pages 59].

Text data transmission When the network is heavily utilized, the combined bandwidth demand occasionally exceeds the network capacity. For text data, this is not a problem, except for some areas of the industrial automation. It simply means that the text data does not arrive as quickly; it is only delayed [7].

However, the time is the important measure of the capacity. Some of the signi^cant metrics are the formation time of the connection and the response time of the service. The quality of the data transmission is described also by the number of the errors per time unit which is measured with a bit error rate (the share of faulty bits of sent bits) [24, pages 379Ű380].

The errors in the text format data are not usually serious ones. Whereas the binary data message (for example source code) suffers from the errors. The important goal is to minimize the bit error rate. We can not provide transmission channel with no errors. Redundancy can be increased such that the error rate approaches zero. However this lowers the capacity of the communication.

In binary transmission an error is a bit that is incorrectly received. Bit errors occur as single random errors or as bursts of errors. Random errors occur during noise peaks, which can confuse the receiver’s decision, weather a 1 or a 0. Burst errors are commonly caused by fading on radio circuits [22, pages 468].

5.4 Voice

There are three basic impairments with the voice transmission: attenuation distortion (frequency response), phase distortion and noise. Level (signal magnitude) is another important parameter. Level must be controlled in a telecommunications network, because it impact quality of service [22, pages 181Ű 182].

Voice over IP (VoIP) is a term used in IP telephony for a set of facilities for managing the delivery of voice information using the Internet Protocol (IP). In general, this means sending voice information in digital form in discrete packets rather than in the traditional circuit-committed protocols of the public switched telephone network. A major advantage of VoIP and Internet telephony is that it avoids the tolls charged by ordinary telephone service [7].

Voice transmission Video and voice traf^c must get a fairly regulated number of packets through to the destination in a timely manner. If video/voice packets are late enough (have missed their window), they are useless. The network should drop traf^c that is late so it does not consume network resources [7].

In addition to IP, VoIP uses the real-time protocol (RTP) to ensure that packets get delivered in a timely way. Using public networks, it is currently dif^cult to guarantee Quality of Service (QoS). There occur delays, which can deteriorate voice almost unrecognized. Better service is possible with private networks managed by an enterprise or by an Internet telephony service provider (ITSP).

5.5 Video

Video has gone through a transformation similar to that of voice. Experts feel that video services will more and more come to be delivered over intranets, the Internet, and other Internet Protocol (IP)-related technologies. The delivery of digital video services can take many forms. It represents the future of conventional home entertainment as well as videoon-demand, video games and other interactive services. It is also the delivery mode for commercial services like video conferencing and distance education [34].

Delivering video demands a large transmission capacity. Video is converted into compressed digital stream. Compression reduces the size or complexity of a message. Compression methods utilize the dependency of sequential pictures. The aim is to present only the variation between different frames. In addition to this they utilize the human inability to discern colors and to distinguish the changes that occur over 30 Hz speed, so there is no visible disadvantage of the compression.

Video transmission High-speed and on-demand wide area services creates new network requirements. Multimedia requires immediate transmission of the requested information, usually from a remote location. The requests for the information (image and sound) are usually uncontrolled and unplanned. In addition, the newer information is isochronous; rigid timing and ~ow control, which most traditional networks are not designed to provide, are required [37].

A video picture requires an large instantaneous amount of bandwidth and unloaded connections which are not typical for Internet. Targets in multimedia are provisioning of required bandwidth and its ~exible management. Multimedia applications, that were originally designed for LANs, place unique demands on the wide area telecommunications network. One bottleneck is a Internet-connection with modem. A video picture requires more capacity than a normal or widely used modem can offer. In LANs, for example Ehernet, it is impossible to send a continuous video picture, because continuous connection is impossible to guarantee.

Misrouted or lost packets may become a problem, if a transfer rate is high. One bit error causes more trouble in compressed data than in uncompressed. What are the acceptable delays depends on the application; if the information is isochronous rigid timing is essential and delays should be no more than milliseconds. In case of broadcast video or audio end-to-end delay is not so crucial and retransmission schemes are feasible.

6 SERVICE LEVEL MANAGEMENT

Service level management offers customers the services and recourses (for example bandwidth) they need. It gathers quality data of the service level (QoS), such as delay and variation in delay, and presents data in the statistical form. With a service agreement can be quanti^ed how the network satis^es requirements.

6.1 Measuring quality of the service

Functionality is measured by the types of services those can be accessed across the network. For example the time is an important metric in copying large ^les across the network. Internet service providers have used ping and traceroute to detect and diagnose network problems. Application servers, routers and terminal servers in the different post of^ce protocols (POPs) can be targets for the network connectivity and delay measurements. Ping and traceroute give an indication of changes in the network characteristics, but these tools are not suf^cient to quantify the impact of these changes on availability and performance of customer-visible services [18].

There are many components that impact the QoS being delivered. For some network components only limited data has been available. The measured values can often only indirectly describe the quality of service. Information technology organizations (IT) has been under the assumption that the quality of service management is equal to the sum of all of the parts. In mathematics, this assumption is valid, but in the management of IT services, it is false [43].

For services that use TCP, a useful network performance metrics are for example throughput, de^ned as the rate of reliable transmission of packets between a source and a destination, performance by response times, transactions in a period of time, availability in mean time between failure (MTBF), hours of downtime and time to restore, CPU uptime, dropped packets and network congestion (peak time) [12].

6.2 Demands of the service level management

There are problems in using IP network with communication applications. IP network was originally planned to the transmission of text data and there were no special needs for real time data communication. That is why there were not variables to qualify real time data transfer. Now the service level management needs to offer to end users availability, performance and accuracy. Nowadays managing the quality of service, there is no value in reporting such data as packets dropped, network latency, repair interval for network outages, etc [43].

The real data transfer capacity can not be forecasted in the peak time. If perfect service is not possible, then it is necessary to determine what level of service is acceptable. The problem is that service provider lacks some of the necessary information. They do not have adequate information about the value of the service to the client organization [43]. The quality of service or class of service can be connected to address, to protocol or to some else property of transmission. The other method is that the application of the workstation tells to the network what level of service it needs. Microsoft will integrate in future Windows versions properties needed in using class of service. In the future application software can request services of the network with Winsock 2.0 interface. Network applications must be changed to use new interface and class of service [2].

6.3 Future trends

Service providers need to ^nd new and effective ways to [1]:

ffl Deploy services more quickly ffl Deliver guaranteed services through service-level agree-

ments (SLA)

ffl Evolve from reactive network management to proactive

service management

ffl Reduce costs by automating network and service man-

agement.

Enlargening services (such as e-commerce, web hosting etc.) are being deployed over an infrastructure that spans multiple control domains. These end-to-end services require cooperation in internetworking between multiple organizations, systems and entities. Currently, there are no standard mechanisms to share selective management information between the various service providers or between service providers and their customers. Such mechanisms are necessary for end-to-end service management and diagnosis as well as for ensuring the service level obligations between a service provider and its customer or partners [11].

Service providers need to deploy interoperability, distributed scaleable architectures, integration and automation of network management systems. The management system must make management easy and ~exible to service providers. The management system must also make service providers operations and end goals easier.

6.4 Authentication and authorization

Almost all applications utilize user information and presume an authentication of users. Authentication means that a network user establishes a right to an identity, the right to use a name. Passwords, smart cards and certi^cates are used to authenticate a user. A user may have the rights to use more than one name and a user may have rights to use identities established by multiple organizations (such as universities and scholarly societies). Authorization is the determining whether an identity is permitted to perform some action, such as accessing a resource [30].

There might be an advantage if all the user information is available in same directory. All the applications could then use same information. Users have to log in only once to be able to use all the services and recourses [32].

Requirements There are some basic requirements for authentication [30]:

ffl access management solution needs to work at a practical

level

ffl the solution needs to be secure ffl it should make access easier, minimizing redundant au-

thentication interactions and providing a user-friendly information resources

ffl it needs to scale ffl it needs to be robust ffl there should be a simple and well-de^ned (standard) in-

terface between resource operator and licensing institution

ffl it must be able to recognize the need for a user to access

a resource independent of his or her physical location (for example, a user must be able to connect to the internet via a commercial ISP, a mobile IP link, or a cable television internet connection from home)

Problems The basic access management problem is licensing agreements for networked information resources today. The situations where institutions agree to share limited-access are dif^cult. At present, most access to network information resources is not controlled on a ^ne-grained basis. There is a danger that by accommodating all the needs for ^ne-grained access management into the basic access management mechanisms will produce a too complex and costly system [30].

Management data is a problem in the current access framework. The problem is the con~ict between individual and public data. Most of the data have to be sorted out at the institutional policy level and it may involve making sacri^ces in order to ensure privacy. Some institutions may be legally limited in their ability to collect certain management data.

Proxies and credential-based authentication (the user presents a credential to the operator as evidence that he or she is a member of the user community) schemes seem to be viable. Proxy servers will become a focal point for policy debates about privacy, accountability and the collection of management information. Successful operation of a proxy server means that the user trust the licensee institution to behave responsibly and to respect privacy.

A cross-organizational authentication system based on a credential approach has the advantage of greater transparency. Resource operators can have a higher level of con^dence in the access management mechanisms and a greater ability to monitor irregular access patterns. Privacy, accountability and the collection of management statistics must be taken up for discussion among a larger group of parties.

IP source ^ltering does not seem to be a viable solution, although it may be very useful for some niche applications, such as supporting public workstations. It can be used more widely, but it cannot support remote users ~exibly in its basic form. Most real-world access management systems are going to have to employ multiple approaches and IP source address ^ltering is likely to be one of them [30].

6.5 Billing

Internet is becoming able to support heterogeneous applications and services to a diverse user community. Delivered services must be billed. In the future we want to know, who is using the network, what the network is being used for and when the network is being used [29]. Some pricing mechanism will be necessary in order to manage the quality of services (QoS). Accounting and billing systems must be reliable, scaleable and high performance, offering ~ow-through operation from the other systems.

Payment mechanisms Internet payment mechanisms can be grouped into three classes: electronic currency systems, credit-debit systems and systems based on credit card numbers [35]. Collecting and rating usage, tracking services, managing inventories and reconciling invoices are key features of accounting systems [29].

The safety issues are under the discussion. Some payment mechanisms are totally anonymous and payers can not be tracked (such as E-cash - electrical purse, where you load money and pay with it). The principal advantage of electronic currency is its potential for anonymity. The disadvantage is the need to maintain a large database of past transactions to prevent double spending.

In the credit-debit model (like NetCheque system), customers are registered with accounts on payment servers. Customers authorize charges against those accounts. The creditdebit model is audible. Once a payment instrument has been deposited, the owner of the debited account can determine who authorized the payment, and that the instrument was accepted by the payee and deposited [35].

Some payment mechanisms are based on credit cards (such as Cybercash). Information is often shared with owner of the credit card, payment service provider and credit card company. The owner of the credit card does not need to give a number of the credit card to the merchant. The information of the payments are collected on the server of the payment service provider. A customer’s credit card number is also encrypted using public key cryptography. The advantage is that the customer does not need to be registered with a network payment service; all that is needed is the credit card number.

Demands of the electronic payment Internet payment system should be secure, reliable, scalable, anonymous, acceptable, ~exible, convertible, effective, ease to integrate with applications and ease to use. An anonymity is more important in some communities or for certain kinds of transactions, than they are in other communities [35].

ffl Security: The infrastructure must be usable and resis-

tant to attack in an environment where modi^cation of messages is easy.

ffl Reliability: The infrastructure must be available and should

avoid failures.

ffl Scalability: The payment infrastructure must be able to

handle the addition of users without suffering a loss of performance.

ffl Anonymity: For some transactions, the identity of the

parties to the transaction should be protected. Where anonymity is important, the cost of tracking a transaction should outweigh the value of the information that can be obtained by doing so.

ffl Acceptability: A payment instrument must be accepted

widely.

ffl Customer base: The acceptability of a payment mecha-

nism affects the size of the customer base.

ffl Flexibility: Alternative forms of payment are needed.

The payment infrastructure should support several payment methods including credit cards, personal checks, cashier’s checks and anonymous electronic cash.

ffl Convertibility: There will be several forms of payment,

providing different trades.

ffl Ef^ciency: Royalties for access to information may gen-

erate frequent payments for small amounts. Applications must be able to make these payments without noticeable performance deterioration.

ffl Ease of integration: Applications must be modi^ed to

use the payment infrastructure in order to make a payment service available to users.

ffl Ease of use: Users should not be constantly interrupted

to provide payment information and most payments should occur automatically. Users should be able to limit their losses and monitor their spending.

Threats of misusing electronic currency can lead to the running into dept (unpaid bills), forgeries, not allowed payments on behalf of another person, double purchases (order twice - pay once), refusal of payments and unsuccessful deliveries.

Future billing requirements Some of the requirements of new billing systems include:

ffl Real-time react to market activities ffl Flexible billing formats and media to meet customer de-

mands

ffl Flexible rating engine that allows discounting ffl Integrated billing, which includes charges from third-

party providers

ffl Well-de^ned interfaces to allow easy integration and data

sharing between business systems and the billing system [6].

6.6 Directories

Directories are logical data repositories to save and to search for information. Directory services are important in helping users to ^nd information on a network. Directory services must be reliable and secure in performance. Directories are used for example in saving personal data with telephone numbers and e-mail addresses. The data is often saved in logical tree form.

Special programs on the Internet have basic directory functions (mapping names to addresses and vice versa). The Domain Name System (DNS) provides these directory services on the Internet by mapping domain names to IP addresses and providing e-mail routing information for domain names. Security is another task of the directory. The directory is the logical place for usernames and passwords as well as public-key data such as certi^cates and keys. Another use of the directory is yellow-pages functions, where searches ^nd all entries in the directory where attributes satisfy some search criteria. Policy-based networks (PBNs) and guaranteed Quality of Service (QoS) applications are also driving the demand for directories [3].

If all the con^guration information, pro^les and preferences are saved in the directory of the network, it can be used by any workstation in the network. At the same time the importance of an individual device and its place decreases. When intranet systems are expanded to extranet-systems, there is a problem combining different type of directories and databases. A standardized model of directories will help this integration.

Centralized directory can also lead to decreasing maintenance costs. The main part of the costs are management and maintenance costs. If the directories are centralized, part of the maintenance can be centralized. The development of an application is also easier if all the information is available in directories using standardized protocols [32].

7 NETWORK MANAGEMENT

7.1 Configuration management

Network design is continuous process. When the network is up and running, the organization discovers new tasks for the network, which leads to design changes, new network equipment and new discoveries.

Con^guration management means initializing and shutting down part of the network (for example routers, hubs, repeaters) and report the changes. The routing and peak time loading are common situations, that con^guration management must resolve. They must also understand the network traf^c patterns and identify bottlenecks that reduce the performance. Nowadays modern components and subsystems can be con^gured to support many different applications. The same device can be con^gured to act either as a router or as an end system node or both. The con^guration manager can choose the appropriate software and set of attributes and values for that device [39, pages 481]. Recon^guration is necessary when the network is expanded or in the fault isolation.

As the network scales up in physical size (capability and complexity), so the management capabilities must be enlarged. The aim is that these actions can be automated. It should also be possible to make on-line changes without affecting the entire element or network [37]. The large-scale network management systems must be constructed to support several network elements and also be extensible to support new elements. It must be ~exible enough to support the rapid deployment of new highly customized services.

Activities in the network management are [25]:

ffl Activities, that do not affect the function of the element

(for example changing the parameters of the device)

ffl Activities, that affect the function of the element (for ex-

ample switching off the element from the sub-network)

ffl Activities, that make elements to do desired activities

(for example restart)

What is essential in the con�guration management Dynamic updating of the con^guration needs to be done periodically to ensure that the existing con^guration is known. This is essential in fault management as well. Con^guration management is well organized when all the gathered information and operations are in statistical form. Con^guration management tools have reporting components. When network con^guration changes, users must be informed about new network elements and recourses.

When the network is designed, it would be essential to predict the growth of a network. There is a risk of spending money on hardware and services that remain underutilized. On the other hand the risk of underprovisioning is that there is a lost of productivity which re~ects to the service level [12]. The network should also be prepared to the varying volumes of users.

By continuously addressing the cost of maintenance (Mean Time Between Failure (MTBF) and Mean Time To Repair (MTTR) statistics, costs associated with maintaining) the network as a system can be tuned [42].

7.2 Security management

As computer-based communications and networks that link open systems continue to expand, security management becomes critical. The security management should be used to permit access and also to keep unwanted personnel from having access to network control functions. Security management should permit unauthorized access to the network. Thus standardization of security properties has developed slowly.

Security management should include [37]:

ffl Controlling user authorization ffl Maintaining multiple levels of access control ffl Reporting access attempts or breaches (breaks) of secu-

rity

ffl Maintaining separate security control information ffl Limiting access to historical security logs.

Another important area of security is preventing unauthorized access to the physical network environment.

Effective security management must be involved in all steps of the data storage and transfer process. Logs are important security tool and therefore security management is involved with the collection, storage and examination of the audit records and security logs. Increasing the level of the network security will affect to the openness of the system and to the cost of maintaining the network. The implementation of security management with proper controls should not affect the normal operation of network personnel. Problematical is where to locate data security properties.

Hubs Hubs used in LANs are provided with security properties (for example tapping or listening protection, penetration prevention). The security level operations can be restricted by the date or by the time period.

Routers Routers improve the network security, but they bring along new problems. For example routing protocols are susceptible to the security attacks and routing mistakes may allow the entrance of unauthorized personnel into the network. The unlicensed remote and local operations must be prevented with a username. The traf^c control through the router is managed with a packet ^ltration which is based on the list. Some properties can be attached to the router, such as the network address translation (NAT), port address translation (PAT), logging of events and alerts. It has not been possible to expand the capacity of traditional routers as cost-effectively as the capacity of PC workstations or the network traf^c volume [2].

Firewalls The controlled connections between the company’s net and a public net are carried out with ^rewall. The ^rewall consists usually of routers, nets, isolated ^rewall devices and software. The ^rewall can operate also inside the net, if the security demands are high.

Firewall products are divided into three groups:

ffl Packet ^ltering: Controlled routing which is based on

the addresses and the types of the packets.

ffl Proxy server: Control of the traf^c which takes place at

the application level.

ffl Stateful inspection: Supervision of the state of the con-

nection on the packet layer.

The ^rewall is often the bottleneck of the network. The examining of every packet before the transfer requires an ef^- cient processor. Also the setting failures may leave unprotected passages through the ^rewall [2].

8 PHYSICAL NETWORK MANAGEMENT

8.1 Performance management

Performance management gives us information about elements of the network. The operator determines, which are the critical segments of the network and whether it is essential to expand recourses.

There are quite a few metrics for network performance and therefore analysis must be done. Three parameter groups for signaling network performance are [22]:

ffl Message delay ffl Signaling traf^c load ffl Error rate

The most commonly used network performance characteristics are [12, pages 92]

ffl response time (average, long term variation): indicator

of performance, the lower the better, should be predictable

ffl transaction time: some transactions may be con^gured

to have priority over other transactions

ffl utilization (memory and disk, CPU, network utilization) ffl collision rate ffl protocol overhead and ef^ciency ffl maximum number of concurrent users ffl time to perform a large ^le transfer ffl time to display color image ffl dropped packet rate and retransmissions

Peak time The target of the congestion control is to prevent from transmitting too many packets at the same time. Networks utilization and traf^c control creates the peak time. The connection mechanism used by the nodes decides which cells or packets are removed from the bit stream. The choice is based on the communication agreement and on the priority ~ag. The network has no in~uence on the bit mistakes because they are results of the physical transmission phenomena.

In ATM-networks the peak times are results of variable bit rate (VBR) and undetermined bit rate (UBR) connections. When the variable bit rate connections increase, the combined transmission behaves more randomly. Retransmissions are delayed when a peak time delays the responses.

Analysis The analysis become more important, when networks increase in size and in complexity. Analyzers are used to determine physical problems, loading problems (for example broadcast) and transmission protocol problems. Analyzers are understood as troubleshooting tools, but they should be used as proactive indicators as well.

It is dif^cult to choose the right metrics to analyze network ef^ciency. The tools available today typically gather and display volumes of detailed data rather than interpret and highlight the meaning of the data. Many of these tools look at a single element rather than the network as a whole. Data becomes information when it is organized, correlated and presented in ways that make clear its meaning, helping the network manager make the best decisions [4]. It is important to analyze the network up to date. Managers must also predict future trends based on historical network trends and business information.

Expert systemsThe network manager is overloaded with data. A stream of detailed data means by itself a little. Effective information is compact. The network management problem thus becomes an information management problem.

Before the expert systems, alarms and events were checked manually by the operators. Now expert systems are tested in automation of this process. Various expert systems can be used in the network management. There are several arti^cial techniques that can be used, such as Rule-Based Reasoning (RBR), bayesian networks (BN), neural networks (NN), Case-Based Reasoning (CBR), Qualitative Reasoning (QR) and Model- Based Reasoning (MBR) [9].

Expert systems provide an ef^cient and cost effective way of automating network fault management. By automating fault management, problems and possible diagnosis can be done faster and more ef^ciently. Problematic for rule-based expert systems is the real time performance [23]. By expert systems bounds on response times are dif^cult to establish. There are also risks pushing the limits of automation through the introduction of new or only partially proven technologies.

8.2 Fault management

Physical network problems account more than half of all network problems. Technicians spend most of their time locating the origins of such problems (^ber cut, the earth is incorrect, adapter is broken or incorrectly joined). This costs network providers time and money. Network management systems have also traditionally focused on the logical connection between the end user and the network destination, since most network problems have been a result of errors created by software applications [37]. Finding and repairing failures of software applications is usually dif^cult, for example the workstation sends but does not receive packets, too many collisions, frames are too short or too long.

Fault management is trouble shooting, fault isolation and fault correction. There are two mechanisms of transferring network management information from a managed entity to the manager: polling and the sending of alerts. Alerts are information delivered to a manager that is not the result of a speci^c query. Advantages and disadvantages exist within each method. Most network management systems use an optimal combination of alerts and polling. Doing so maintains the advantages of each and eliminates the disadvantages of pure polling [41].

Today, the process of fault management needs to be automated. Rapid and accurate correction of network problems need to be created by the network or by the end user. It is important to clearly de^ne the problem so that it describes the root problem [5]. Although the entire network is violated, the network management application must work [38].

Polling Most systems poll the managed objects, search for error conditions and illustrate the problem in a graphic format or a textual message. There are two polling disadvantages: response time for problem detection and volume of network management traf^c [41].

Having to poll many management information base (MIB) variables per machine on a large number of machines is itself a problem. The ability to monitor such a system is limited. If a system fail shortly after being polled, there may be a signi^cant delay before it is polled again. During this time, the manager must assume that a failing system is acceptable. While improving the mean time to detect failures, it might not greatly improve the time to correct the failure. The problem will generally not be repaired until it is detected.

Polling many objects on many machines increases the amount of network management traf^c ~owing across the network. It is possible to minimize this through the use of hierarchies (polling a machine for a general status of all the machines it polls). Anyway, the response time will be a problem [41].

Sending alerts The problem of sending alerts is potential loss of critical information and potentiality to over-inform the manager. They may also fail to be delivered, and critical information may be lost. Alerts are usually not to be delivered when the managed entity fails or the network experiences problems. It is important to remember that failing machines and networks cannot be trusted to inform a manager that they are failing.

Alerts in a failing system can be generated so rapidly that they impact functioning resources. An Ťopen loopŤ system in which the ~ow of alerts to a manager is fully asynchronous can result in an excess of alerts being delivered. There may be a situation where all available network bandwidth into the manager is saturated with incoming alerts and this could prevent the manager from disabling the mechanism generating the alerts. Methods are needed to limit the volume of alert transmission and to assist in delivering a minimum amount of information to a manager.

Alarm correlation makes it possible for network operators to more quickly determine the cause of an immediate problem. It does this by ^ltering secondary alarms, thereby allowing the network operator to focus on the root cause of the problem (not on the entire network), whether it is a ^ber cut, an equipment failure or a bandwidth overload.

An ideal management system will generate alerts to notify its management station of error conditions. These alerts must be self limiting with required positive feedback. The manager should periodically poll to ensure connectivity to remote stations, and to get copies of alerts that were not delivered by the network [41]. Expert systems are used in ^ltering alarms.

Log �les Many management tools log events with different formats and different sources. These events should be later correlated with time stamp to identify the source of the problem. We need also topology information to identify the precise location of the problem.

Many devices have buffers reserved for logs. The buffer takes disk space from the other operations. When the buffer is full, new logs are overwritten to the oldest ones. If the buffer becomes full quickly, some important logs may disappear before they are noticed.

Fault detection After detecting a fault, operators should as soon as possible ^nd the root cause of the problem. They must determine what troubles it causes and to whom. At ^rst the operator might try to ^nd the parts of the network, where the fault can not be, by eliminating processes. These parts can be neglected. If there is a very serious and dif^cult problem, the network can be divided into smaller parts and the parts are inspected one by one [10].

Operators can by connectivity tests ^nd the violated devices. By the same time can be detected if the fault is local or widespread. They can also test the data integrity to ^nd out whether a part of the packets are lost by transmission. Delays are also tested, because some faults are results of excessive delays.

Ping The packet inter net groper (Ping) is used for troubleshooting purposes. It sends an internet control message protocol (ICMP) loopback request packet to a target IP address. The receiver accepts the loopback request and issues a loopback response to the initiator of the Ping command. With echoresponse can not be determined which one of the possible routes is violated, because loopback request and loopback response may use different routes. Ping can be used only to determine if the target IP-address is available. Ping can be used to measure response time of different packet sizes as well [12, pages 33].

Traceroute Unlike Ping Traceroute forces every router to send back an ICMP-control message. Most Traceroute applications send user datagram protocol (UDP)-datagram to the UDP-port, which is randomly selected [10]. Sometimes ^rewalls ^lter these packets from the main traf^c, when the tracing has come to an end.

8.3 Operation management

Every device in the network (bridges, routers, hubs, servers, workstations) can be manageable and statistical information (sender, receiver, volume of transported information, time stamps, used resources) can be gathered. All terminal equipment do not need to be manageable [51]. For example workstations send alerts about violated connections, because they are shutted up and down continuously.

Operators decide what is the essential information to gather periodically and to analyze. Extra data takes CPU capacity from real network operations. Measuring and controlling should not happen at the cost of normal network operations. Suf^- cient basic measurements are however essential, so that the analysis can be done.

Accessibility Measuring the accessibility of devices helps us to collect information about the status of the network; although it isn’t a complete method. In general some points are selected to measure connections. After measurements the results shall be interpreted correctly. For example controlling the routers is not enough. If the setup of the router has been speci^ed so that it gives the preference to packet switching, it will send packets normally although it is heavily loaded and it perhaps can not answer to messages of controlling device. Another problem is for example that two devices can be reached but they do not have connection to each other.

Routing tables Another method is to control routing tables. The routing should change only when the topology of the network changes so when the operator has changed the structure of the network. If there are changes at other times, there is probably something wrong with the network. Routing tables express the topology of the network. This kind of program is more dif^cult to write than a program of controlling accessibility [10]. In order to get information from routers to the routing tables, routers must be Simple network management protocol (SNMP) compatible, dynamic routing tables must support sending request or routing information must be able to solve by tapping routing protocol. These requirements are not necessarily realized although SNMP is common. Analysis of the routing tables can concentrate on the parts of the network which are most susceptible to failures.

Controlling the traf�c Third method is to control traf^c and analyze statistical distribution of the traf^c. Statistical analysis gives also hints of malfunction in the network. It is easier for the operator to plan modi^cations of the network, when the use of the network is known. Operator ^nds out which connections and services are used and which are needed. By controlling sizes of packets the dominating traf^c in the network can be found. By ^nding out traf^c peaks unnecessary load can be avoided.

Traf^c control needs resources. Usually a separate control station is needed to collect and analyze traf^c statistics. There should be a method to link control station so that the traf^c information is collected from the network. Controlling traf^c is however reliable and cost effective method to ^nd out problems before they exist. Traf^c controlling can be limited to the most important parts of the network [10].

9 COMMERCIAL NETWORK MANAGEMENT PRODUCTS

HP OpenView Hewlett-Packard HP OpenView has a wide variety of features. In addition to traditional network management it includes system management and service management features. It provides users with Web/Java-based and traditional user interfaces. http://www.openview.hp.com

SUN Solstice Sun Microsystems Solstice is a traditional network management application. Different versions are provided for SOLARIS, Windows and Web/Javabased environments and for TMN and SNMP network management.

http://www.sun.com/solstice

Java Dynamic Management Kit Sun Microsystems JDMK is the ^rst application using JMAPI technology. It helps to develop Web-based management services using Java agents or JavaBeans for Management -technology. http://sun.com/software

TIVOLI IBM TIVOLI is a network management system that contains features that meet the requirements of especially demanding network environments. The product is aimed at both enterprises and network operators. http://www.tivoli.com

CYBERMANAGE Wipro Limited CYBERMANAGE is a Web-based network manager. It includes development tools.

http://cybermanage.wipro.com/index1.html

SPECTRUM CABLETRON Systems http://www.cabletron.com/spectrum

INTEL LANDesk Intel http://www.intel.com/network/products/LANDesk srvr mgr.htm

ASANTEVIEW Asante Technologies, Inc.

http://www.asante.com/products/p soft int.html

UNICENTER TNG Computer Associates http://www.cai.com

CONCORD Concord Communications http://www.concord.com/products.htm

CLEARSTATS RedPoint Network Systems http://www.redpt.com/ClearStats/

NETSCOUT WEBCAST Netscout http://www.netscout.com/Products/WebCast/body webcast.html

BIBLIOGRAPHY

[1] *. Cisco service management system, white papers.

URL: http://www.cisco.com/warp/public/cc/cisco/mkt/servprod/sms/csm wp.htm. Jun 14, 1999.

[2] *. ICL:n verkkoaapinen, verkkoratkaisut ja palvelut.

http://www.icl.^/infra/verkkoratkaisut/kirja.

[3] *. LDAP: Ful^lling the promise for directory-enabled networks.

http://www.cnilive.com/impact/specials/ldap/.

[4] *. Managing network empowered businesses:

Support for embattled network managers. http://www.concord.com/library/wpapers/02.htm.

[5] *. Proactive solutions to the ^ve most critical networking problems, network general.

http://summitonline.com/netmanage/papers/netgen2.html.

[6] *. Telecommunications billing systems: An overview.

http://suncom.bilkent.edu.tr/products-n-solutions/telco/billing bkgrounder.html.

[7] *. Voice and video over IP networks.

http://www.3com.com/technology/tech net/white papers/503016.html.

[8] *. SPIN homepage.

http://www.iit.nrc.ca/SPIN public/english.html (1999). Jun 2, 1999.

[9] BACON, A. Expert systems use in fault management systems.

http://www.cbu.edu/ pong/624arb1.htm.

[10] BALLEW, S. M. IP-verkkojen hallinta Ciscon reittimillĺa.

Suomen Atk-kustannus Oy, Helsinki, 1998.

[11] BHOJ, P., SINGHAL, S., AND CHUTANI, S. SLA management in federated environments. In Integrated Network Management VI (Boston, USA, May 1999), pp. 293Ű308.

[12] BLOMMERS, J. Practical Planning for Network Growth.

Prentice Hall PTR, New Jersey, 1996.

[13] CASE, J. D., DAVIN, J. R., FEDOR, M. S., AND SCHOFFSTALL, M. L. Internet network management using the simple network management protocol. In Local Computer Networks, Proceedings 14th Conference on (1989), pp. 156Ű159.

[14] CCITT RECOMMENDATION X.700. Management Framework for Open Systems Interconnection (OSI) for CCITT Applications, Sept. 92.

[15] CCITT RECOMMENDATION X.701. Information Technology - Open Systems Interconnection - Systems Management overview, 1992.

[16] CHAPMAN, M., AND MONTESI, S. Overall Concepts and Principles of TINA. Tech. rep., TINA-C, Feb. 1995.

[17] CLARK, D. The internet picture, shaping the internet of tomorrow. In The New World of Information, International Seminar (Helsinki, Mar. 1999).

[18] DARST, C., AND RAMANATHAN, S. Measurement and management of internet services. In Integrated Network Management VI (Boston, USA, May 1999), pp. 125Ű 140.

[19] DERI, L., AND MATTEI, E. An Object-Oriented Approach to the Implementation of OSI Management. Computer Networks and ISDN Systems 27, 9 (Aug. 1995), 1367Ű1385.

[20] ETSI ETR 037. Network Aspects (NA); Telecommunications Management Network (TMN) Objectives, principles, concepts and reference con^gurations, Feb. 1992. DTR/NA-043202.

[21] ETSI ETR 230. Network Aspects (NA); Telecommunications Management Network (TMN); TMN standardisation overview, Nov. 1995. DTR/NA-043207.

[22] FREEMAN, ROGER, L. Telecommunication System Engineering, 3rd ed. John Wiley & Sons Inc, New York, 1996.

[23] FULLER, W. Network management using expert diagnostics. Summit On Line, White Papers, http://www.summitonline.com/netmanage/papers/stanford1.html.

[24] HALME, S. Televiestintĺajĺarjestelmĺat, 894. Hakapaino Oy, Helsinki, 1998.

[25] HAUTANIEMI, M. Diplomityĺo: TKK/Atkkeskuksen TCP/IP-verkon valvonta ja hallinta. Teknillinen korkeakoulu, Tietotekniikan osasto, http://www.hut.^/ hau/thesis/verkonhall toteutus.html, 1994.

[26] HERMAN, J. Integrated management for the networked millennium. In Proc. of IM’99 (Boston, USA, May 1999).

[27] ITU-T RECOMMENDATION Q.750. Overview of Signalling System No.7 Management, Mar. 1993.

[28] KOTH, A., EL-SHERBINI, A., AND KAMEL, T. A new interoperable management model for IP and OSI architectures. In AFRICON, IEEE AFRICON 4th (Sept. 1996), vol. 2, pp. 944Ű949.

[29] LIDYARD, D. New technologies and strategic trends:

An introduction to network accounting.

http://www.summitonline.com/netmanage/papers/telco1.html.

[30] LYNCH, C. A white paper on authentication and access management issues in cross-organizational use of networked information resources.

http://www.cni.org/projects/authentication/authenticationwp.html (1998).

[31] MAGEDANZ, T., AND POPESCU-ZELETIN, R. Intelligent Networks - Basic Technology, Standards and Evolution. Thomson, 1996.

[32] MENSOLA, S. Diplomityĺo: IP-verkon kommunikaatiopalveluiden hallinta. Teknillinen korkeakoulu, Sĺahkĺotekniikan osasto, http://kyyppari.hkkk.^/ k23332/dippa/luku2.htm, 1998.

[33] MUSCIANO, C. Network or nightmare? adding computers adds complexity. how do you keep up?

http://www.sunworld.com/swol-09-1998/swol-09- network.html.

[34] NEUFELD, G. Transmission of multimedia services over IP/ATM.

http://www.cs.ubc.ca/nest/dsg/tevia/citr97.html.

[35] NEUMAN, B. C., AND MEDVINSKY, G. Netcheque, netcash, and the characteristics of internet payment services. The Journal of Electronic Publishing 2, 1 (1996).

http://ing.ctit.utwente.nl/WU5/literature/works/NeumNetPay.html.

[36] OMG. CORBA-based Telecommunication Management System, May 1996.

[37] ROBINSON, C. Integrated network management for multimedia networking.

http://engineer.home.mindspring.com/book.htm.

[38] ROSE, M. T. The Simple Book, An Introduction to Management TCP/IP-based internets. Prentice Hall, USA, 1991.

[39] STALLINGS, W. Local and Metropolitan Area Networks, 4th ed. Maxwell MacMillan International, New York, 1993.

[40] STALLINGS, W. SNMP, SNMPv2, and CMIP. Addison- Wesley, 1993.

[41] STEINBERG, L. Techniques for managing asynchronously generated alerts. RFC 1224 (May 1991), 24.

[42] STEVENSON, D. W. Network management Ů what it is and what it isn’t.

http://netman.cit.buffalo.edu/Doc/Dstevenson (1995).

[43] STURM, R. Managing quality of service.

http://www.summitonline.com/service/papers/rick1- serv.html.

[44] SUN MICROSYSTEMS. JavaTM Management API (JMAPI).

http://www.javasoft.com/products/JavaManagement/ (1999). Jun 2, 1999.

[45] TELEMANAGEMENT FORUM. SMART TMNTM Technology Integration Map. Telemanagement Forum, Oct. 1998.

[46] TELEMANAGEMENT FORUM. SMART TMN overview.

http://www.tmforum.org/pages/overview/tmfovr.html (1999). Jun 2, 1999.

[47] THE OPEN GROUP. X/Open Guide, Systems Management: Reference Model.

http://www.opengroup.org/onlinepubs/009279299/toc.htm (1997). apr 5, 1999.

[48] TINA-C. Principles of TINA.

http://www.tinac.com/about/principles of tinac.htm (1999). apr 11, 1999.

[49] UDUPA, D. K. Telecommunications Managemement Network, 1 ed. McGraw-Hill, 1999.

[50] VALLILLEE, L. SNMP and CMIP - An Introduction to Network Management.

http://Home.InfoRamp.Net/ kjvallil/t/work.html (1999). May 26, 1999.

[51] VINCENT, P. Network administration.

http://www.enic.fr/people/vincent/CNMI/6- NETADMIN.HTM.

[52] VON KNORRING, N. Tina management principles. In Proceedings of the Seminar on Telecommunications Architectures’99 (1999), J. Karvo, Ed.

[53] WARRIER, U., AND BESAW, L. The Common Management Information Services and Protocol over TCP/IP (CMOT). RFC 1095.