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Abstract

Open Shortest Path First (OSPF) and Intermediate System to
Intermediate System (1S-1S) are two most widely used link-
state routing protocols. Both date from the late 1980s and
share a common ancestry. The protocols have evolved con-
siderably over their existence and there is still active devel-
opment going on. | survey the development of the protocols,
taking into account the changes made to OSPF after version
2 and changes related to IP routing in IS-1S. Convergence
issues and traffic engineering extensions are also considered.
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1 Introduction

Open Shortest Path First (OSPF) and Intermediate System to
Intermediate System (IS-1S) are both link state routing pro-
tocols designed to be used within a single autonomous sys-
tem (AS). In this paper | will examine the changes made to
the protocols and analyze the effect of the changes. Only
changes affecting layer 3, the network layer, are considered
as far as it is possible to separate layers 2 and 3. In the case of
IS-IS, 1 will restrict myself to examine its use in IP routing.

The terms “router” and “intermediate system” both de-
scribe a node which forwards packets towards their desti-
nation. | use the term “router” when there is no need to sep-
arate the OSPF and IS-IS behavior. Otherwise, intermediate
system (IS) refers to 1S-1S and router to OSPF. Also, when
discussing about the common aspects of the protocols, the
terminology used is from OSPF whenever there are different
terms for a common concept (e.g. LSA vs. LSP).

This paper consists of a short introduction of the two pro-
tocols in section 2. The introduction is a very broad view
of the two protocols and does not go into details. A sur-
vey of changes made and proposed is presented in section
3. The changes and proposals have been classified into cat-
egories. In section 4 | examine which changes have been
implemented and are in actual use.

2 OSPFandISIS

OSPF [24] and IS-IS [7] are routing protocols using link-
state routing. OSPF is designed for routing IP and IS-IS
was originally designed for routing ConnectionLess Net-
work Protocol (CLNP) (ISO 8473). Extensions to IS-IS re-
quired for IP routing have been defined in [3].

IS-IS was based on a routing protocol for DEC Phase V,
which the 1SO took as basis for 1S-1S. An early draft of IS-IS

was then taken as a basis for OSPF. Specifications for both
protocols were published at the end of 1980s. A protocol
based on an early draft of IS-IS was deployed in NSFnet
starting in 1988. Both protocols have been deployed since
the turn of the 1990s.[21]

The protocols closely resemble each other, OSPF having
been developed on ideas present in 1S-1S[21]. Therefore, |
will describe the protocols together, and point out any differ-
ences between them.

IS-IS sends the routing information packets directly over
the link layer. It does not encapsulate the packets in IP as
does OSPF. Thus, in an AS that uses IS-1S there is non-IP
network traffic. This might cause problems in some network
configurations as mentioned in annex E of [3]. The example
topology is one where there is a bridge/router connecting two
Ethernet local area networks (LANS) with an 1S-1S router on
each. The bridge/router routes IP packets and acts as a bridge
for all other protocols. The IS-IS routers exchange routing
information using 1S-1S packets, and therefore do not know
about the existence of the bridge/router. When the routers
start to forward IP packets to one another, the bridge/router
might drop them because they are not addressed to its Ether-
net address.

2.1 Basic functions

The routers keep a local copy of the network topology in
a link state database. The topology is interpreted as a
weighted graph where the nodes represent routers and the
edges links. On both protocols, a broadcast LAN is modeled
as a pseudonode which has edges to all routers connected to
the LAN. Without the pseudonode, a broadcast LAN would
have N2 edges connecting N routers while the pseudonode
cuts the number of edges to N. All routers flood informa-
tion about the state of their neighborhood to other routers in
the AS. The information is stored in Link State Advertise-
ments (LSAs) in OSPF and in Link State PDUs (LSPs) in
IS-IS. LSAs are encapsulated in Link State Update (LSU) or
Database Description packets. Again, the broadcast LANs
are an exception. A Designated Router (DR) is chosen for
a LAN and acts as a pseudonode, that is, sends LSAs de-
scribing links to all routers connected to the LAN. The graph
is used to calculate a shortest path tree by using Dijkstra’s
shortest path first (SPF) algorithm. Routing tables are then
constructed based on the tree.[7][24]

The routers are considered neighbors if they are directly
connected. Neighboring routers can form an adjacency. Ad-
jacencies are formed by sending hello packets to all neigh-
bors. Routers attach information about their capabilities to
the hello packets. The hello packets are sent periodically
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over all interfaces on which the protocol is activated to de-
termine the state of adjacent routers. Adjacent routers ex-
change routing information and keep their databases syn-
chronized. Thus, adjacencies generate network traffic. In
IS-IS, all neighboring routers even on broadcast LANs be-
come adjacent. The adjacency in IS-IS does not entail as
much network traffic as in OSPF.[7][24]

In order for the routing to work, the databases containing
the network topology must remain identical. If the network
topology changes, the routers noticing the change then flood
new LSAs which causes new SPF calculations in all routers
in an area. The database synchronization mechanisms are
similar. In OSPF the contents of the database are sent in
Database Description or LSU packets, containing the LSAS
in the database. In IS-IS portions of database are sent in
Complete Sequence Numbers PDUs (CSNP) and Partial Se-
guence Numbers PDUs (PSNP). The packets containing link
state information are numbered to guarantee that only the
most current information is used.[7][24]

2.2 Hierarchical Routing

Both protocols support the division of an AS into separate
areas. There is a special backbone area connecting all normal
areas. All inter-area traffic will travel across the backbone.
The concept is broadly the same in both protocols, but the
terminology differs.

Routers inside an area are called internal routers in OSPF
and Level 1 (L1) and Level 1/2 (L1/L2) intermediate systems
in 1S-1S. Routers belonging to the backbone are called Area
Border Routers (ABR) in OSPF and Level 2 (L2) interme-
diate systems in 1S-1S. In OSPF the backbone is composed
by all ABRs and possibly routers internal to the backbone.
In 1S-1S the Level 2 Subdomain contains all Level 2 capable
1Ss.[7][24]

Furthermore, in OSPF areas with only one ABR can be
classified as stub areas. Stub areas do not receive infor-
mation about AS external routes. This eases the memory
and processing requirements for the routers inside the stub
area.[7][24]

The IS-IS L1 areas are analogous to OSPF stub areas.
They do not have information about other areas at all but
rely on default routes for inter-area traffic. The routes may
be suboptimal if there are more than one L1/L2 routers in a
L1 area because the inter-area traffic is always routed to the
nearest L2 router in an area.[7]

In OSPF, routers can belong to several different areas,
typically to the backbone and one other area. In IS-IS, the
routers are always inside just one area but some routers ex-
change traffic with both L1 and L2 routers. The L1/L2
routers reside in a L1 area. To summarize, in OSPF the area
border lies on router and in 1S-1S it lies on a link connecting
two areas.[7][24]

The internal topology of an area is hidden from out-
side. Similarly, internal routers are only aware of the net-
work topology in their own area. The backbone will route
inter-area traffic to the ABR at the border of the correct
area.[7][24]

OSPF backbone area is assigned an identifier of 0. The
backbone has a connection to all other areas. The connec-

tion does not have to be a physical one, a virtual connection
suffices.[24]

The 1S-1S L2 subtopology only routes to the edge of an
area. L2 routers have no knowledge about other areas. L1/L2
routers only know the topology of their own area in addition
to the L2 topology. This is a different approach than in OSPF.
A technique to insert some knowledge about the areas into
L2 subtopology is presented in [18].

The IS-1S approach scales better while the OSPF approach
gives sometimes shorter routes to destinations in areas. The
differences are not very significant anymore.

Indiscriminate use of areas can cause problems especially
when the network topology changes. For example, some
prefixes can become unreachable even when a route exists
to them if a link breaks inside of an area. Even without
changes in topology a bad area division can result in sub-
optimal routes to destinations inside an area.[39]

3 Changesand extensions

In this section | present changes and extensions made to the
protocols. First there are descriptions of a few general issues,
namely Multi-Protocol Label Switching, Bidirectional For-
warding Detection and convergence. After those, changes
and extensions to the two protocols are described. On many
occasions, both protocols have incorporated similar changes.

3.1 MPLS

A new packet forwarding technique, Multi-Protocol Label
Switching (MPLS), associates a simple label to each packet.
The label is typically determined by the destination address
of the packet and/or the route by which it arrived to the net-
work. Forwarding is then performed according to the label
eliminating the need to look at the packet headers. All pack-
ets following the same path through the network are equiva-
lent as far as the forwarding in the network is considered.
The label thus describes the forwarding equivalence class
(FEC) of a packet.[34]

There are no rules about the assignment of labels to the
packets. Packets can be given different labels depending
on their origin and the information is preserved in the label.
Therefore the labels add some information about the packet
that can not be deduced based on the headers alone. This ex-
tra information makes it possible to perform fairly detailed
routing of packets. Also, the calculations need only be per-
formed at the edge of the network as the packet enters the
network. The path that the labelled packet takes is called a
Label Switched Path (LSP, unfortunately the acronym is the
same as the acronym for the 1S-1S Link State PDU). A LSP
is defined to be the sequence of hops that forwards the packet
according to the label assigned to it by the router in the be-
ginning of the path. The packet may have a stack of different
labels.[34]

The label based forwarding is simpler than using the des-
tination address stored in the packet header. This makes it
possible to use simple switches inside the network and only
have complex routers at the edges assigning labels.[34]

Both OSPF and IS-IS contain extensions to facilitate
MPLS-based traffic engineering (TE). MPLS TE extensions
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have also been implemented for both protocols.[15][16].

3.2 Bidirectional Forwarding Detection

Bidirectional Forwarding Detection (BFD) is a purpose built
liveness testing protocol. Its aim is to quickly notice if a
path between two network entities breaks down. Thus it can
be used to test the state of the link between two routers.[13]

The normal mechanisms to test the liveness of a link notice
a link failure in a matter of seconds, depending on the inter-
val for sending periodic hello packets if there is no hardware
failure detection on the link. For example, in OSPF the min-
imum interval for hello packets is 1s, and the link is consid-
ered down when three hello packets are lost. Also, the hello
detection only tests the link from one forwarding engine to
another.[13]

BFD is intended for use with any protocol independent of
layer. In routers, it is appropriate to implement BFD in for-
warding plane to keep it independent from the control func-
tions. This enables the use of BFD even when doing graceful
restart.[13]

BFD works by establishing a BFD session. The session is
tied to the application using it and the application provides
the necessary information for BFD to start a session (e.g. the
address of the other party). BFD packets are encapsulated in
a packet of the appropriate protocol for transmission. BFD
can work either in asynchronous mode or in demand mode.
In asynchronous mode BFD sends control packets periodi-
cally while in demand mode they are sent only when there
is a reason to test the path. BFD also has an echo function,
where BFD sends a stream of packets which are looped back
to the sender. If several packets in a row are lost, the session
is declared down. The use of echo function allows reduction
of control traffic in both modes.[13]

BFD is useful in reducing the time needed to notice if a
link fails and therefore also the time needed to establish new
routes.[13]

3.3 Convergence

Convergence time is the time an IGP takes to fully adapt to
changed situation. There are four aspects that influence con-
vergence time: event detection, SPF processing, IGP adver-
tisement (e.g. LSA flooding) and Forwarding Information
Base (FIB) update. While the IGP is not converged pack-
ets may be lost. Furthermore, with today’s high bandwidth
networks even short failures result in many lost packets.[28]

Customers of Internet Service Providers (ISPs) typically
use the packet loss and convergence time as indicators of the
service quality.[28]

Both OSPF and 1S-IS incorporate similar features to de-
crease convergence time. BFD can be used to shorten the
time to notice a link failure (event detection). Incremental
SPF calculation algorithms have been implemented at least
in Cisco’s and Juniper’s routers (SPF processing).

The flooding of LSAs can be artificially delayed in or-
der to avoid congesting the network with LSAs for exam-
ple when there are route flaps. Removing the restrictions
enables faster flooding of the LSAs reducing convergence
time. Also, the LSAs are not necessarily sent forward until

the SPF calculation is performed. This is not such a problem
if the incremental SPF algorithm is used, as it is significantly
faster especially in larger topologies.[28]

The FIB update is an implementation issue and thus is out-
side the scope of this paper.

3.4 Network Traffic
Traffic Engineering

The TE extensions are very similar for both protocols. The
extensions specify new type-length-value (TLV) fields for
distributing extra information about links. There is also de-
fined an extension to TLVs, namely sub-TLVs which are just
TLVs inside a TLV. In OSPF, the TLV describing the at-
tributes of a single link is called a Link-TLV, while in IS-IS it
is an extended IS reachability TLV. The TLV has sub-TLVs
for total bandwidth, reservable bandwidth, unreserved band-
width, TE metric and administrative class. The bandwidth
sub-TLVs describe the real bandwidth of the link. The TE
metric is a metric set by the network administration and used
for TE calculations. The administrative group can be used
for example to divide the links to different classes according
to their properties. The administrative classes can be used
for example to constrain some packets to travel only through
links belonging to some administrative class.[14][38]

In 1S-1S the link metric is also increased from 6 bits in the
original IS reachability TLV to 24 bits. 1S-1S had originally
four different classes of metrics, each 6 bits long. The space
used by the four metrics (three of which were not used in
practice) was combined to get a larger metric.[14][38]

The extra information is used to build a traffic engineering
database which is in addition to the link state database. The
TE database can then be utilized in various ways.[14][38]

One can, for example, perform constraint based source
routing, where the source typically is the router through
which the packet entered the network. Constrained SPF cal-
culation is NP-hard or in some cases even unsolvable. Thus,
the computational cost of CSPF can be prohibitive.[14][38]

Another possibility is to use the TE database to monitor
the network state. The database typically contains informa-
tion about the bandwidth of the links and unreserved band-
width, for example.[14][38]

Yet another way of utilizing the extra information is to
perform global traffic engineering. In global TE, one com-
puter uses the TE database to compute routes for the whole
network.[14][38]

Packet Priority

When network topology gets larger, the amount of control
traffic increases as there is more potential for failures and
more routers sending control data. If the network is already
somewhat congested, events causing a lot of control traffic,
such as link failures, add to the congestion. When the con-
gestion gets bad enough, router control packets can be lost.
This in turn can cause adjacencies to drop because of lost
Hello packets adding to the congestion. Events of this sort
can easily lead to a positive feedback loop where the amount
of router control traffic significantly adds to the congestion
problem.
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A proposal to alleviate the problem is presented for OSPF
in [9]. Routers should treat critical OSPF control packets,
namely Link State Acknowledgement (LSAck) and Hello,
at higher priority than the rest of packets. Alternatively, if
the described approach can not be used, all control packets
received over adjacencies are interpreted as attesting the live-
ness of an adjacent router. Naturally, all other control packets
are still prioritized over normal traffic.[9]

The reasoning for the prioritizing is straightforward. If a
LSAck does not arrive in time, the LSA will be resent. If
Hello packets are lost or delayed, the link will eventually be
declared down by adjacent routers generating a lot of LSA
traffic. Furthermore, a received, changed LSA will trigger
a SPF calculation, adding to the load of a router, making
packet loss even more probable.

LSA Traffic Reduction

In OSPF, LSAs are refreshed every 30 minutes, causing
unnecessary traffic in stable network topologies. Use of
DoNotAge LSAs has been proposed to cut this traffic.[27]
DoNotAge LSAs have been defined in “Extending OSPF to
Support Demand Circuits”[23]. Normally LSAs have to be
refreshed every 1800s, or they expire after 3600s. DoNotAge
LSAs only have to be refreshed after a (configurable) forced
flood interval. Flood reduction capable routers only is-
sue DoNotAge LSAs and also set the DoNotAge bit on
LSAs that they receive before flooding them.[27] Routers
that do not recognize DoNotAge LSAs will prevent the use
of DoNotAge LSAs. Also, routers which have originated
DoNotAge LSAs should prematurely age them if a router
not supporting them is spotted.[23]

This approach reduces unnecessary network traffic when
the topology remains stable, but has some tradeoffs. LSAs
are not refreshed which might cause LSA corruption in
routers. This should be noticed with periodic LSA checksum
computation and, according to OSPF specification, should
result in restarting the router[24].[23]

Another drawback is the loss of some network man-
agement functionality. OSPF MIB [1] specifies ospfEx-
ternLSACksumSum and ospfAreaLSACksumSum manage-
ment variables which verify that the link state databases
are identical. The verification is done by taking the sum
of the individual LSA checksums in the database. How-
ever, when DoNotAge LSAs are used, similar LSAs might
have different checksums as they can have different sequence
numbers.[23]

Coping with Exceptional Situations

OSPF stub router advertisement describes a technique which
can be used to prevent other routers to send transit traffic to
a router. The router sets high costs to all its outgoing links.
This causes the other routers to look for alternative routes
around the burdened router because of the high cost asso-
ciated in routing through it. However, packets addressed to
directly attached networks and to networks reachable only
through the router in question will be routed normally. This
allows overloaded routers to avoid some of the traffic nor-
mally going through them and also creates a possibility to

prepare for maintenance by redirecting all possible transit
routes to other routers.[32]

If an IS-IS transit router goes down for short period, pack-
ets bound to other AS might be lost. The routes existing
prior to the router failure will be established quickly by
IS-IS when the router comes back up. However, external
routes learned from e.g. BGP will take much longer to be-
come established. Therefore the other routers will send ex-
ternal traffic to the recently failed router which has not yet
learned external routes. This leads to the router dropping
those packets.[22]

The problem could be avoided. Because other routers have
functioning routes which were used when the router failed,
those routes should be used until the restarted router learns
all necessary information. The proposed solution is to inform
other routers by the use of the overload bit in LSPs to avoid
routing traffic through the restarting router. The overload bit
should be cleared once the information about the external
routes is learned or by timer.[22]

I1S-1S Mesh Groups

Some organizations operate IS-IS over point to point links
(e.g. ATM virtual circuits) where the ISs form a full mesh
topology. The flooding of 1S-1S packets in full mesh topol-
ogy results in unnecessary transmissions, as an IS sends a
received flooding packet over every interface except the one
over which it was received[2].

Ry Ry

R3 R4

Figure 1: A Full Mesh Topology of Four Routers

Now, if router R, floods a LSP, it will be received by Ra,
R3 and Ry4. R, sends the LSP to R3 and R4, even though
they already received the LSP from R;. According to [2]
there will be a total of N — 2 extra transmissions in a full-
mesh system with N routers. The Mesh Group RFC de-
scribes a way to build a separate flooding topology to avoid
the unnecessary transmissions.

The links will be assigned two new attributes. The at-
tribute meshGroupEnabled can be in three different states:
meshSet, meshBlocked or meshlnactive. The other attribute,
meshGroup, is an integer describing the mesh group the
link belongs to. The idea is to break the full mesh topol-
ogy into different groups and to restrict the links used for
control traffic between the groups. LSPs will be sent only
over links with attribute meshlnactive. LSPs will also be
sent over meshSet links if the meshGroup attribute is dif-
ferent than on the link from where the LSP was received.
This is the case where the router at the other end of the
link belongs to different mesh group. LSPs will not be sent
over meshBlocked links. To ensure database synchroniza-
tion, CSNPs will be sent over links with attribute meshSet or
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meshBlocked. CSNPs will be sent over meshinactive links
only when initializing. The attributes are set by hand by the
network administrator, which creates a possibility for errors
which might lead to lost packets.[2]

Point-to-Point over Broadcast LAN

If there are only two routers in a broadcast network, it may be
advantageous to treat the network as a point-to-point (p2p)
link. There is no need to elect a designated router which
reduces network traffic and the amount of information the
routers need to store. Also, the configuration of the p2p
link is simpler than that of a LAN. Furthermore, the p2p link
can be unnumbered, saving the scarce address resources of
IPv4. A broadcast network is normally depicted as a vertex
(pseudonode) in the link state database while a p2p network
is just an edge connecting two routers. Therefore, the p2p
over LAN approach can save resources.[36]

Even a broadcast LAN with more than two routers can
utilize this approach by dividing the LAN into logical sub-
nets with just two routers in each and treating them as p2p
links. With more than two routers, the only resource saved
is the address space. However, the approach enables one to
assign different costs for links to different neighbors. This is
impossible in normal LANSs.[36]

In contrast to the useful things, some problems also arise
from the approach. The potential for misconfiguration in-
creases as the operation of the router over the LAN can be
configured manually. If the link is unnumbered, it is impossi-
ble to monitor or ping the interface in question. However, the
potential of the approach in diminishing unnecessary control
traffic and simpler operation outweighs the drawbacks.[36]

The point-to-point over LAN approach has become nec-
essary with the advent of long-reach Ethernet. A range of
up to 10km (over fiber)[8] is planned, which makes it an at-
tractive choice for connecting routers when greater ranges
are not needed. When long-reach Ethernet is used to connect
two routers, the link is logically a point-to-point link while
the technology used is a broadcast one.

3.5

Both OSPF and 1S-1S have provisions for routing IPv6 [6]
[12]. 1S-IS protocol is extended to support IPv6 while OSPF
requires deployment of a new protocol.

In IS-1S, only minor changes are required. The IPv6 sup-
port consists of two new TLVs which contain IPv6 reachabil-
ity information and IPv6 interface address. Also, a value for
IPv6 is added to the “protocols supported” field in LSPs.[12]

In OSPF the changes are a bit more substantial. All ad-
dressing information is removed from OSPF packet head-
ers. Therefore, OSPFv3 is in a sense protocol independent
as there are no IP addresses in LSA headers. OSPFv3 uses
link local addresses for communication except in the case of
virtual links where global or site-local addresses have to be
used. OSPFv3 also allows multiple instances of the protocol
to run over a single interface.[6]

A new LSA, Link LSA, is added to distribute router ad-
dresses to neighbors. Furthermore, in OSPF, any addressing
information is removed from the OSPF packet headers. This
makes OSPF protocol independent. Router IDs are kept at

IPV6 routing

length of 32 bits, which makes it impossible to assign their
IPv6 addresses as router 1Ds.[6]

The main difference between IS-IS and OSPFv3 is that
OSPFv3 is a different protocol from OSPFv2. It thus re-
quires the use of two different protocols in networks with
both IPv4 and IPv6 traffic. With IS-IS the routing can be
done with a single protocol. The use of a single protocol
is advantageous in many ways. Separate instances of rout-
ing protocols (e.g. OSPFv2 and v3) consume additional re-
sources because of the need to run two copies of the software
in a router. The independent instances can also interact with
each other in subtle ways. With one protocol, the interactions
are more explicit and the overhead of running two protocols
can be avoided. On the other hand, running different pro-
tocols for IPv4 and IPv6 can increase the robustness of the
network. If there are problems with one version, the other
may still work normally. Anyway, when there is IPv6 and
IPv4 traffic simultaneously the network topologies will have
to be carefully thought out.[19]

There is an extension to 1S-1S describing how to have mul-
tiple topologies on single network infrastructure. The multi-
topology (MT) extensions facilitate the migration to IPv6 by
allowing the IPv6 network topology to be different from the
IPv4 network while upgrading the infrastructure.[30]

When having multiple topologies in an AS, each adja-
cency can belong to multiple topologies. An IS will adver-
tize information over the adjacency, such as reachability, ac-
cording to the topology that the adjacency belongs to. For
example, In figure 2, the adjacency between the IS; and IS.
belongs to topology 1 and between IS; and IS3 to topology
2. Now, IS; will not advertize reachability of 1S3 to IS, be-
cause the adjacencies belong to different topologies.[30]

1

ISl IS2

1S3
Figure 2: An Example of Multiple Topologies

The topologies are described with three new TLVs, one for
advertizing the MTs that the IS participates in. The remain-
ing two are for IS reachability information and for IP reacha-
bility information. They differ from the standard TLVs only
in that they have a MT identifier attached to them.[30]

The topologies all share the same level 1 / level 2 bound-
aries. An IS can become partitioned in a single MT and re-
main connected in others. Partition repair is not implemented
for multiple topologies.[30]

3.6 Restarting

In modern routers, there are usually separate processors for
packet forwarding and control functions. This creates a
possibility to keep forwarding packets even when the con-
trol plane is being restarted. As the router can not react to
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changes in network topology while the control plane is be-
ing restarted, there must be some mechanism to inform the
restarting router if the network topology does not remain sta-
ble. The mechanism is called Graceful Restart or Non-Stop
Forwarding.[25][35]

Graceful restart has been specified for both OSPF and 1S-
IS. The mechanism functions in a similar fashion for both
protocols. Graceful restart requires cooperation of all neigh-
boring routers. The restarting router first notifies all neigh-
boring routers about the restart. The helping routers then
keep the adjacency up during the restart if the network re-
mains stable. If the helpers receive LSAs that differ from ear-
lier LSAs, meaning that the network topology has changed,
they immediately flood LSAs reporting the restarting router
as being down. This is done for safety, namely to avoid rout-
ing loops or blackholes.[25][35]

The time allowed for graceful restart is limited by
timers. If the restart takes too long, the helpers report the
restarting router down as in the case of network topology
change.[25][35]

Graceful restart techniques depend on the correct func-
tioning of the forwarding engine. Thus, it can be used to
avoid rerouting during planned restarts. Also restarts due to
the control plane failures can benefit from graceful restart if
the control functions can report the situation to helpers be-
fore having to restart. If the restart occurs due to problems
in the forwarding plane, graceful restart can naturally not be
utilized.

3.7 Other Miscellaneous Extensions
OSPF

A new LSA class for OSPF, called Opaque LSA is defined
in [5]. Opaque LSA provides a way to include generic in-
formation to other routers in LSAs, therefore enabling future
expandability. The RFC defines three new types of LSAs,
9, 10 and 11. The different types are flooded to different
scopes. The LSA type 9 has link-local flooding, which is
not available in plain OSPF. Routers are required to flood
the opaque LSAs even if they do not recognize the opaque
type. Most extensions to OSPF use opaque LSAs to dis-
tribute information.[5]

IS-1S LSPs use a TLV (Type, Length, Value) encoding for
additional information. Therefore there is no need for a sim-
ilar extension for 1S-1S as the TLV approach can easily in-
corporate new types of information. 1S-1S routers are also
required to flood LSPs with unknown TLVs.

Optional router capabilities for OSPF are normally adver-
tized in Hello packets, but the bits reserved for the purpose
have been used up. A proposal to use opaque LSAs for the
purpose is presented in [20].

There is also a proposal to include an extra part to the end
of OSPF Hello packets. The mechanism is called Link Local
Signaling (LLS). LLS also provides a way to include infor-
mation in Hello packets. The LLS mechanism is backwards
compatible, because routers not supporting LLS will never
see the extra part.[40]

OSPF NSSA Option [26] defines an expanded stub area.
Not-So-Stubby Area (NSSA) can have AS border routers in
the area. This can be useful, for example, when an ISP has

a customer connection at the end of a slow link. The router
connecting to the customer network can be configured as a
NSSA. It will not receive information about other AS ex-
ternal routes (similar to stub area) but it can advertize AS
external routes to other routers.[26]

The extension defines a new type of LSA, namely the Type
7 AS external LSA, which can be flooded in a NSSA, but not
outside it. The ABRs perform the translation of Type 7 LSAs
to type 5 LSAs (the normal type of AS external LSA) at the
NSSA border.[26]

I1S-1S

A change to IS-IS has been proposed which would allow dis-
tribution of Level 1 prefixes to Level 2 ISs and vice versa.
This makes the protocol less scalable but can improve routes
[18]. This extension makes the 1S-IS Level 2 sub-topology
behave more like OSPF backbone. The Level 2 1Ss now
can choose the shortest route to the destination instead of
the shortest route to the Level 1/2 IS in the correct area.

A new TLV for 1S-1S to include CSNP and PSNP check-
sum is proposed in [29]. The protocols should verify the
integrity of the packets, but fail to do so sometimes.

A new TLV for experimental use for 1S-1S protocol is de-
fined in [4]. The experimental TLV may be used by anyone
to test extensions to 1S-1S. The experimental TLV is assigned
a code of 250, and it must contain an organizationally unique
identifier (OUI) assigned by the manufacturer of the router.
Currently the manufacturers pick the TLV code for experi-
mental features more or less randomly. This can cause in-
teroperability problems if two manufacturers pick the same
code for two different features. The experimental TLV also
conserves the limited amount of TLV codepoints in IS-1S.[4]

Implementations ignore the experimental TLV if the OUI
does not match. Routers are, however, required to forward
the experimental TLVs even if they ignore the contents. This
allows manufacturers to add experimental features to their
routers while allowing for interoperability.[4]

IS-IS LSPs can be fragmented to a maximum of 256
fragments. The fragment size is bounded. Therefore the
amount of information that can be distributed in a LSP is also
bounded. It is proposed to extend the number of fragments
beyond the 256 limit by using virtual routers, which in real-
ity equate to the router, to advertize the required additional
information. For backwards compatibility, the router can ad-
vertize links with cost of 0 to the virtual routers. The amount
of information that needs to be distributed is expected to
grow with the increasing use of TE extensions.[11]

IS-IS does not have a provision for dynamically assigning
names to ISs. Static assignment is possible, but requires ex-
tensive manual configuration and is error-prone. A new TLV
is defined for advertizing the name of the IS. This makes it
possible to assign a name to an IS and having that IS an-
nounce its address/name mapping to other 1Ss.[37]

3.8 Corrections

If there is an ABR in OSPF which is not connected to back-
bone, packets may be lost. IBM and Cisco have implemented
methods [41] to correct the problem. The OSPF specifica-
tion states however that there can not be such ABRs in page



HUT T-110.551 Seminar on Internetworking

Sjokulla, 2004-04-26/27

26, section 3.1 :“The OSPF backbone always contains all
area border routers” [24]. The problem arises when an ABR
which is not connected to the backbone (not even with virtual
link) receives traffic not destined to any of the areas attached
to the ABR. The ABR will then drop the traffic as it will not
have any routes except for the areas attached to it. The stan-
dard solution is to add a virtual link to backbone. However, it
can be advantageous to have a router belonging to several ar-
eas while not being part of a backbone. For example, a router
which is used to connect customers to the service provider’s
network might make use of two areas for redundancy.[41]

The proposed methods redefine an ABR to be a router
which is connected to several areas, one of which is the back-
bone. A router is allowed to connect to several areas but it
will not be considered an ABR if there is no backbone con-
nection. The multi-area router will behave as an ABR would
except that it does not announce itself as being an ABR. This
allows for correct routing in all attached areas. The multi-
area router can still forward traffic from one area to another
if the shortest path goes through it, but it does not actively
attract inter-area traffic.[41]

There is a possibility of routing loops in BGP/MPLS
VPNs if the VPN uses OSPF. The problem arises from the
fact that converting routes from OSPF to BGP, and vice
versa, some information may be lost. A solution is described
in [33]. If the provider’s router has already sent a route to
the customer’s router, it will ignore the same route if the cus-
tomer’s router sends it back.[33]

3.9 Security

A new value for 1S-IS authentication TLV for use with
HMAC-MD?5 authentication is specified. This allows for
cryptographic authentication while the original specification
only included clear-text passwords [17].

BFD protocol, if used with network layer protocols, cre-
ates a risk of denial of service attacks. A proposed solution is
to set the TTL field of the packets to maximum when trans-
mitting and refuse to accept a packet if the TTL field is less
than maximum. This mechanism works for single hop com-
munication. For multiple hop communication, some other
mechanism should be used[13].

In OSPFv3, IPv6 Authentication Header (AH) and Encap-
sulating Security Payload (ESP) can be used to authenticate
and encrypt OSPF packets[6]. The use of AH and ESP is far
from straightforward and a draft exists describing their use
[10].

OSPFV2 is vulnerable to router spoofing from outside the
attached network due to its use of IP in distributing routing
information. IP can carry traffic multiple hops (as it was
meant to) and thus the attacker can try to inject false infor-
mation to routers even when not directly connected to the
network under attack.[31]

The IS-1S approach of distributing the routing information
directly over link layer protects it fairly well from that kind
of attacks as the attacker must have a direct, single hop, con-
nection to the 1S.[31]

4 Implementations

In this section | examine which changes have been imple-
mented. | use as sources public documentation of Cisco’s
and Juniper’s router software. The information has been
compiled from the feature descriptions in the documentation.
Thus, it is possible that some changes that have been im-
plemented do not appear in documentation, especially if the
feature is not configurable. Therefore the following informa-
tion may contain omissions and serves only as a rough guide
to the usefulness of the proposed extensions to the proto-
cols. It is not meant to be a guide to implemented features in
the routing software. The software versions are 10S 12.3(7)
(Early Release) for Cisco and JUNOS 6.2 for Juniper.

Feature Cisco | Juniper
TE Extensions ° .
Hostnames

Prefix Distribution
Mesh Groups
SNP Checksums
IPv6

Crypto Auth

BFD
Multitopologies
Graceful Restart
p2p over LAN

Table 1: Implemented Features for I1S-1S

Feature Cisco | Juniper
TE Extensions ° .
IPV6 ° °
NSSA ° °
BFD °
Graceful Restart ° .
LLS .

DoNotAge LSA .

Stub Router adv. .

Opaque LSA .

Table 2: Implemented Features for OSPF

Nearly all of the changes described in this paper have been
implemented by both vendors. A few newer ones only by
one. The changes described here and not implemented are:
“TLV for Experimental Use” and “Extending the Number of
IS-1S LSP Fragments Beyond the 256 Limit”.

The experimental TLV provides guaranteed interoperabil-
ity with routers of different manufacturers. Apparently there
have been few problems yet with TLV codepoints collisions
affecting network operations. The extension of the number
of TLV fragments might become required in the future as the
amount of information distributed in LSPs increases.

BFD seems to be implemented on Juniper’s routers only.
Cisco has an “accelerated Hello” mechanism for OSPF,
which has the same aims, namely the reduction of the time
needed to notice a link failure. The BFD approach is more
flexible, BFD being protocol independent.
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The point-to-point over LAN feature seems to be imple-
mented only for I1S-1S. This comes as a bit of a surprise, as
the feature appears to be fairly protocol independent.

5 Conclusions

The protocols have evolved considerably during their exis-
tence. During the whole 15 years or so that the protocols
have existed, most of the work has been done to OSPF, but
lately the development of 1S-1S has also been active. Cur-
rently there seems to be some amount of cooperation in the
development of the two protocols. The cooperation is not
surprising, as the protocols are very similar and aimed to the
same areas of operation.

At the moment the “hottest” new directions seem to be
convergence time reduction and traffic engineering. Most
new internet-drafts or RFCs are aimed to one or another. For
example, the BFD protocol is aimed to decrease convergence
time while the MPLS extensions are aimed to facilitate traffic
engineering.

Work is also done in reducing the control traffic overhead.
This is likely to become important as TE is likely to increase
the amount of control traffic that needs to be sent.

Adding new features to the protocols require new types
of messages. This brings forward an another class of exten-
sions, namely those which aim to expand the facilities for
router-to-router communication. An example of this would
be the LLS extension for OSPF. These extensions are by na-
ture very protocol dependent.
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