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Abstract A more detailed discussion of each of the above aspects of
clustering is presented in subsequent sections.

The goal of this document is to provide the reader an in-Thjs gocument focuses on clustering of network applica-
troduction to clustered apphca}mns as vyell as guu_jellnest;_gns_ The term "network application” implies that the appli-
several commonly used techniques for implementing apRlistion is utilising client-server architectural model. A spe-
cation clusters. Clustered solutions can be used to impreya type of clusters, discussed in Chapter 6.2 is high perfor-
system availability, performance or distribute the load of thgace clusters which aim to build a high performance sys-

system. Each of these cases is discussed in more detail @l that isn't necessarily used for client-server application
accompanied by a real world example. ctjyfpes'
I -

The document focuses on practical issues related to
ferent clustering techniques rather than gives a theoretical
justification of benefits and drawbacks of clustering. ) . N
2 High Availability

1 Introduction There are many applications whose nature requires them to

- - i 0, i -
In today’s world, there is a number of practical tasks in maltf ic:?i(?:gz;rzjrl;rgr:)?wioohﬁnog :[slvmvﬁc: 313(225550; ?:l;(r:tr; %niza
human activity fields that require large amount of calculg; P '

tions to be done in a reasonable time. These tasks are rapgee!d this switch go down due to hardware or software fail-

. . : : re, the whole area served by it will loose phone connections.
ing from an advanced simulation of some physical proc y P

to building an internet system capable of handling extrem%l}/er:I;zjsctrnouucsl’esirbrsescltf:ni)in;?I: g;\e/:erﬁ g:s?nr:dhz?/; f n;usciz
large amounts of simultaneous requests. In early days ? q y 9 9

computing, supercomputers were built to solve these pr<90Q point of failure.

lems. These computers were extremely expensive and afkeal world environment is fgll of reasons for a partic_ular
fordable only by big organizations[2]. Over time as compuR@rt of & complex system to fail, ranging from natural disas-
ing technologies have been advancing, the price of stand_’@r@’ to |nter_1t|0nal attacks or tech_nlcal failures. That's why |_t
workstation class computers decreased dramatically, wifi¢’€ry crucial to understand the importance of system’s fail
supercomputers were still expensive and limited to a ngMer capabilities.
row range of tasks. This lead to the idea of aggregating theA clustered solution addresses these issues by adding one
power of several average power computers to perform codfi-nore backup nodes for every critical service, thus elimi-
plex tasks. nating a single point of failure. If primary server goes down,
In computer world clustering means connecting two e backup takes over the processing, thus preventing the
more computers in such a way that they logically behavewgole system from failure. This is a conceptual idea utilised
one computer. Every computer in such a system is callefiyathe majority of clustered systems, however, the real world
node, and the set of these computers is called a cluster. applications usually introduce more sophisticated require-
There is a number of applications for clustered Systerﬁgents for such systems. For instance a clustered database
The main advantages one can gain by switching from oféght require fail over support within a transaction which
machine to multiple machines configuration are [2]: adds lot of complexity to cluster design.
An important property of a HA system is standby type.
High availability (HA) aims to make a system less failurgjsually, in HA system one node is in active mode and an-
prone, including software and hardware failures. Typither one is in standby mode. When in active mode, the node
cally, it is done by eliminating a single point of failurgs performing its primary functions like processing requests.
in the system. When in standby mode, node doesn't carry out any opera-
tions related to its primary function, but instead it monitors
t|1ne state (also called health) of the active node.

If the standby node is able to take over the processing

Load balancing (LB)is used to share the load betweeimmediately after the active one fails, the standby mode is

nodes in the cluster, so that every node gets equatblled hot standby. If some time is heeded when to initialize
loaded. the backup node, the standby mode is called cold[14].

Scalability means stepwise increasing system capacity
terms of computing power, storage space, etc.
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3 Scalability Cluster-aware applications are designed specifically for
use in clustered environment. They know about existence of
Scaling a system means increasing its performance differ nodes and are able to communicate with them. Clus-
adding an additional module (e.g. server node). In facttdred database is one example of such application. Instances
is often more cost effective to build a clustered system cast-clustered database run in different nodes and have to no-
sisting of nodes with average power instead of acquiring ofif§ other instances if they need to lock or modify some data.
extremely powerful machine. A good example of a scal- Cluster-unaware applications don't know if they are run-
able system is a global database. A resource that datalsg in a cluster or on a single node. Existence of a cluster is
management systems lack most is CPU power. If a databgsgipletely transparent for such applications, and some ad-
server gets too much requests and there’s not enough pagygénal software is usually needed to set up a cluster. A web
to serve them, it will result in long delays or even refusegbrver is a typical cluster-unaware application. All servers in
connections. the cluster have the same content, and the client doesn't care
Adding an additional database server will increase them which server he/she gets the requested resource. A web
amount of served requests, though productivity growth is ngérver serving a dynamic application, where every user has
linear. own context must be cluster-aware, since user’s session must
There are two different types of scaling - vertical and hase shared and synchronized among the nodes.
izontal scaling. Horizontal scaling means adding a new nodeJsually a clustered solution doesn’t cover only one of the
to the cluster. Vertical scaling means adding running sevesabve problems, but instead solves each of them to a certain
instances of the network application on the same machiggient[1]. Depending on the application nature and context,
e.g. using a different port number[2]. There are several reanphasis is put to the aspects that are most important for a
sons to use vertical scaling instead of horizontal: particular application. The following sections discuss each
of the problems listed above in more detail and provide a

e The solution can prevent the system from SW failur ﬁ,ief introduction to commonly used solutions.

while the hardware failures still remains an issue.
the other hand software crashes occur more often that )
hardware, and for many applications it is enough 1 DNS-based clustering

tackle only software faults. A clustered web server is perhaps the simplest example of

e Even though both instances of an application run on tA8 a_lpplication that is a good candidate to be clustered. If one
same physical machine, performance of the system decides to set up a web server, and eventually the server be-
still be increased. Some OS prevent a single proc&Sg§nes popular, the problem of server performance will arise
from consuming more than a certain amount of corf@@ner or later. For the end user this problem will result in

puting power. Creating several processes allows utilxtremely long response time or/and unavailability of the re-
ing CPU resources more efficiently. quested resources. The reason for that can be insufficient

bandwidth, insufficient computing power or both of them.
e The solution is cheap to implement, since no invedtlaturally, these signs indicate that it is time to scale up the
ments in new hardware are needed. Only an additiosgbtem[5, 12].
application license is needed. The simplest way to do that is to set up an additional web
server with its own IP address, but bind this address to the
. same domain name as for the first server[5]. The DNS server
4 Load Balancmg should also be configured so that it uses the addresses defined
o ) ) for a certain name in a round-robin manner. This will result
Load balancing is similar to scaling a system. A typical cafy gne part of the users connecting to one server, while the

didate for load balancing is a web- or database server. B\ il be connecting to another one. Thus, the average
distributing all incoming requests to different servers, thg,4 of one server will be decreased.

gmoun_t of requests s_erved by one server is decreased, th_'ilﬁere are the main advantages of this solution:

improving response times and increasing the amount of si-

multaneous connections. e Easy to implement, since DNS round-robin is a stan-
Load balancing is closely related to high availability, since  dard function of most of DNS servers on all platforms

sharing the load between several nodes also eliminates a sin-

gle point of failure. The difference is that in load balancing *

scenario all servers are active and loaded at the same time,

while pure HA scenario implies that one or several serverss Server is chosen only once in the beginning of commu-
are mostly in standby mode. nications.

It is transparent from both application and client point
of view.

] ] e Clustering can be applied to all IP traffic (TCP, UDP)
5 Clustered Applications Types

Unfortunately this approach has also some major disad-
Clustered applications can be divided into two large group§&ntages:

e The traffic cannot be differentiated by port number, i.e.
all traffic will be destined to the same server, no matter
e Cluster-unaware applications what destination port is used

o Cluster-aware applications
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) o OB Client I:, Cluster client
e DNS server is not aware of the availability of servers 2
in the cluster. Should one of the servers fail, users who “"’T“'
will resolve the host name to IP address of the failed
server will not be able to access the needed services 4‘;

HO

. . MNAT Gateway
e DNS server is not aware of the load of servers, which
may result in overloading or/and failing of one of the
nodes |
| | |
e Many network application clients cache IP addresses,
which may result in a hot spot, or trying to contact a
server that is currently unavailable, i.e. high availability Hﬁﬂ ﬂﬁlﬂ ﬂﬁlﬂ
cannot be achieved with this approach
bp _juommm.__ il {omal_
DB Server Mode 1 Mode 2

The drawbacks of DNS-based clustering can be partly
solved by adding some intelligence to the DNS server. Typi- ) ) ) i
cally a company owns an authoritative name server that is éduré 1: NAT forwarding might result in non-cluster traffic
solving the names belonging to the top level domain own@@ing through the gateway
by the company. This is where the DNS intelligence should
be applied. In contrast with the traditional IP address rota-

tion approach discussed above, the following enhanceme5nt251 N K Add - lation (NAT
can be offered[5]: 2. etwor ress Translation (NAT)

« IP address of unavailable server is not sent to the clidMT is a technique that provides a way to "hide” a network
behind one IP address. Originally it was developed to solve

o |P address of overloaded server is not sent to the cliethie problem of lack of IP addresses, but it also can be utilised
for clustering network applications. When NAT is in use, the

users can be redirected to the most proximate sever network lying behind the NAT gateway appears to the outer
i network as one IP address. All inbound and outbound traf-

e Avirtual IP address, notareal IP address of a back-efyd 65 through the gateway, where the address translation

server can be issued to the user is carried out. During the address translation, the gateway

However even these improvements do not solve all tmpdifies the packet to substitute the source and destination
problems existing in DNS-based clustering. For instandb. addresses so that the packet reaches its final destination.
client caching of IP addresses still remains a problem. This solution is completely transparent for the end ser

The intelligent DNS server is the first step towards t

ﬁnce he/she is totally unaware of what happens behind the
systems with dedicated load balancer, which is discusse \I gateway, and even of the existence of such a gateway at
more detail in next section.

all[12].

However NAT approach has also some serious drawbacks.
) ) The main problem is that all traffic going in both directions
5.2 Using a dedicated load balancer must go through the gateway. The gateway is responsible

A more sophisticated approach to clustering is to introducéoé opening, modifying af?d f_o_rwarding of every packet it re-
Jyes. This creates a significant processing overhead. The

separate network device that will serve as load balancer L hat f ority of licati tbound traf
distribute the network traffic between available servers. Tjf - Tat 'or majority of Server appiications outbound tral-
¢ is much bigger than incoming makes this even a bigger

level of intelligence that load balancer possesses can vary.

The simplest case is distributing the requests in rou J_oblem. . .
robin fashion. More complex design may include some logicAnother aspect of this problem is that NAT gateway com-
for determining the load of every server in the cluster aféetely separates networks from each other, thus enforcing
make a redirection decision based on that. Load balantéfl translation for all other (not belonging to the cluster)
can also take care of keeping a track of server's status (aVARSts residing in the network. For instance, the clustered
able or not) and taking that into account before makingagpllcatmn server might use database for storing data. Set-
decision. ting up the database on the same network as the application

There are several basic techniques for determining §ffver would make all other applications using the database
load of a server. For web server it would be enough to issgRmmunicate with it through the gateway. If the database is
a simple HTTP request to each server and measure thé%at?d in a different network, all cluster-.databas.e commu-
sponse time. For more complex applications, a special agdation would use go trough NAT[12]. Figure 1 illustrates
can be placed onto every server. The agent should be c4pis-iSsue.
ble of collecting all the information characterizing the server
load, and returning that information to the load balancer[12]. 1This is the case only with applications that don't use source IP address

The Challenge of this approach is to make the load biﬁlﬂr_otherthan transport purposes. E.g. IPSec also uses source IP to calculate
e security checksum to ensure that the packet was not altered on its way to

ancer transparent for the_ C”ent- Several _eXiSting_ solutiofStination. As a consequence, IPSec doesn't work over NAT as it modifies
for this problem are described in the following sections. the IP packet header.
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cluster, the application will not be able to access that in-

Mac formation. To some extent this problem can be solved by
_— adding a "sticky" connection functionality to the load bal-
% ancer. Sticky connection means that all requests arriving

from the same client will be forwarded to the same node.
However, even this solution doesn’t solve all the possible
et problems. IP address is the easiest way to distinguish one
client from another, but nowadays lots of users access the in-
ternet via various proxies, which results in many users hav-

Dispatcher

o e ing the same IP address. Under some circumstances it can
' result in a hot spot situation. Other proxies use a pool of IP
| addresses and assign a random IP address for every connec-
| ' % %I tion, which makes the sticky connection feature completely
| useless.
' ' HTTP protocol has a special identifier called session 1D
that is used to distinguish between different connections even
Figure 2: Differences between NAT and MAC routing if they are coming from the same IP address. Some prod-
ucts utilise this to overcome the problems mentioned above.
However, it is difficult to imagine a product that will support
. ) all the variety of existing stateful protocols.
5.2.2 Media Access Control(MAC) based forwarding

MAC based forwarding is an alternative to NAT. This se _ i i
tion provides a brief description of MAC forwarding, ang3 Cluster-aware appllcatlons

discusses its differences from NAT. ~In addition to the problems discussed in the previous chap-
MAC address is the physical address of the network intggy 4 major disadvantage of cluster-unaware applications is
face card, which is used to deliver the packets over phygiiossibility to provide fail-over facilities for context sensi-
cal medium. IP addresses are used to route the packets;hg-applications. If user's session exists only on that node,
tween hosts which are in different physical networks, whilgnher nodes don't know about it. If the serving node fails,
the scope of MAC is limited to one physical network segyaq halancer will redirect the request to one of the servers
ment. MAC layer is located below IP layer in TCP/IP staclgyat are up, but all the session data will be lost.
and data presented in MAC headers is not relevant for higheg|,ster-aware applications solve this problem by adding a
level protocols. notification mechanism that keeps all the nodes in the cluster

MAC forwarding is based on substituting destinatio§ynchronized. In this case user’s data is present on all nodes
MAC address with the address of the host where the pacgﬁa each of them is able to take over the processing_

must be redirected. The server then receives the redirectegihe following two sections present two examples of
packet and treats it as it was sent directly to this server. SiRggster-aware applications.
no modifications were made to the IP part of the packet, the
application receives an exact copy of the IP packet sent by,
the client, including the header fields[12]. 4 Aclustered database
This means that the cluster node chosen to process [ffa@abase management system is a special case of cluster-
request believes that it is communicating directly with th@vare clustered application. It is even more complex appli-
client. It sends its reply directly to the client, bypassingation type that the one described in the previous section. In
the load balancer. The advantage of this approach is thajsée of a shopping cart application every user has its own ses-
doesn't bring the overhead of return packet processing, thitsn, and session is always modified only on one node. The
saving the processing power of load balancer. As a subgely thing the server program has to take care about is repli-
quence it increases system performance. Figure 2 illustrasgion of the session to other nodes. In case of a database, all
the differences between routes taken by packets with N&lister nodes work on the same data, and maintaining strict
and MAC. consistency of the underling data is the main challenge[10].
The limitation of MAC forwarding is that the load bal-Additional feature that is specific only to database clusters is
ancer and the cluster nodes have to reside on the same pfayprovide transactional fail over, i.e. if one node fails during
ical network segment, i.e. it cannot be used in a highly dige transaction, it can be completed by another node.
tributed environment. EMIC provides a solution for creating database clusters
Forwarding methods described above can be used unlessed on MySQL database engine. Every node in the cluster
there is no need to maintain some kind of persistence stiaés its own copy of the database and a replication engine
across several requests. This approach suits e.g. for a el ensuring that data on all nodes is consistent. One of the
server serving static content. Unfortunately is doesn’t wonkain tasks of the replication engine is to preserve the global
with the "shopping cart" type of applications that are vetptal order (GTO) of the arriving messages. Preserving GTO
popular in the internet. The problem is that client specifineans that client messages will be applied to the data in the
information is available only on one node in a cluster, if treame order on every node. This guarantees that all the nodes
subsequent request happens to be forwarded to a diffekeilithave the same data at all times[7].
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In a tightly coupled cluster every node depends on one or
more other nodes, and data flow includes several nodes be-

T fore a task is completed[6].
Loosely- and tightly-coupled clusters concepts are closely
E Mode2 related to the concept of commodity and constellation clus-
. ters.

Commodity clusters are build by using standard commer-
cial off the shelf (COTS) products. For instance cluster nodes
can be widely available workstation class computers with
l one of the popular operating systems. Standard LAN (or

WAN) technologies can be used for communications within
- ) . ) cluster. Utilising standard technologies allows creating clus-
= '[ *] [“—--"‘ pre—= ters of extremely large size. Well-known examples of a
J large scale computing clusters are DNA decoding and search
for extraterrestrial life programmes. In each of these pro-
Figure 3: Oracle Real Application Cluster Architecture grammes every internet user around the globe could make
his computer a cluster node by installing a client applica-
tion. Digital video rendering is another example of a task

: . . that can be carried out by a loosely-coupled cluster. Every
Strict consistency of the data allows executing re

. . . . me can be rendered independently, which makes the divi-
queries locally without contacting other nodes, which grea Y

) th ‘ t anplications that are intensi Pn of work very easy[2].
Irr;c;rdeiizedsatae performance ot applications that are Intensively special care of networking issues has to be taken. If

If th ; h the data in the datab it a cluster contains a large number of nodes, it is likely that
€ queries changes the data In the database, 11S re {"some point many nodes will start submitting their com-

cated to all nodes in the cluster using replication engine. T ation results to the master node, which may result in a

changetzs are app|le%t0 the data after safe delivery and formance bottleneck. High capacity networking solution
property are ensured. . can be used to tackle this problem[6].

Oracle provides a similar large-scale solution called Rea he difference between commodity and constellation
iAplecatt;]on"Cr:uster. Or?ﬁ_le Slusterd!s |mpAIen|1entted by f_c’klusters is that in constellation clusters number of processors
owing the “share everything” paradigm. A ClUSter COnSISIS g ¢ ster node exceeds the number of nodes in the clus-

?f progsior nbodei, clqsterénttercinnect, a}[nd a d'st Su?ﬁ.’ P~ Another difference is that the interconnecting network
em. DISk subsystem IS a dala storage storage shared g, ¢ necessarily have to be standard; it can be a propri-
tween processor nodes. Scaling the storage subsystemqu or custom designed network

increase the system capacity, and increasing the amount onstellation clusters suite well for the same tasks as

prtl)cess?]r nodes_can reduce respor(;se_ tlme_s[ll].l vel tightly-coupled clusters. Usage of non-standard networks
n such an environment every node is acting relatively i3,y o< them limited to a small area. On the other hand, strict

dependently, and it is very important to detect if the fa"ur&)ntrol over the configuration of every node makes it possi-

occurred on some node and isolate that npde. For 'nStE_“E)('fg’to create a highly predictable system with minimal de-
due to failure of mterco.nnect, a cluster might become U$ktions from the expected performance. High dependency
a set of servers groups |sol_ated frpm each ot_her. Th_e clu ween nodes in a tightly coupled cluster increases the af-
system must be able to decide which group will remain funﬁ‘@'ct of network latency on the overall system performance.

t|on|ng. as cIusFer, and.Wh'C.h groups ;houlq tem.porary S¥%Ris is the reason for employing non-standard technologies
operations. This technique is called failure isolation. which can provide desired level of control[2]

6.2 High performance clusters )
gnp 7 Conclusion

High performance cluster is an alternative to one extremely

powerful machine needed to perform a large amount of cike amount of computational tasks that can be carried out
culations. All HPCs fall into one of two large groups: only by a very powerful computer system is growing very
rapidly. Many of these tasks were introduced by internet
technologies and services gaining more and more popularity
every day. Clustering is a cost-effective alternative to super-
computers in this field.

Loosely coupled clusters suite very well for large tasks Three main benefits that one can gain by clustering a
that can be easily divided into small independent tasks. Swtient-server application are high availability, scalability and
clusters usually have one or more master servers, which tt&d balancing. Non client-server applications can use clus-
tribute work units between the computational nodes and ct@ring for building a high performance computational sys-
lect the work results. Nodes in such clusters can be disms called high performance clusters (HPC).
tributed over large areas, e.g. internet. If a specific task isClustering of a network application can be implemented
hardly dividable into small independent tasks, then tightly a variety of ways, depending on the system requirements,
coupled cluster is a more suitable solution for the probleavailable investments, etc. Some solutions like DNS based

e Tightly coupled clusters

e Loosely coupled clusters
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load balancing are very easy to implement, but have some
limitations that might be crucial for big systems. There are
also complete solutions for building a highly available, scal-

able application clusters suitable for big organizations.
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