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Abstract

Growth of dynamic P2P (peer-to-peer) systems is almost
unique in the history of Internet. The massive use of such
systems could almost be comparised to the growth of Inter-
net itself.

This survey reviews the field of Quality-of-Service-
routing. First traditional IP-routing concept and it’s QoS-
routing factors are introduced. Then some IP-routing QoS-
algorithms are examined, as well as some related techniques
like resource reservation protocol (RSVP), differential ser-
vices (DiffServ) and multiprotocol label switching (MPLS),
traffic engineering, and admission control.

Then we dive into the peer-to-peer networks - where
P2P features, performance issues and algorithms will be re-
searched. Some P2P systems will be looked closely. Then
some P2P searching and routing techniques are researched
deeper. Overlay routing and efficient information retrieval
for example. Then we look the QoS challenges for P2P-
systems including interoperability problems, dynamic QoS
interconnection.

It is shown that P2P is not a solution for all the problems,
instead it has problems itself, security and reliability for ex-
ample. When operating anonymous in the Internet, the secu-
rity issues are always a problem.

1 Introduction

"Peer-to-peer" concept is the core of today’s Internet but it
will become even greater factor in the future Internet. P2P-
networks grow on their own by flooding and updating the
information using peer-to-peer concept. The peers (storage
and computing power) are used to make the routing and data-
searching faster.

This paper focuses to QoS routing and to P2P network-
ing. The basis of QoS-based IP-routing is introduced in sec-
tion 2. Techniques like resource reservation (RSVP), differ-
ential services (DiffServ) and multiprotocol label switching
(MPLYS) are briefly introduced.

Section 3 introduces Peer-to-Peer (P2P) scheme. The QoS
features in existing IP-routing algorithms are not enough for
P2P model, so we need to study some p2p-routing algorithms
and -techniques. Overlay routing and auxiliary networks are
created using various techniques. Efficient information re-
trieval is important part of the QoS-routing in efficient P2P-
networks.

2 QoSfor traditional 1 P-routing
2.1

IP-routing in today’s Internet is focused on connectivity and
supports only one type of datagram service called "best ef-
fort". It tries its best to forward user traffic, but can pro-
vide no guarantees regarding loss rate, bandwidth, delay, de-
lay jitter, etc. Packets could get jammed in congestion and
dropped due that.

"Best effort" service is not enough for today’s real-time
applications. Services like Video on-Demand require higher
bandwidth and QoS.

IP-Routing Basis

2.1.1 QoS Background Work

IETF has set up a QoS Routing Working Group (QOSRWG)
to guide the research on QoS routing techniques. It defined a
framework of QoS routing in the Internet [1]. Nowadays this
QOSRWG is divided to different routing subcategories, for
example diffserv, intserv, mpls, rap and rsvp. Each of these
has their own charter-pages under IETF web site to collect
their work together. There are linked all the internet-drafts
and request-for-comments performed by these workgroups.

2.1.2 QoS Definition and Concept

Quality-of-Service is a set of service requirements to be met
by the network while transporting a flow [1]. QoS is ser-
vice delivered to network users, which can be calculated in
some measurable metrics, i.e. bandwidth, delay, jitter, cost
or loss probability. Flow requirements need to be expressed
using these corresponding metrics. QoS routing is needed
to maximize the network utilization and improve the total
throughput of the network.

2.1.3 Important QoS Routing Factors

QoS routing is supposed to solve or avoid the problems men-
tioned before. The main objectives of QoS routing are:

e To meet the end-users QoS requirements.
e To optimize the network resource usage.

e Degrade network performance gracefully when things
like congestion happen. When network is in heavy load,
QoS routing is expected to give better performance (i.e.
better throughput) than best-effort routing, which can
degrade the performance dramatically.
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Several issues related to QoS Routing: [10]

e How is QoS capability of each link determined, and re-
sources reserved.

e What are the routing metrics used (hop count, available
bandwidth delay)

e What is the granularity of routing decision
(source/destination address or per flow).

Information exchange

One important issue is how often the routing information
is exchanged between the routers. QoS routing needs to ex-
change more information than "best-effort" routing. QoS
information such as available bandwidth needs to be ex-
changed. Second, the metrics used by QoS routing could
be changing very quickly. If the routing information is ex-
changed every time the values of metrics change, it will
cause a great burden for the network links and routers —
consuming network bandwidth and routers” CPU cycles.

Methods for choosing the path

One way is to set a threshold to distinguish significant
changes from minor changes. The information is exchanged
only when a significant change occurs. By doing so, it can
also bring stability of the QoS routes. Another method is
to consider only the available resources after reservation, in-
stead of the actual available resources based on bandwidth
calculations.

Information Maintenance

A related problem is how to maintain the information col-
lected. Two solutions are given:

o Keep only the routing table for best-effort traffic, and
compute the paths for QoS flows on demand.

e Aggregate the flows and maintain only the information
about aggregated flows.

Administrative Control
There are also some control issues regarding QoS.

e Flow priorities and preemption

Different flows in the network have different QoS re-
quirements, and should have different priorities. Criti-
cal flows should have higher priority than other flows.
When voice or video flow resources are not enough,
these critical flows can take the resources from flows
with lower priority.

e Resource control

In the network that has multiple different flows (i.e.
DiffServ), the resources should be allocated fairly
among all the flows. The starvation of lower priority
flows must be avoided.

e These control schemes should be included in QoS rout-
ing. Chen [3] proposed a routing algorithm to fairly
share the resources.

2.2 Routing Algorithms

The current Internet routing protocols are based on two rout-
ing algorithms — Distance vector algorithm and Link-State
algorithm. In Distance vector algorithm, neighboring routers
exchange routing information periodically. So every router
can learn the routing information from others. Based on
that information, the shortest path to every destination can
be computed. [1]

In Link-State algorithm, every router advertises its link
state information to the whole network, so every router can
receive the link-state information. Such information is main-
tained in a local database of every router, from which the
routing table is calculated using Dijkstra’s shortest path al-
gorithm. The advertising is periodically triggered by events.

[1]

2.2.1 QoS Routing Algorithms

QoS routing algorithms should be efficient and scalable to
large networks, but not too complex.
QoS-routing algorithms can be divided into 3 categories:

e hop-by-hop routing
e source-based routing
e hierarchical routing algorithm

They are classified according to the way how the state in-
formation is maintained and how the search of feasible paths
is carried out. [3]

In hop-by-hop routing, each router forwards packets to the
next-hop router, towards the destination.

In source routing, every router has global state informa-
tion about the network, and the path is locally selected based
on the state information. After the path is determined, the
source router notifies the other router along that path how to
forward the traffic flow. Then the flow will be routed to the
destination accordingly.

Hierarchical routing is most suitable for large network.
Routers are organized into logical groups in multiple levels.
Routing information is at the border nodes of each group.
Every node contains the detailed information about its group
and integrated information about other groups. PNNI is a
typical example of hierarchical routing.

2.2.2 QoS Multicast Routing

Multicast routing is suitable for multimedia, real-time appli-
cations, such as video-conferencing and video-on-demand.
QoS routing is important factor of multicast routing.

The goals of QoS-based multicast routing are as follows:

e Scalability to large groups with dynamic membership
e Robustness in the presence of topological changes

e Support for different receiver-initiated reservations

e Support for shared reservation styles, and

e Support for "global" admission control, i.e., administra-
tive control of resource consumption by the multicast
flow.
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(1]

There exist two different multicast routing solutions,
source- and receiver-oriented. In multicast source routing
the multicast trees are computed by the first-hop router from
the source, based on sender traffic advertisements. The ad-
vantage of this scheme is that it is compatible with the cur-
rent RSVP signaling model. When receiver reservations are
homogeneous, this scheme works well. The disadvantages
of this scheme is that it is difficult to support heterogeneous
reservations.

In receiver-oriented multicast routing the sender first mul-
ticast its advertisements over a best-effort tree which can be
different from the QoS tree for sending data. Then, each re-
ceiver gets the advertisements and independently computes a
QoS path from the source, based on the receiver reservation.
In other words, multicast path computation is broken up into
multiple concurrent unicast path computations. This scheme
supports heterogeneous reservations well. [1]

Chen [3] has comparised various multicast routing algo-
rithms.

2.3 QoS Routing Techniques

QoS routing has to work together with many techniques.
QoS-related techniques are i.e. Resource Reservation Pro-
tocols (RSVP), DiffServ and MPLS. These techniques are
briefly introduced. These QoS-related techniques are re-
searched in IETFWG’s [11] routing working groups.

2.3.1 Resource Reservation

QoS routing and resource reservation protocols complement
each other. Resource reservation provide a method for re-
questing and reserving network resources, while QoS rout-
ing allows the determination of a path that can accommodate
the requested QoS. Combining a resource reservation proto-
col with QoS routing allows fine control over the route and
resources at the cost of additional state and setup time. [1]

2.3.2 DiffServ

Differentiated Services [4] is a classification based mecha-
nism to provide QoS for the Internet, and solve the scalabil-
ity problem that exist in IntServ.

DiffServ was designed to provide a simpler, coarser ap-
proach to establishing differentiated classes of service for
Internet data. DiffServ pushes complexity to the edge of the
network (edge routers) where traffic classification and con-
ditioning would take place. [10] QoS routing route the flows
to the paths which have the capacity to accept the flows, or
simply reject a flow if there is not bandwidth for it.

DiffServ is useful also in the P2P-routing, in fact the mod-
ification of it has been used in Kazaa where the participation
levels (introduced later) are a similar technique.

2.3.3 Multiprotocol Label Switching Architecture

MPLS [9] has emerged as an all encompassing solution
which provides QoS and Traffic Engineering for the Internet.
MPLS began as a low cost routing solution, but has gradually

grown in scale to include other aspects like constraint based
routing and traffic engineering. [10]

MPLS is developed for reducing the complexity of for-
warding in IP networks. It is particularly an approach
for achieving the simplified connection-oriented forward-
ing characteristics of layer 2 switching technologies while
retaining the equally desirable flexibility and scalability
of layer 3 routing. MPLS introduces a new forwarding
paradigm for IP networks in a very scalable and cost effec-
tive way. [10]

For example, packets arriving from different ports or -
routers can be labeled differently.

2.3.4 Admission Control

Flow Admission Control (FAC) determines whether a link or
a node has sufficient resources to satisfy the QoS required for
a flow. FAC is typically applied by each node in the path of
a flow during flow set-up to check local resource availability.
[1]

Higher-level admission control determines whether or not
a flow set-up should proceed, based on estimates and pol-
icy requirements of the overall resource usage by the flow.
Higher-level admission control may result in the failure of a
flow set-up even when FAC at each node along the flow path
indicates resource availability. [1]

Higher level admission control is needed to control that
the cost of the networking doesn’t rise too high. The fair-
ness might be a problem too, if smaller flows steal all the
resources. So a certain level of acceptance rate need to be to
be guaranteed to the larger flows.

3 Peer-to-Peer Networking

3.1 Definitions of P2P

The term "peer-to-peer” refers to a class of systems and
applications that employ distributed resources to perform a
function in a decentralized manner. The Intel P2P working
group defines P2P as "the sharing of computer resources and
services by direct exchange between systems". P2P is about
sharing. A peer gives some resources and obtains other re-
sources in return. [12]

P2P model is a communication model in which each party
may act as a client and a server. Both parties have the same
capabilities and both can initiate connection. It is the oppo-
site of client/server model in the sense that there is no central
entity that the other parties contact but every single entity is
able to initiate connection directly with all other entities. [2]

3.2 Overview of P2P

Peer-to-peer systems are gaining popularity quickly due to
their scalability, fault-tolerance, and self-organizing nature.
Progress in P2P has been made in applications such as stor-
age [30], DNS, media streaming [31], collaborative Web
server [32], distributed content-based search [33], and even
distributed firewalls [34]. Nowadays P2P-applications are
more used than traditional desktop and client-server systems.
P2P-system can act like a distributed computing system, it
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can serve the collaboration network and the most known ap-
plications are the file sharing applications. The P2P com-
munity share files using P2P-applications (Kazaa, DC++,
Gnutella, Napster).

P2P model is more efficient than the traditional
client/server approach. P2P allows nodes to function as both
a client and a server. Bandwidth is used more wisely when
machines communicate directly with each other using P2P
applications. P2P reserves less bandwidth, since the flows
are from peer to peer, not from the peer to server. P2P re-
duces the cost of owning the systems and the content.

Security is one of the biggest challenges in P2P systems.
Viruses could be shared by naming them after some interest-
ing software and when user downloads and launches the file,
the virus is activated. Reliability is problem, due to anony-
mous nature of P2P networks.

The user action can be modeled as follows: User A con-
nects to the central machine (Napster) or to a supernode-peer
(Kazaa) and request something from it. A gets answer and
decided to download thing X from computer B. Then the
connection is established direct from A to B, until the down-
load is complete.

3.3 Features Of P2P Systems

e Enables peer-to-peer communication and collaboration.

e Shared CPU processing improves performance in
power calculations.

e Scalability is defined by how many systems and users
can be supported.

o Reliability is related to systems and network failure,
disconnection, availability of resources, etc. Large scal-
ability improves reliability.

e Shared disk space (files sharing systems) gives better
probability for the data to be discovered.

e Sharing the costs between all the users of community
- lower the machine-, the energy- and the bandwidth
costs of the system providers.

e Increases privacy and autonomy by letting the users
stand anonymous behind their machines.

e P2P systems typically do not rely on established infras-
tructure - they build their own.

3.4 Performance Issues

P2P-routing updates incurred a lot of overhead compared to
the physical network routing (IP-routing) in terms of net-
work hops. But self-organization and adaptation is required
to handle the changes caused by peers connecting and dis-
connecting from the P2P systems. This increase the scala-
bility, fault-resilience, and the cost of ownership. Three key
approaches to optimize performance [12]:

o Replication puts copies of objects/ files closer to the re-
questing peers. Changes to data objects have to be prop-
agated to all the object replicas.

e Caching reduces the path length required to fetch a file
and due that the amount of messages exchanged be-
tween the peers.

Replication and the caching works quite same way.
Both store files to a peers to increase the data availabil-

ity.
o Intelligent routing and network organization:

To fully realize the potential of P2P networks, it is im-
portant to understand and explore the social interactions
between the peers. Ramanathan [13] determine good
peers based on interests, and dynamically manipulate
the connections between peers to guarantee that peers
with a high degree of similar interests are connected
closely. Establishing a good set of peers reduces the
number of messages broadcast in the network.

In combination with intelligent routing, replication
helps to minimize the distance delay by sending re-
quests to closely located peers.

3.5 P2P-Routing Models and Algorithms

Peer group management includes discovery of other peers
in the community and location and routing between those
peers. Discovery of peers can be highly centralized such as
in Napster, highly distributed such as in Gnutella, or some-
where in between.

3.5.1 Centralized Directory Model

Peers connect to a central server and publish information
about the content they offer for sharing. Upon request from
a peer, the central index will match the request with the best
peer in its directory that matches the request. The best peer
could be the one that is cheapest, fastest, or the most avail-
able, depending on the user needs. Then user prefers some
QoS metric, usually the bandwidth and then a file exchange
occurs directly between the two peers. [12]

Examples for centralized directory model are Napster and
SETI@home. The problem in such scheme is that it still
has some juridical challenges. At central server must not
have any information about where copyrighted data could be
downloaded.

When charging policies and standards are included in
the Internet routing, the QoS-service levels could be imple-
mented in p2p-systems. Then if user want fast service they
pay more. If user prefers cheaper QoS they wait longer (or
forever).

People should be responsible what they do in Internet. So
the anonymity should be taken away by forcing the people to
authenticate when using p2p-systems. Still there is problems
if some people steal others authentication id and use it in
wrong way. So security is a key topic when the charging
policies are standardized.

3.5.2 Flooded Requests Model

The flooding model is pure P2P model in which no advertise-
ment of shared resources occurs. Instead, each request from
a peer is flooded (broadcast) to directly connected peers,
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which themselves flood to their peers, until the request is
answered or a maximum number of flooding steps (typically
5 to 9) occur. This requires a lot of network bandwidth.

If the goal is to reach all the peers in the network, then this
model does not prove to be very scalable, but it is efficient in
limited communities.

Some companies (eg. Kazaa) have developed "super-peer"
client software (Kazaa-concept later in this paper), that con-
centrates lots of the requests. This leads to much lower net-
work bandwidth requirement, at the expense of high CPU
consumption. Caching of recent search requests is used to
improve scalability. [12]

The QoS-priorisation could be handled using participation
levels. The more interesting your data is to others the better
service you get. If others are not interesting to download the
data you share, it doesn’t matter how much you offer.

3.5.3 Document Routing Model

The document routing model is the most recent approach
(used by FreeNet for example). When a document is pub-
lished (shared) on such a system, an ID is assigned to the
document based on a hash of the document’s contents and
its name. When a peer requests the document from the P2P
system, the request will go to the peer with the ID most sim-
ilar to the document ID. This process is repeated until a copy
of the document is found. Then the document is transferred
back to the request originator, while each peer participating
the routing will keep a local copy.

Document routing model faces the problem that the docu-
ment IDs must be known before posting a request for a given
document. Hence it is more difficult to implement a search
than in the flooded requests model. Also, network partition-
ing can lead to an islanding problem, where the community
splits into independent subcommunities, which don’t have
links to each other. [12]

Four main algorithms have implemented the document
routing model: Chord [24], CAN [19] (Content-Addressable
Network), Tapestry [18], and Pastry [17]. The goals of each
algorithm are similar: to reduce the number of P2P hops to
locate a document of interest and to reduce the amount of
routing state that must be kept at each peer.

Each of the four algorithms either guarantees logarithmic
bounds with respect to the size of the peer community, or ar-
gue that logarithmic bounds can be achieved with high prob-
ability.

3.6 The Concept of Kazaa

What was illegal in Napster was the central database hav-
ing the indices of the users shared data. Today’s most used
P2P-system Kazaa Media Desktop (KMD) has more sophis-
ticated working model.

3.6.1 Supernodes

Users with the fastest Internet connections and the most pow-
erful computers are automatically designated as Supernodes.
A Supernode contains a list of some of the files made avail-
able by other KMD users and where they are located. When
you perform a search, your KMD first searches the nearest

Supernode to you, and then sends you immediate results.
This first Supernode then refers your search to other Supern-
odes and so on. [29]

This process is designed to make searching as fast as
possible and means that your computer will never search
through all the files made available by KMD users, only
through the files that have been indexed by the Supernodes
to which you are connected.

If you can’t find a file you are looking for, try again to-
morrow. You will most likely connect to a new Supernode,
listing a different set of files made available by other users.
[29]

3.6.2 Participation Level

The key to peer-to-peer is participation and sharing. The
more each individual participates and shares files, the better
the experience is for everyone.

Kazaa Media Desktop includes a Participation Level. This
is a title or index assigned to each user based on the way in
which they use the software. Basically, the more integrity
rated files you share, and are uploaded from you, the better
your downloading performance will be. The aim is to re-
ward people who ’integrity rate’ their files and share content
they have created so it can be uploaded - which makes the
peer-to-peer world work. This can be a little hard to con-
trol since it is up to other users to choose to download files
from you, but if you create and share interesting files you
will give yourself a good chance of improving your level.
When you request a file from another user and someone else
has already requested it, the user with the highest Participa-
tion Level will receive priority. If you are the only person
attempting to download a file your Participation Level does
not matter. [29]

3.7
3.7.1 Overlay Routing

Important P2P-Routing Aspects

Distributed hash table (DHT)-based overlay networks, repre-
sented by Pastry, CAN, and Chord, offer an administration-
free and fault-tolerant application-level overlay network.
Still they have some disadvantages. Relying on application-
level routing may cause network delays and bandwidth con-
sumption. And they typically construct a homogeneously
structured overlay even though nodes in these networks
usually have varying physical connectivity and packet-
forwarding capacities.

Brocade [21] removes some of the constraints in systems
such as Pastry [17] and Tapestry [18] and Topologically-
aware CAN [20] by constructing a secondary overlay net-
work of supernodes that are situated near the network access
points such as routers. Though Brocade improves perfor-
mance, it still uses logical routing in the secondary network,
which incurs several physical hops for every logical hop.

Xu [23] constructs auxiliary network called expressway.
By using physical proximity, forwarding capacity, node
availability and node connectivity they can increase rout-
ing performance. They use the Autonomous System (AS)-
level topology extracted from BGP (border gateway proto-
col) reports, and a novel landmark numbering strategy that
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can deal with changing network conditions and enable prox-
imity neighbor selection.

Nodes that are aggregated are logically close to each other
rather than physically close. Route advertisement uses a
variant of the distance vector algorithm [22]. Route sum-
marization technique is used to reduce routing state while
trading off routing performance.

Simulation results show that taking underlying physi-
cal network characteristics into consideration for routing
in the overlay network improves performance. The ap-
proach achieves close to optimal, shortest-path routing per-
formance. The previous approaches Brocade and eCAN [16]
stay within 2 to 6 times the performance of optimal routing.
Brocade-like systems can approach optimal routing perfor-
mance only when aggressive caching is used. [23]

Expressway routing outperform systems like Brocade in
terms of multicast performance because expressway removes
the constraints imposed by the logical structure of the over-
lay, and better approximates the underlying physical net-
work. In fact, constructing an overlay that closely approxi-
mates the physical network makes it possible to deliver rout-
ing performance that is better than default IP routing. This
has been shown by RON [27] and Detour [28]. [23]

3.7.2 Efficient Information Retrieval

Efficient information retrieval is important from the QoS
point of view. An efficient P2P information retrieval sys-
tem called PeerSearch [25] has been proposed in a research.
PeerSearch avoids the scalability problem of existing sys-
tems that employ centralized indexing, index flooding, or
query flooding. It also avoids the non-determinism that ex-
hibited by heuristic-based approaches. PeerSearch achieves
both efficiency and determinism through an elegant combi-
nation of index placement and query routing. Given a query,
PeerSearch only needs to search a small number of nodes
to identify matching documents. Using IR algorithms such
as vector space model (VSM) [26] and latent semantic index-
ing (LSI) [26], PeerSearch represents documents and queries
as vectors and measure the similarity between a query and
a document as the cosine of the angle between their vec-
tor representations. PeerSearch stores a document index in
Content-Addressable Network (CAN) using its vector repre-
sentation as the coordinates, resulting in those indices stored
close to each other are also close in semantics. This unifies
the problem of content- or semantic-based search with rout-
ing in an overlay network. [25]

Several features distinguish PeerSearch from other IR sys-
tems.

e PeerSearch works in a completely decentralized man-
ner. There is no single point of failure and no complex
hierarchy.

e PeerSearch supports content and semantic searches ex-
pressed in natural language, as opposed to simple key-
word match.

e PeerSearch is scalable, efficient, and effective. Both in-
dexing flooding and query flooding are avoided. The
CAN routing is augmented with expressways [23],
an optimization to overlay networks such as CAN.

PeerSearch’s effectiveness stems from the state-of-the-
art IR algorithms.

e The use of vector-space transformation improves the
DHT routing efficiency.

e The use of semantic-based indexing to solve various
problems, including deep search in Grid, resource dis-
covery, etc.

PeerSearch is among the first systems to allow decentral-
ized, deterministic, and non-flooding P2P information re-
trieval based on content and semantics, and is also the first to
apply semantic knowledge to solve various network/system
problems at such a deep level. [25]

3.8 QoS challenges for P2P-systems
3.8.1 Dynamic QoS Interconnection

Current technical and business models are not ready for sup-
porting the next generation Internet with QoS interconnec-
tion. Only the connectivity is taken into account. This leads
to a need to create policies for connections that support QoS-
routing needs. Pricing policies need to be specified too.

The next generation Internet requires more control over
QoS selection and inter-domain routing. Hwang et al. pro-
posed inter-domain market-managed interconnection man-
agement mechanism, which fulfills these requirements. It
supports QoS control, traffic engineering, charging, and QoS
service co-ordination. The solution requires two technolo-
gies: BMP (Bandwidth Management Point) and a modified
version of BGP (Border Gateway Protocol). The modified
version of BGP provides additional routing exchange infor-
mation such as price and QoS level specifications. Using
the price and QoS attributes in the BGP UPDATE, the ex-
changed information can be used by the BMPs to manage
and control routing policy for many different types of inter-
connection settlements. [15]

The analysis show that market-managed interconnection
and support of inter-domain QoS routing with charging ca-
pability can increase the overall welfare of users and service
providers.

3.8.2 Interoperability

Although many P2P systems already exist there is still no
support to enable these P2P systems to interoperate. Some
of the requirements for interoperability include:

e How do systems determine that they can interoperate

e How do systems communicate, e.g., what protocol
should be used, such as sockets, messages, or HTTP

e How do systems exchange requests and data, and ex-
ecute tasks at the higher level, e.g., do they exchange
files or search for data

e How do systems determine if they are compatible at the
higher protocol levels, e.g., can one system rely on an-
other to properly search for a piece of information
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e How do systems advertise and maintain the same level
of security, QoS, and reliability

The P2P Working Group [14] is an attempt to gather the
community of P2P developers together and establish com-
mon ground by writing reports and white papers that would
enable common understanding among P2P developers.

4 Conclusions

P2P is an important technology but not a solution to every
problem in the future of computing. Alternatives to P2P are
traditional technologies, such as centralized systems and the
client-server model. Systems can participate in different de-
grees in the centralized/ client-server/ P2P paradigms. P2P
is a strong alternative for scalability, anonymity, and fault re-
silience requirements. From the market perspective, cost of
ownership may be the driving factor for P2P.

One big aspect including the topic is the music industry
which tries to fight against copyright breakers - without good
results because Napster has taught present P2P-companies
how to be irresponsible of the actions what users do with
their P2P-systems. While the copyright- and charging stan-
dards are still far away from reality, the users of P2P-systems
are able to be like partners in crime without fear of being ac-
cused.

As the Internet grows toward a network of QoS networks,
the inter-domain QoS interconnection will become one of the
critical factors in the next generation Internet. The standards
atthis area are still incomplete and there are many open ques-
tions. By solving the interoperability problems among vari-
ous P2P-networks the QoS will be radically improved. Due
to the complexity of the problem, QoS-routing technologies
for P2P-networks are still in the evolving research stage.
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