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The advancement of communication networks has led to the deployment of
severa differing and incompatible networking technologies. During the last
decade, |P has become the most significant data transfer protocol. This has
forced the industry to develop new methods for interworking between 1P
and existing connection-oriented networks.

Using broadband and connection-oriented backbone networks efficiently
requires considering the characteristics of IP in data transfer. On the other
hand, problems in scalability and service quality, which are typical to IP
networks, can be reduced by selectively utilizing the basic features of
connection-oriented networks. This work introduces a control software
implementation for a broadband network switch using IP routing. In
addition, a concept of interworking between an IP-centric backbone network
and networks controlled by intelligent network call control is presented. The
solution makes it possible to interconnect existing networks widely and to
use services over network borders.

This thesis is part of the results for the SCOMS project by the
Telecommunications Software and Multimedia Laboratory of Helsinki
University of Technology. The switching equipment is developed by the
Technical Research Centre of Finland, and it supports cell-based ATM
interfaces, n x 64 kbps ISDN and PSTN interfaces and I1P-based Ethernet
interfaces. The work is focused on IP-centric switch control software that
supports interworking with connection-oriented networking technol ogies.
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Tietoliikenneverkkojen kehitys on johtanut useiden erityyppisten ja
epayhteensopivien verkkotekniikoiden lagamittaiseen kayttéonottoon.
Viimeisen vuosikymmenen aikana pakettikytkentéinen 1P on noussut
merkittdvimmaks tiedonsiirtoprotokollaksi. Tdaméa on pakottanut kehitté-
méaan uusia menetelmid olemassaolevien yhteydellisten verkkojen ja IP.n
véliseen yhteistoi mintaan.

Lagjakaistaisten ja yhteydellisten runkoverkkojen kayttdminen tehokkaasti
vaatii 1P:n ominaisuuksien huomioimista tiedonsiirrossa. Toisaalta |1P-
verkoille tyypillisia palvelunlaatu- ja skaalautuvuusongelmia voidaan
vahentda hyddyntamalla yhteydellisten runkoverkkojen perusominaisuuksia
valikoidusti. Tassd tyossd esitellédn toteutus [P-reitityksen kaytosta
lagjakaistaverkon kytkimen ohjauksessa, seka konsepti |P-orientoituneen
runkoverkon ja &ayverkon ohjaukseen perustuvien verkkojen yhteis-
toiminnasta. Ratkaisu mahdollistaa olemassaolevien verkojen lagjamittaisen
yhdistamisen ja pal vel uiden kéyton verkkojen rajojen yli.

Ty6é on osa Teknillisen korkeakoulun tietoliikenneohjelmistojen ja
multimedian laboratorion SCOMS-projektia.  Kytkinlaite on VTT:n
kehittama ja sisdltda tuen solupohjaisille ATM-liitannéille, n x 64 kbps
PSTN- ja ISDN-liitdnnéille seka IP-pohjaisille Ethernet-liitdnndille. Tyon
painopisteena ja tuloksena on IP-keskeinen monikayttokytkimen ohjaus-
ohjelmisto, joka tukee yhteistoimintoja edelldmainittujen yhteydellisten
tekniikoiden kanssa.
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1 INTRODUCTION

The last few decades have seen astonishing progress in the way people
communicate. A number of different types of communication networks
address the diverging needs of communication services such as telephone
cals and data transfer. Landline telephone networks reach everywhere in
developed countries. Internet and mobile networks have grown explosively

and realized the easy communication between individuals.

Unfortunately, many communication services are specific to the networks in
which they are used. Despite easy access to a wide-range of networks, the
heterogeneity of them makes it impossible to use all the services between
different networks and user interfaces. Since large investments are involved
in nation-wide networks, operators are interested in evolving the old-
established network infrastructures instead of totally replacing them with
modern networking solutions. Convergence of different networks is needed
to create a true multiservice network that will bind different networks and
services together. Since Internet Protocol (IP) has become increasingly

popular, it will be the driving force of convergence.

The telecommunications market research and consulting firm RHK
estimates that 1P traffic will represent over 90 percent of the total public
network traffic by the year 2002. As a result, service providers will need
scalable, cost-effective, data-centric backbone networks that can provide

guaranteed performance capabilities. [RHK 1999]

Internet technologies are also being deployed on mobile networks.
Conseguently, mobility aspects are becoming more important in backbone
networks, and drawing aline between Internet and mobile networks may not
be appropriate any longer. The 3 Generation Partnership Project (3GPP)
has announced all IP core networks as its goa in Universa Mobile

Telecommunications System (UMTS) technology, in order to offer seamless



third generation services. One of the benefits of this approach will be
making the services available, independently of the means of access. This
requires bringing the existing networks, like conventiona land telephony,
and future | P networks together [3GP1999].

The next chapter goes through some relevant networking terminology and
defines the research problem and the aim of this study. Criteria for
evaluating the solution are specified. The third chapter discusses the
problems of overlay networks and explains the generic solution for network
integration. The fourth chapter presents different proprietary and non-
proprietary solutions that have been developed for the integration of IP and
connection-oriented broadband networks. The fifth chapter introduces the
research project in question and the implementation of the chosen
networking technology. The sixth chapter analyses the solution and the
fulfillment of the criteria, and the last chapter draws conclusions and sums
up the work.



2 PROBLEM

This study involves combining IP and connection-oriented networks,
especially broadband backbone networks. Another issue is bringing
narrowband connection-oriented networks and IP-based access networks
together with the backbone network. Thus, the goal is to research

interoperability possibilities between different networking technologies.

2.1 Terminology

2.1.1 General terminology

OSl reference model

Open Systems Interconnection (OSl) is a standard description or reference
model for how messages should be transmitted between any two pointsin a
telecommunication network. The main idea of OSl is that the process of
communication between two end users in a telecommunication network can
be divided into layers, with each layer adding its own set of specid, related
functions. The OSl reference model has seven layers of which each defines
a function performed when data is transferred between applications across a
network (Table 1). OSl was officially adopted as an international standard
by the International Organization for Standardization (1SO). Currently it isa
recommendation of the International Telecommunications Union (ITU-T).

This thesis concentrates on layers 2 and 3 of OSlI model.



Table 1. OS reference model.

. Application |application programs that use the network

. Presentation |standardizes data presented to the applications

. Session session management between applications

. Network addressing, routing, message handling

. Data Link data delivery across the physical connection

7
6
5
4. Transport error detection and correction, sequence control
3
2
1

. Physical physical network media

Softwar e ar chitecture

Software architecture alludes to "the overall structure of the software and
the ways in which that structure provides conceptual integrity for a system”.
In its ssimplest form, architecture is the hierarchical structure of program
components, the manner in which these components interact and the
structure of the data that is used by the components. [Pre1997]

Interface

In hardware terminology, an interface means the physical and logical
arrangement supporting the attachment of any device to a connector or to
another device. An interface in software means a set of messages or signals
used between software components. In a networking device, an interface is
usually aline card that connects the device to a network.

2.1.2 Switching terminology

Circuit switching

Each connection through a circuit switched network results in a physical
communication channel being set up through the network from the calling to
the called subscriber equipment. This connection is used exclusively by the

calling subscriber and the caled subscriber for the duration of the call.



Before any data can be transmitted over such a connection, the connection
must be set up or established through the network. An example of a circuit
switched network is a Public Switched Telephone Network (PSTN)
[Hal1996]. Circuit switching is performed on the data link layer by a device
called switch.

Signaling

Signaling in communication networks means exchanging information that
sets up, controls, and terminates the connections. Signaling may include
several functions, such as negotiating the quality of the connection

depending on the network and the user interface.
Switch

A typical switch has two parts: the switching hardware carries user data, and
the switch controller handles requests to set up and tear down circuits. The
switch uses signaling protocols to manage the connections. It may aso have
interfaces to exchange control and management information with special

purpose networks.

Although a traditional switch performs layer 2 functions, the term has a
loose meaning. If a switch performs IP routing functions of layer 3, it may
be called an IP switch. Layer 4 switches have been introduced to make even
smarter forwarding decisions. Sophisticated multilayer switches are able to

switch simultaneoudly different traffic in layers 2, 3 or 4.
Virtual Circuits

A virtual circuit isacircuit or path between points in a network that appears
to be a discrete, physical path but is actually a managed pool of circuit
resources from which specific Virtual Circuits (VC) are allocated as needed
to meet traffic requirements. A Permanent Virtua Circuit (PVC) isa VC
that is permanently available to the user just as though it were a dedicated or
leased line continuously reserved for that user. A Switched Virtual Circuit



(SVC) isaVC in which aconnection session is set up for a user only for the
duration of the connection [Wha2000].

The biggest advantage of virtual circuits is that they do not reserve
bandwidth when a connection is idle. However, when circuit switching is
mentioned in this document, it may apply to both hardware circuits and
virtual circuits, because the differences between these two are not relevant
in this context.

I nterworking

Interworking between different networks and between different signaling
protocols implies mappings and information conversions between the
communicating parties. Both the hardware platform and the software
framework have to implement different signaling protocol stacks with
different signaling procedures and be able to interconnect them. In addition,
different kinds of resource allocations and verifications, like virtua circuits
and time-dlots, have to be provided [Raal999a].

Multipurpose switch

A multipurpose or multiprotocol switch is a device that is capable of
interconnecting different types of networks and protocols. Interworking
functions are implemented to handle each type of interconnection
separately, and the switch may perform data conversions between the

different types of media.

2.1.3 Routing terminology

Packet switching

With a packet switched network no physical connection is established
through the network. Instead, all data to be transmitted is first assembled
into one or more message units, called packets. These packets include both



the source and destination network addresses. At a packet switching
exchange a packet is forwarded on an appropriate link, based on the
destination address.

Each overal transmission occupies only a portion of the available
bandwidth for each link, since packets from different sources are
interspersed. Single packets may experience unpredictably long delays when
the network is congested [Hal 1996]. IP is the single most important packet
switching protocol. Packet switching is performed on the network layer by a

device called arouter.
Router

A router is connected to at least two networks and decides which way to
send each packet based on its current understanding of the state of the
networks it is connected to. A router creates or maintains a table of the
available routes and their conditions and uses this information along with

distance and cost algorithms to determine the best route for a given packet

(Figure 1).
Routing
table

Route lookup

(7 X2

Receiving  Forwarding
apacket  the packel

oSl layer 3
oSl layer 2

[/ A\

:Céﬂﬂ \ —

Figure 1. Conventional routing procedure [ Pet1996] .

Typicaly, a packet may travel through a number of routers before arriving

at its destination. A router is often included as part of a network switch



[Wha2000]. In general, a router is a more complicated and slower device

than alayer 2 switch.
Dynamic routing

Dynamic routing occurs when routers talk to adjacent routers, informing
each other of what networks each router is currently connected to. The
routers must communicate using arouting protocol, of which there are many
to choose from [Ste1994].

Current 1P routing protocols such as Open Shortest Path First (OSPF),
Routing Information Protocol (RIP) and Border Gateway Protocol (BGP)
are best effort routing protocols. They caculate the shortest path to the
destination, not on basis of shortest physical distance but the amount of
hops, cost or delay. An IP packet is routed through a path that is considered

the best possible route between the source and the destination.

2.1.4 Traffic terminology

Quality of Service

The quality of the transmission path can be measured with varying
characteristics, like bandwidth, latency, delay variation, reliability, and other
requirements. The idea of Quality of Service (QoS) is that these
characteristics can be guaranteed in advance, measured and improved.

Real-timetraffic

Different services have different QoS needs. Time-critical ones, such as
telephone calls or streaming video, suffer greatly from delay and delay
variation. They also need a constant bandwidth to work properly. These
services work well on circuit-switched networks, since the concept

guarantees a high-quality transmission path for the call [Bel2000].



Non-real-time tr affic

Typical services used on the Internet, like browsing the web, produce data
bursts. Using (hardware) circuit-switched connections for non-real-time
traffic causes wasted capacity, because the reserved bandwidth is not used
continuously. Packet-switched networks are ideal for these services, because
they acquire and release the bandwidth, as it is needed. The weakness of IP
is that it offers universally only a single class of best effort service; that is,
the network offers no assurance about when, or even if, packets will be
delivered [Shel994]. QoS methods for IP have been developed, but their

deployment has so far been slow and occasional.

2.2 Integration of IP and connection-oriented networks

Interworking between connection-oriented networks such as PSTN and
Integrated Services Digital Network (ISDN) is straightforward from the
controlling viewpoint. A multipurpose switch creates connections from one
network to another with the use of network specific signaling protocols.
Different signaling protocols have usually smilar sequences of messages;
therefore mapping parameters from one type of protocol to another is
sufficient. The switch knows how to route an incoming call with a certain

telephone number or network address.

Interworking between IP and connection-oriented networks is difficult
because of the different data transfer models. Interworking between IP and
broadband networks means carrying IP traffic over a layer 2 broadband
transport media in a way that considers the characteristics of IP. This
requires introducing a new network control mechanism when operating with
broadband technologies that are originally designed for telecommunication
networks. Implementing router functionsto alayer 2 switch is necessary but
insufficient since connections are opened on layer 2 and routing is done on

layer 3.
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QoS characteristics are usually specified in the signaling protocol
parameters and therefore easily avalable. The problem is how the
requirements can be applied to the network that carries IP. Transferring data
with IP, using connection-oriented services is difficult. If a voice cal is
opened over IP, a specific signaling protocol like Session Initiation Protocol
(SIP) or a connection-oriented protocol like Real-time Transfer Protocol
(RTP) is necessary even to set up the call. Moreover, even with the use of a
dedicated protocol, the underlying packet switched IP that provides only
best effort service makes it impossible to guarantee adequate QoS.
Retransmission of lost or corrupted packets is not the answer for the needs

of real-time services.

Layer 2 switching can offer guaranteed QoS, but running connectionless IP
on top of it wastes the advantages of connection-oriented switching. IP is
the answer to non-real-time traffic and circuit switching is to real-time
traffic. However, we need to be able to transfer all types of traffic with
different QoS requirements on the same network. This can be achieved by
integrating the operations of layers 2 and 3 together and combining the best

of them.

2.3 Problem statement

The aim of this thesis is to develop a control software architecture for a
multipurpose switch to enable forwarding IP-based real-time and non-real-

time traffic. Two goals are especially taken into account:

» Layer 3 routing information must be utilized efficiently when opening
layer 2 connections in a backbone network.
* Real-time services must be supported with the use of signaling, resource

reservation, and interworking functions with other network types.
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An introduction to different multilayer technologies is presented, and
interworking issues between different types of access and backbone
networks are discussed. The emphasis is on a single multiprotocol switch
and its functionality. The IP routing information of the IP-based backbone

and access networks is regarded to be available in arouting table.

The following aspects concerning the problem were considered to be outside
the scope of this study:

* user data conversions between different networks

» theexact role of the switch inside a network

» possible advancements of routing protocols and layer 3 packet handling
algorithms

e upcoming new transport technologies like Wavelength Division
Multiplexing (WDM) and Gigabit Ethernet

This work is about advancing current layer 2 switching equipment of
backbone networks by applying new IP-centric technologies to them. This
may be a considerable option for operators who seek a fast and cost-
effective way to improve QoS and extend the functionality of their current
networks. These networks are also test benches for new solutions, and the

gained experience should be utilized when designing future networks.

2.4 Criteria

The following criteria can be used in evaluating different solutions for the
problem statement.

Functionality

» Fine/coarse-grained QoS support for static and dynamic needs
= Creating paths with different service characteristics through the

network both statically and dynamically.
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Interworking ability with other communication networks

= Making interconnections between different protocols and types of
user data.

Traffic engineering facilities

= Optimization, measurement, modeling, characterization and control
of traffic.

Virtual Private Network (VPN) support

= Connecting a set of physically separate sites of network securely.

Multicasting capability

= Deélivery of the same data to multiple destinations and the support
for a multicast routing protocol.

Applicability

Scalability

= Being able to scale, especially when operating on large backbone
networks.

Independence of the routing protocol

= Any layer 3 routing protocol may be run on the device.

Generality with respect to link layer technologies

= Solution is applicable to any layer 2 technologies of today and of the
future.

Portability and readiness for future updates

= The solution may be transferred to other operating environments

and updated when necessary.

Controllability

Operations, Administration and Maintenance (OAM) facilities
= Controllability over the functionality of the device.
Minimal complexity, modular architecture

= Logical and clear arrangement of software modules.



Performance

* Control information handling does not delay user data

= Thelayer 2 technology is used at maximum speed.

13
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3 GENERIC SOLUTION

This chapter contains a generic solution for networking with IP and layer 2
switching technologies. A traditional approach is first introduced to clarify
the purpose of the integration of layers 2 and 3, before discussing a generic
solution for the integration. Discussed techniques are also applicable to
other layer 3 packet switched protocols other than IP.

3.1 Classical overlay model

The overlay model is a technique that was deployed within the 1990s to
circumvent some of the limitations of IP systems. The basic idea is to
introduce a secondary technology, with switching and traffic management
capabilities into the IP infrastructure in an overlay configuration. The
switched connections of the secondary technology serve as point-to-point
links between IP routers as illustrated in figure 2 [Awd1999a].

Packet @_ Packet
switched :><: Layer 2 :X: R switched

IP switched IP
network core network
network

X X

Figure 2. Routers and switches in an overlay configuration.

The routers that are attached to the core network are directly connected to
other routers by layer 2 connections that are usually pre-configured and thus
static. IP routing is limited to the edges of the network. While this method
has proven to be very effective, operational and technical difficulties begin
to arise since the number of connections grows exponentially as the network
expands [Fry2000].
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Since the number of network devices may be very large, the next-hop
routing tables can become unmanageable. For n routers in the network, the

routing table size, the routing update traffic, and the processing of routing
updates all grow to O(n?). A conventional solution is to leave some of the

possible paths in the network unconnected. Thus, packets between two
physically adjacent routers may be required to traverse multiple hops. This
isinefficient and it is difficult to maintain connectivity when links or routers
fail [New1998].

The most challenging problem has been the complexity of operating a
network based on two disparate technologies that were independently
designed and developed for entirely different tasks. Figure 3 illustrates the
edge of an overlay network, and the equipment required for network
operation. Outside the core network layer 3 routing and forwarding
mechanisms are utilized for packet delivery, while inside the core network
data is forwarded with the use of a layer 2 transport mechanism. IP routing

is delivered through the core network, but it is not associated with layer 2

connections.
Edge = Core
Edge router
| IP routing control | < IP routing >
oSl layer 3 || P forwarding | Switch
Osl layer 2 L2 control || Layer 2 | L2 control | le—»
Layer2 Layer 2 signaing/routing |
I P packets transport = Laver 2 Layer 2
—— switching ay »|| switching |—>
transport

Figure 3. Edge and core equipment of an overlay network.

Different protocol architectures, addressing models, routing protocols,
signaling protocols, and resource allocation schemes for both layers make it
very difficult to construct an efficient network [Sem1999]. This has forced
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the hardware vendors and operators to search for different solutions that do
not require two separate sets of equipment. The trend is to evolve core IP
networks away from the overlay model and toward more integrated
solutions [Awd1999a].

3.2 Multilayer switching

Multilayer switching means combining traditional layer 2 switching with
layer 3 protocol routing in a single product. Since the mid-1990s, when the
shortcomings of the overlay model became obvious, the area has been

actively researched and several varying solutions have been introduced.

3.21 Overview
Different multilayer technologies have two main characteristics in common

(Figure 4):

» separation of the control and forwarding components
» |abel-swapping forwarding agorithm [ Sem2000]

Routing updates | : | Routing updates
< » Routing protocol < >
Control | Routing table |
I
il
A 4
Forwarding | Forwarding table |
Packet processing

Figure 4. Multilayer components.
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By completely dividing the control component from the forwarding
component, each component can be independently developed and modified.
The division is aso between the urgency of information. Forwarding user
data needs very fast decision making on hardware, while control
information may be processed on a software component that is slower but

makes more complicated decisions.

The basic approach of multilayer switching is to take the control software
from an IP router, and integrate it with fast layer 2 switching hardware. As a
result, it is possible to build a device that has the price and performance of a
switch, but the functionality of a router. [Anr2000] This approach aso
allows the vendors to reuse existing software and hardware solutions.

The forwarding component is based on a label-swapping algorithm. Usually,
the same algorithm is used on normal layer 2 switching. A label is a short,
fixed-length value carried in the header of a packet to identify a group of IP
packets that are handled alike. The labels are analogous to layer 2
connection identifiers. [Sem2000] Multilayer switching is also called |abel
switching.

The routing information is mapped into a forwarding table that contains
information about incoming and outgoing labels and interfaces. There may
be one forwarding table per router or one per interface, depending on the
implementation. The forwarding algorithm can be very simple; it simply
takes a packet, finds an entry in the forwarding table on the basis of the
incoming label and the interface, then changes the label and forwards the

packet on the correct interface.

3.2.2 Basic QoStechniques

There are two basic approaches when trying to guarantee QoS. They are not
mutually exclusve, but complementary and designed for varying

operational requirements in different networks.
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Resour ce reservation (I ntegrated Services):

Network resources are apportioned according to an application’s QoS
request, and subject to bandwidth management policy. This approach
requires signaling through the network in order to deliver the QoS criteriato
each network device that performs the reservation of resources. Integrated

Services (Intserv) is afine-grained QoS method.
Prioritization (Differentiated Services):

Network traffic is classified and apportioned network resources according to
bandwidth management policy criteria. The QoS criteria are carried with the
user data, and the classifications give preferential treatment to applications
that have requirements that are more demanding. [Stal999] Differentiated
Services (Diffserv) is a coarse-grained QoS method since only a small

number of traffic classes are used.

3.2.3 Multilayer switching in solving the QoS problem

Multilayer solutions belong to the resource reservation category, but they
may also utilize prioritization. The difference is a which point in the
network the action is taken. Layer 2 connections are established on the basis
of some information that is available on the edge of the multilayer network.
This information may be obtained from routing or signaling protocols, or
carried with the user data. When a flow of IP traffic is forwarded between
two switches, it is said that it proceeds from an upstream switch to a
downstream switch. Therefore, a label switched connection is
unidirectional. A router on the edge of the multilayer network is called an
ingress for a certain label switched connection if the data arrives through it,

or an egress if the data leaves throughit.

If the creation or termination of a connection is triggered by data packets
arriving at the multilayer switch, the technique is referred to as data-driven

connection management. A control-driven model manages the connections
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with the use of control information such as signaling or routing. With
control-driven approach, the connections are created before the first packets
of user data arrive, while with data-driven approach each data flow is
identified before opening connections [ Sem2000].

When alabel switched connection is opened, it fulfils some QoS criteria that
is available for the layer 2 technology. By then resources are reserved for
the data flow on layer 2 and the information of layer 3 isno longer checked.
The label of a packet contains information sufficient for forwarding the
packet, and may contain information that indicates what resources the

packet can use.

The prioritization of user data must be enabled on the basis of upper layer
information, usually meaning that the consideration is done on the edge of
the multilayer network. It is possible to open separate switched connections
for different priorities, and choose a correct connection for each packet. A
gueuing mechanism can aso be implemented for packets, but queuing

packets on the edge router has limited effect to the whole transmission.

3.24 Multilayer edgerouter functionality

The different cases of interconnections, that a multipurpose switch must be
able to perform when it operates as an edge router for a multilayer network,
may be separated. It is assumed that the switch has IP interfaces that are
used to connect | P-based access networks to the backbone network. In order
to have reasonable packet forwarding rate, the IP interfaces should have
routing capabilities in the hardware. Multilayer interfaces have a forwarding
table that enables delivering packets to the right connection, assuming that
the connection identifiers are set on the outgoing interfaces. Actions of the
edge router depend on the characteristics of a particular multilayer

technology, but some common outlines can be drawn.
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Two I P interfaces

A packet is transferred between two access networks. A route lookup is
performed, and the outgoing interface is obtained. An outgoing IP interface
may also perform another route lookup to obtain an access network specific

hardware address.
Two multilayer interfaces

Data is transferred from one multilayer interface to another. This is similar
to normal layer 2 switching, and layer 3 functions are not performed in
forwarding operation. The connection has been opened beforehand with the
use of routing information and a signaling operation. Alternatively, a data-

driven connection establishment may be performed.
I P and multilayer interfaces

When a packet arrives at an IP interface, a route lookup is done and the next
hop is identified as a multilayer type. Connections on a multilayer network
are established on basis of IP routing; therefore when using the control-
driven mode, a connection exists and the packet may be forwarded to it.
Possibly, IP QoS characteristics are taken into account when choosing the
correct connection. In the data-driven mode, the datais sent using a hop-by-
hop method that is based on layer 3 (or higher layer) information, and the
label switched connection is opened along the route.
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4 MULTILAYER SWITCHING EFFORTS

This part describes different multilayer switching solutions from the
viewpoint of the controlling software. Three proprietary technologies by
well-known hardware vendors are introduced to demonstrate different
possible approaches, and then a standard-based technology is explained.
Common link layer technology for al the discussed solutions is
Asynchronous Transfer Mode (ATM) that is next outlined briefly.

4.1 Basicsof ATM

In the early 1990s, a new technology called ATM, being standardized by
ITU-T, started to catch attention. ATM technology was developed to
address the needs of new telecommunication services, such a video-on-
demand, video conferencing, high-speed data transfer, videophony, home
education and shopping, teleworking and High Definition Television
(HDTV), that were predicted to be the wave of the future. [Pry1995] In
addition to ITU-T, an industry consortium, ATM Forum, was established to

accelerate the deployment of the new technology.

ATM is a packet-oriented technology based on asynchronous time division
multiplexing. ATM uses fixed length (53 bytes) cells, of which 48 bytes are
reserved for information field and 5 bytes for header. The header is used to
identify cells belonging to the same virtua channel and thus used in
appropriate routing. Because small cells can be handled quickly, a virtual
channel may be used the same way that the circuits of a circuit-switched
network. Therefore, a virtual channel may also be called a virtual circuit
[Gru1996].

ATM connections may be PV Cs that are permanent and created on the basis
of configuration, or SVCs that are opened dynamically with the use of
signaling. Each virtual channel is given a set of parameters that indicate the
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QoS requirements of the connection. One of the main advantages of ATM is
that the connections can be tailored to address the needs of customers
[Gru1996].

4.2 Proprietary multilayer switching solutions

The growth of the Internet caused wide deployment of the IP-over-ATM
overlay model. Several Requests for Comments (RFC) concerning IP
encapsulation and delivery over ATM networks [Grol999, Laul998,
Per1995] have been produced by the Internet Engineering Task Force
(IETF), but they do not solve the previously discussed problems of the
overlay model. Different multilayer approaches have emerged to do this,
and while they are mostly developed especialy for ATM, the basic ideas are
applicable to other link layer technologies as well.

4.2.1 Ipsilon IP Switching

IP Switching was one of the first multilayer technologies, announced by a
start-up company Ipsilon in 1995. The technology caught a lot of attention
during 1996-1997 because of interesting approach, combined with powerful
and daring marketing. Ipsilon’s premise was that ATM and the standards
that surround it are too complicated and address wrong problems. Ipsilon
decided to go its own way by throwing away the standards of the ATM
Forum. ATM Forum was seen as an organization where only ATM
technology is important and classical protocols are disregarded. Ipsilon took
the point of view that the data transfer must be done in terms of 1P, and
ATM ismerely afast transport mechanism [Wit1997].

The basic idea of the IP Switching is to remove the software resident in the
control processor of an ATM switch, and replace it with standard IP routing
software that performs IP routing and forwarding. The IP switch control
component in Ipsilon’s products runs on an Intel-based workstation that is

connected to the switch. The control component also contains extensions
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that allow it to make use of the switching hardware. These extensions
include Ipsilon Flow Management Protocol (IFMP) to associate IP flows
with ATM virtual channels, a flow classifier to decide whether to switch
each flow and General Switch Management Protocol (GSMP) to control the
switch hardware [New1997, Dav2000].

IP Switching is a data-driven label switching approach, since it binds single
IP flows with labels by the time the flows are recognized. Virtual channels
of ATM represent labels, and the process of label binding is described with
the term flow redirection. When an IP Switch is making a decision about
label switching a flow, the flow is forwarded through a default VC that
leads to the IP Switch control component (Figure 5). The controller routes a
predefined amount of IP packets through the outgoing default VC before it
decides that the flow is long enough to be label switched. After that, the IP
Switch tells its upstream neighbor to redirect a particular flow to it using a
specific label. Each downstream IP Switch on the route makes the decision

of label assignment independently of other switches.

Flow classification and control
To o o Routing To
upstream s | s and downstream
switch M = | forwarding switch
A A 4 A\ A A A
A 4
GSMP
Default VC <« » Default VC

DataVC » DataVC

Figure 5. IP Switch architecture [ Dav2000] .
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IP Switching was a pioneering technology, and the first multilayer
technology that actually made it into real products. However, it never
achieved great success in the marketplace. One of the biggest reasons for
this was the performance concern about the data-driven label binding
approach, because in IP Switching parts of user data flows must be
forwarded through the control component of each switch on the path. The
amount of control traffic is directly proportional to the number of traffic
flows; therefore, short-lived flows can impose a heavy burden on network
operations. While IP Switches were being made available in 1997, the
industry was aready looking into new promising control-driven solutions.
Ipsilon was acquired by Nokia in late 1997 and thereafter |P Switching has
been quietly buried. Nowadays, the common understanding is that the data-
driven approach in general does not have scaling properties required for
operation in the core of the Internet [Dav2000, Sem1999].

4.2.2 Cisco Tag Switching

Cisco announced its control-driven multilayer solution, Tag Switching, in
1996. An effort for standardizing the technology was aso initiated with the
publication of several Internet drafts. Labels of the scheme are called tags,
and the protocol used for delivering them inside the network is Tag
Distribution Protocol (TDP). A Tag Switching device is called a Tag
Switching Router (TSR). The design goals of Tag Switching are broad. In
addition to the delivery of IP routing, the focus is on adding functionality
(such as explicit routes) and improving scalability of the network
[Dav2000].

Tag switching bases on the concept of binding between a tag and layer 3
routing. Tag Switching supports a wide range of forwarding granularities in
order to improve scalability. A tag could be associated from a group of
routes to an individua application flow. A tag could also be bound to a
multicast tree [Rek19974].
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The control component of a TSR is represented in specifications as a
collection of software modules, each designed to support a particular

routing function. The software modules are:

» Destination-based routing module is used for creating a binding
between an outgoing tag and a route, and updating the forwarding table
on hardware with the binding information.

* Hierarchy of routing knowledge module is used for keeping the
routers of adomain from maintaining exterior routing information.

 Explicit routes override the destination-based routing paths.
Applications may include having finer control over traffic distribution
over multiple links and supporting QoS-based routing.

Resource reservation.

Multicast module may be used for handling a multicasting routing protocol

and multicast routes [Rek1997D].

TSR also contains a set of information bases. Two of them are mandatory to
support Tag Switching:

Forwarding Information Base (FIB) that is maintained by routing
protocols and is a normal router database.

* Tag Information Base (TIB) that corresponds to the forwarding table
of multilayer switching. A TSR allocates tags and binds them to address
prefixes in its FIB. Tag information is delivered to neighbors with TDP
[Rek1997D].

The problem with Tag Switching is that the Protocol Data Units (PDU)
from different sources destined for a specific destination end up sharing a
VCI, and cells may get interleaved, which is a problem with ATM
[Amo1998].
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Tag Switching products were delivered, and Cisco published a set of
Internet drafts, initiating also the standardization of multilayer switching,
proposing Tag Switching as the base for the new non-proprietary
technology to be developed. Tag Switching as such did not make it into a
non-proprietary standard, but it had great influence on the upcoming

multilayer switching standardization work of IETF.

4.2.3 |1BM Aggregate Route-based | P Switching

Late in 1996, shortly after Cisco’s announcement of Tag Switching, IBM's
Networking Hardware Division submitted its control-driven Aggregate
Route-based IP Switching (ARIS) proposal to the IETF. At this point, after
several multilayer solutions had appeared during a short period, interest for

acommon non-proprietary solution was growing.

ARIS, a simple virtual channel establishment protocol, enables Layer 2
switching of IP packets. It takes advantage of the speed and cost points of
ATM switches by prebuilding trees that alow IP packets to be switched to
their destination instead of routed. ARIS achieves switching speeds for IP
forwarding without affecting the scalability of router networks. Because an
ARIS network works like an ordinary 1P network, an existing IP network
can be upgraded to higher speeds without redesigning the network or

changing operational procedures or network management tools [Mar1997].

These switched paths may have an endpoint at a directly attached neighbor
(comparable to IP hop-by-hop forwarding), or may have an endpoint at a
network egress node, enabling switching via all intermediary nodes. A
switched path is created for an egress identifier, which identifies a routed
path through a network. The egress identifiers may be extracted from
information existing in the routing protocols, or may be configured. Since
thousands of IP destinations can map to the same egress identifier, the
number of switch paths required in a network is minimized [Fel1997,
Vis1997].
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The switched path to an egress point, in general, takes the form of a tree
because of the merging of switched paths. Merging occurs when multiple
upstream switched paths for a given egress point are spliced to a single
downstream switched path for that egress point. Generally, merging of
ATM virtual channels requires special support from the ATM hardware to
avoid the interleaving of cells that belong to different upper layer frames
[Vis1997].

From a software viewpoint, ARIS architecture requires two control
protocols and three logica information bases. A standard IP routing
protocol such as OSPF or BGP is used for obtaining the network topology.
ARIS protocol is used for establishing switched paths through the network.

The control component includes the following information bases:

* Routing information base (RIB) is used for the computation of best
effort routes by an IP routing protocol. The RIB is essentially unchanged
from the RIB of a standard router. In the ARIS context, the RIB is also
used to identify egress points and egress identifiers for the other two
information bases.

* Forwarding information base (FIB) of a standard router has been
extended to include an egress identifier in each next hop entry. The FIB
tends to contain many IP destination prefix entries, which point to a
small number of next hop entries that describe the hop-by-hop
forwarding operation(s). Next hop entries consist of an outgoing
interface, next hop IP address, egress identifier, and the associated
established downstream label for the switched path. The association of
the next hops with the egress identifiers is the responsibility of the
routing protocol, while the association of the next hop/egress identifiers
with the switched pathsis the responsibility of the ARIS protocol.

* Virtual channel information base (VCIB), which does not exist on a

standard router, maintains for each egress identifier the upstream to
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downstream label mappings and related states. This mapping is
controlled by the ARIS protocol [Vis1997].

IBM planned to extend its previous ATM switching solutions to support
ARIS. The proposals IBM has announced have interesting ideas, such as
creating loop-free path trees with VC aggregation and they contain
considerations of multicasting and routing with multiple paths. The ARIS
protocol specification is detailed containing even pseudo code examples.
However, in 1997, development of Multiprotocol Label Switching (MPLS)
had begun the different proprietary solutions have not achieved great
success or interest. Nevertheless, the proprietary multilayer switching
technologies initiated the development of MPLS and shaped its form.

43 MPLS

A number of other proprietary multilayer solutions has emerged as well.
Toshiba has developed a Cell Switch Router (CSR), and Cascade has
developed an IP Navigator. Several ATM vendors support Multiprotocol
over ATM (MPOA) that is a more ATM-centric approach. Next Hop
Resolution Protocol (NHRP) was driven by 3Com, IBM and Cascade to
consolidate their IP switching technologies. It is obvious that with al these
different competing technologies, the problems for which the idea of
multilayer switching had been developed could not be solved universally.
Since al the multilayer solutions have common characteristics, it was
important to initiate a standardizing effort that would combine the best of

each proprietary technology.

431 Overview

MPLS working group of IETF was found in the spring of 1997.
Standardization of MPLS has been slow, but the technology has gained
considerable attention since currently (July 2000) 27 Internet drafts have
been published by IETF and several dozen as independent drafts. In
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addition, MPLS is the preferred technology in ITU-T's draft
recommendation [IpA1999] that concerns the transport of IP over ATM-
based public networks. An industry consortium called the MPLS Forum has
been established to accelerate the adoption of MPLS and its associated
technologies. Since MPLS has caused so wide interest, it is safe to say that
it is one of the most important [P-centric broadband networking

technol ogies of the near future.

The MPLS working group has set high level requirements for their
standardization work. The solution must work with existing data link
technologies and routing protocols. It should alow a wide range of
forwarding granularities associated with a given label, from a single
application flow to a group of topologically related destinations. It must also
address working in hierarchical networks and address scalability issues. The
solution is expected to include protocols for the distribution of labels
between routers, encapsulations, multicast considerations, use of labels to
support higher layer resource reservation and QoS mechanisms, and
definition of host behaviors [Mpl2000].

The fundamental concept of MPLS bases on the ideas of proprietary
multilayer solutions, such as the ones discussed before. The technology
allows topology-based, control-driven (Tag Switching and ARIS), data-
driven (IP Switching) and request-based (Intserv) operation. It is applicable
to any layer 3 protocol. The initia standardization effort, however,
concentrates on IP version 4. Concerning different layer 2 technologies
ATM has gathered most attention, and therefore the Internet drafts mostly
take ATM as an example when discussing the operations of MPLS
networks. Label distribution is possible with different protocols, such as
Resource Reservation Protocol (RSVP), or labels may be piggybacked on a
routing protocol. MPLS standard also specifies Label Distribution Protocol
(LDP) that isan MPLS specific protocol for the task [R0os19994].
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4.3.2 Labd Distribution Protocol

LDP associates a Forwarding Equivalence Class (FEC) with each Label
Switched Path (LSP) it creates. The FEC associated with an LSP specifies
which IP packets are mapped to that LSP. LSPs are extended through a
network as each Label Switching Router (LSR) swaps an incoming label
with an outgoing label assigned to the next hop for the given FEC. Two
LSRs that use LDP to exchange label/FEC mapping information are known
as LDP peers with respect to that information. An LDP session is
established between them to exchange the information. A single LDP
session allows each peer to learn the other’s label mappings; therefore, the
protocol is bi-directional [And2000].

LDP uses connectionless User Datagram Protocol (UDP) for sending
"Hello" messages periodically to other LSRs. When an LSR learns about
another LSR via Hello messages, and decides to open an LDP session with
it, it starts an LDP initialization procedure, of which messages are sent over
connection-oriented Transmission Control Protocol (TCP) transport. When
a connection is established, LSPs are peers and can start exchanging label
binding information [And2000].

One important characteristic about MPLS isthat it is possible to open LSPs
based on also other constraints than IP routing. Constraint-based routing
offers the opportunity to open LSP based on explicit route constraints, QoS
constraints and other constraints. These requirements may be met by
extending LDP for support of constraint-based routed L SPs (CR-LSP). This
makes it possible to have an end-to-end setup mechanism of a CR-LSP
initiated by the ingress LSR. An LDP extension for this is caled a
Constraint-based Routing LDP (CR-LDP), and it specifies explicit routes,
traffic parameters, CR-LSP priorities and other requirements [ Jam2000].
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S IMPLEMENTATION

This chapter contains a description of the main features of the research
project, which this thesis is a part of. Then the standard-based
implementation of MPLS and its relation to already existing software

components are explained.

51 SCOMSproject

The Software Configurable Multidiscipline Switch (SCOMS) was initiated
in 1998 by Technical Research Centre of Finland (VTT, Valtion Teknillinen
Tutkimuskeskus) and Helsinki University of Technology (HUT). The
project aims to search possibilities for interworking between different
networking technologies and protocols with the use of a multipurpose
switch. The project finishes at the end of 2000 [ Sco2000].

511 Overview

The SCOMS project focuses on developing a hybrid switching and routing
solution for cell-based, n x 64kbps and packet traffic. VTT is developing the
physical switch, and HUT is developing distributed and object-oriented
signaling and control software. SCOM S extends the work of the Transparent
Object-Oriented Virtual Exchange (TOVE) project that introduced an open
and standard-based infrastructure for broadband ATM networks [Par1999].
Further research has brought standard-based support for narrowband ISDN
and PSTN networks.

SCOMS signaling software is located at a separate workstation that runs
Linux and is connected to the switch via ATM. The signaling channels of
physical network interfaces are switched to the control workstation, as

illustrated in Figure 6. One VC per interface is reserved for transferring
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signaling PDUs that are processed in layered signaling protocol stacks of the
control software. Protocols decode and encode messages, use Finite State
Machines (FSM) to handle message sequences, and are connected to
Interworking Call Control (ICC) to enable the connections between
networks. Signaling software architecture, details of used acronyms and
signaling protocols are further discussed in [Raal999a, Raal999b,
Raa1999c and Raa2000].

CONTROL ISDN ATM UNI  ATM NNI PSTN

SCOMS Interworking Call Control

Switch
control DSSY/ B-ISUP ISUP

DSSL UNI
MTP-3

UNI-SSCF | NNI-SSCF
API-FCF LAPD MTP-2
SSCOP

Linux ATM, AALS

Signaling channels Signaling channels

Data channels Data channels

Figure 6. SCOMS signaling softwar e architecture.

The last addition to the control software during the SCOMS project was the
support for IP. MPLS was chosen for the IP-centric broadband technology
to continue the use of well-known networking standards in order to achieve
as good interoperability as possible. We discuss the IP and MPLS software

solution and signaling interworking issues of SCOMS in [Sui2000b].
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5.1.2 SCOM S softwar e ar chitecture

Different modules of the SCOMS signaling software, for example the
signaling protocols, call control and fabric control are independent
components. Component-based approach makes it possible to create a
flexible software structure that can be extended when needed. All the
components are independent, but use the information about the functions of

other components to reduce the extrawork [Raal999a] .

The interworking signaling implementation consists of software modules,
compiled separately and linked together to form an entire software package.
The major modules are the ICC module and the signaling stack modules
(Figure 7). The ICC module includes the basic and generic Call Control
(CC) and Switching Call Control (SCC) modules. The CC module
implements a Service Switching Point (SSP) which offers different call
control functions (CCF), basically call models, for the originating (CC-O)
and terminating (CC-T) sides of a call. The SCC module interconnects CC
instances and provides interworking functions and protocol specific bearer
connection control functions. The Fabric Control Functions (FCF) module
includes al the functions needed to control physical hardware connections.
FCF utilizes the Application Programming Interface (API) of the physica
switch [Raa2000a].
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Figure 7. Sgnaling software modules [ Sui2000Db] .

5.1.3 OVOPSH+

SCOMS software has been written in C++, using a tool called Object
Virtual Operations System ++ (OVOPS++). It is an object-oriented protocol
framework for implementation of data communication software, and has
been developed in TOVE and SCOMS projects. OVOPS++ is based on
integration of Conduits+ [H(N1995] that is a component-based model of a
framework, and OV OPS framework that solves genera problems appearing
in protocol implementation. OVOPS++ takes advantage of object-oriented
design patterns and is therefore well suited for component-based software

devel opment.

OVOPS++ provides base classes that are used to derive protocol specific
classes. There are two main sets of base classes: conduits and information
"chunks'. Conduits are channels that are used for transferring and
processing information chunks, and each conduit has an FSM to vary its
functionality depending on its current state. Conduits include base classes
for protocol, multiplexer, factory and adapter. They are utilized for creating
layered software architectures, such as protocol stacks as illustrated in
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Figure 8. The framework also provides a scheduler and timers for protocol
functions. Protocol specific messages are carried in transporters to enable

their delivery between any two conduits.

protocoal
| Scheduler @

multiplexer
Timers @
factory protocol | ...| protocol
| - | Messenger
multiplexer [ —
| Transporter

H stae protocal

Figure 8. OVOPS++ components.

Each conduit, except adapter, has two sides (A and B) to which other
conduits can be connected. Since each conduit with its own characteristics
can be attached to any of the other conduits, OVOPS++ makes it possible to
construct complicated structures with both static and dynamic parts
[Sui2000].
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52 MPLSimplementation in SCOMS

Adding IP functionality to the SCOMS environment requires constructing a
new software architecture. The basic function of multilayer switching,
mapping IP routing to the ATM level, requires the use of a “signaling
protocol” which in the case of MPLS is LDP. The difference with other
signaling is that LDP operates on the basis of IP routing, instead of end-to-
end signaling. Thus, the basic functions of MPLS can not be performed with
the use of ICC of SCOMS software. The operation of an LDP-based MPLS
control component is being standardized by IETF, and in SCOMS it is
implemented separately from the other signaling software.

521 EnablingIPand MPLSin SCOM S environment

New IP-based hardware components include IP-routing capable Ethernet
cards and MPLS capable ATM cards; thus, SCOMS switch designed to
work as an edge router of an MPLS network. New software components
include IP protocol suite, MPLS control component, LDP, IP routing and
API extensions. Since the nature of SCOMS switch, interworking functions

with other supporter network types are also considered.

Since the control software is run on a separate workstation and connected to
the switch via ATM, the distinction between multilayer control and
forwarding components is very clear. The solution has similarity with IP
Switch that is also controlled by an Intel-based workstation. In fact,
Ipsilon’s GSMP was used for controlling SCOMS switch before it became
necessary to develop a specific API for the task. Unlike IP Switch, however,
SCOMS switch is control-driven as only the control data is handled in the

control component.

Multilayer switching requires running IP on control software, because IP

routing protocols run on it. Running LDP requires aso TCP and UDP. The
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TCP/IP protocol suite of Linux is enabled with Classical IP over ATM
(CLIP), that isa part of ATM on Linux distribution. It binds IP addresses to
ATM VCs, and therefore makes it possible to transfer easily |P-based
control data coming through MPLS and Ethernet interfaces to the control
component via ATM. Each physical interface is given an IP address, which
is also a requirement of the routing protocol. The physical interfaces of the
switch are seen at the control workstation as logical ATM interfaces, bound
to the IP layer. Consequently, the IP layer of Linux obscures the underlying
ATM-based transfer path, and makes it possible to use normal socket
operations on |P, TCP and UDP protocols, based on | P addresses and ports
instead of ATM addresses and VCs.

The solution is also backed up by the MPLS specification for ATM-based
networks, which requires having a non-MPLS connection between LDP
peers, capable of transferring unlabelled IP packets. This non-MPLS
connection is used for carrying L DP packets between two peers, and may be
used for carrying other IP traffic, such as IP routing packets. [Dav2000b]
Required Logical Link Control / Subnetwork Attachment Point (LLC/
SNAP) encapsulation is also available in the CLIP software. Data that is
transferred between Ethernet interfaces and the control software has NULL

encapsulation; IP packets are set straight to lower layer PDUSs.

5.2.2 MPLS control component

Specification [Bos2000] introduces a set of common FSMs for processing
LDP messages in an ATM-based LSR. These state machines are the center
of the MPLS control component for the SCOMS switch. The specification
proposes two sets of state machine tables that use downstream-on-demand
mode, meaning that an upstream LSR asks downstream LSR to assign a
label for a given FEC. One of these state machine sets can be used for non-
V C-merge capable L SRs, while the other can be used for VC-merge capable
LSRs. Merging severa upstream labels to one downstream label is logical

since IP routing does it automatically by forwarding packets from different
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sources with the same destination to one path. The specification proposes
also a state machine set for downstream unsolicited mode, which means that
a downstream LSR can distribute a label even if it has not been explicitly
requested by an upstream L SR.

The state machine using downstream-on-demand mode and capable of VC-
merge was chosen to be implemented, since it is recommended for ATM
switches that have limited merging capabilities. It consists of three complete
FSMs and one definition of general message handling that can be written to
the form of a one-state FSM, "MPLS switch control” in Figure 9.

Next Hop R
Trigger
Control Block
V ¢ f Dynamic
Downstream |1 N Upstream parts
LSP ] LSP
Control Block Control Block
A A ~
| N
Routing MPLS
, Resource
table [ switch .
reservation
adapter control _
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P LDP parts
routing TCP UDP
IP Y,

Figure 9. MPLS control component FSMs.

There is one Downstream LSP Control Block for controlling the
downstream side of an LSP, and one or more Upstream L SP Control Blocks
for controlling the upstream side. Next Hop Trigger Control Block is used
when it is necessary to change an LSP for a better next hop, for example in
the case of a routing change. Each control block contains sufficient
information about the LSP, such as corresponding labels, FECs and LDP
sessions. MPLS Switch Control FSM handles the messages arriving from
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LDP, delivers messages from the control blocks to the correct LDP sessions
and reacts to routing changes. It is aso a central access point and storage for

the blocks and it utilizes the reservation of resources aswell.

It appeared that the FSMs could quite easily be converted to support both
VC-merge and non-VC-merge capable switches. It is possible to freely
configure the number of Upstream Control Blocks attached to a
Downstream Control Block. Therefore, if the ratio is 1:1 no VC-merge is
used.

Both ATM signaling software and the MPLS control component may be
used for controlling the same physical transmission media, and the ATM
virtual channel space is divided between the different technologies.
Consequently, two separate logical networks are formed over the same
physical network; one of which utilizes IP routing, and the other is based on
ATM signaling.

5.2.3 |P and MPL S softwar e ar chitecture

Since the MPLS and IP solutions for the SCOMS switch are separate from
the origina signaling software, software development has been limited only
by the restrictions of the protocol framework and the operating environment.
Interfaces of different software modules are specified in interface classes to
clarify the structure and make it easier to adopt possible changes or replace
components that are specific to the hardware or operating system. Main
software components concerning the new software architecture include
(Figure 10):

* API-FCF that is used for controlling the switch. The FCF module is
used for handling all internal event of the device, such as switching and
the delivery of IP routing and MPLS information. By changing the FCF
modul e other switches can be controlled with the software.
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Routing table adapter that reads and writes the routing table of Linux.
The kernel of the operating system notifies about changes in the routing,
and the adapter updates the hardware routing tables of the Ethernet
interfaces and informs the MPL S control component of the changes. By
changing the adapter, also other routing tables or routing protocol
information can be used.

Label Distribution Protocol contains a mechanism for opening and
maintaining LDP sessions with LDP peers. It aso encodes and decodes
LDP messages between binary form and the message form of the
framework.

Interworking functions allow us to create interworking functionality
between MPLS signaling and other networks specific signaling
protocols. Interworking aspects are discussed in the next chapter.

MPLS control component FSMs, as introduced in Figure 9. The core
of the MPLS implementation uses LDP to open LSPs through the
network. API-FCF is used for switching the LSPs in hardware and
updating the forwarding tables. A routing table adapter is used for
reading the IP routing table. Specia interworking functions are not
necessary inside the control component, since the interworking functions
are connected to it with the same internal inputs that are used between
the MPLS FSMss.

Configuration is used for opening a correct set of LDP sessions, setting
IP addresses of the interfaces and assigning |P addresses for special
purposes. An IP address can, for example, be bound to a telephone
number, thus allowing us to map signaling between IP and PSTN
networks.

OSPF is an essential part of the router functionality, but it is not
integrated as part of the MPLS software architecture. Consequently, the
solution is independent of the routing protocol. The OSPF
implementation that is utilized in SCOMS has been implemented in the
Calypso IP project of HUT [Cal2000].
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Figure 10. MPLS and I P routing software architecture.

524 MPLSinterworking aspects

Since CR-LDP is a signaling protocol, capable of managing connections of
individual application flows and other specia services, it also allows
interworking with other connection-oriented networks and protocols. CR-
LDP is not specified as a separate FSM; instead it is implemented in the
form of special information elements, interworking functions and interfaces
to the MPLS control component. Connecting the MPLS control component
to the ICC module by using a generic interface allows us to interconnect the
MPLS network with any other network that is equipped with signaling
functionality (Figure 11). Since the CC module can not be used for MPLS
control, it is replaced by the MPLS control component. Each network
interconnection case is implemented as a separate SCC protocol state. Using
IP signaling, such as SIP as the other side of interworking would allow usto
open all-1P connections with guaranteed QoS characteristics. [Sui2000b]
CR-LSPs may be opened as bi-directional to save labels.
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Figure 11. Interworking with MPLS[ Sui2000b] .

When a multipurpose switch is equipped with connection-oriented
interfaces, other than those designed for transferring IP, additional
consideration is needed to enable interworking with them. User data
conversions are needed; for example, voice data is packed and usualy
encoded to achieve smaller data rate when it is transferred over an IP
network. Therefore, interworking with an MPLS network is meaningful
only if the user data is |P-based traffic or alternatively the datais converted
from stream form to IP and vice versa on the hardware. Therefore, it is
logical to route the streaming data from narrowband circuit networks
through ATM virtual channels and IP-based data from IP access networks
through MPLS LSPs, if additional data conversions are not performed
[Sui2000b].

SCOMS software has routing capabilities used by signaling protocols and
one issue is bringing it and IP routing together. Interworking with IP and

signaling networks requires besides conversions between network addresses



and telephone numbers, also the rational use of different routing schemes.
Each case of interworking must be considered separately, but the basic
approach isthat in an interworking situation |P routing is used on the side of
the IP network and the other side is controlled by the original routing of
SCOMS software.

As noted before, sometimes it might not make sense to do interworking with
an MPLS network. However, from the viewpoint of the MPLS control
component the type of signaling protocol on the other side of SCC is nearly
irrelevant, since the SCC hides the details of the other side. Only the type of
routing on the terminating side must be known to initiate interworking.
Thus, the same model applies, whether the other side is a PSTN, ISDN,
ATM or IP signaling protocol. The following examples describe the two

cases of interworking:
IngressLSR

A connection request arrives at the incoming link (Figure 12). Thisresultsin
the creation of a new signaling protocol instance and a new CC instance. In
the case of an IP access network, CC could be replaced with an IP signaling
protocol. CC reserves resources on the originating side, and uses routing to
get the terminating side link identifier. Cross Connector Mux (CCM) is used
to invoke the action of terminating side factory that would normally create
an outgoing signaling protocol and a CC instance. In the case of MPLS a
new Downstream LSP Control Block is created and connected to the
originating CC via SCC. The incoming telephone number is replaced in
SCC with an IP address that is obtained from a separate conversion table.
SCC aso maps messages between the originating CC and the Downstream
LSP Control Block (appendix 1). Now the outgoing Side reserves resources
and sends a CR-LDP signaling message. Inside the MPLS network P
routing is used to open the path, and the LSP creation is handled by the
MPLS control component only. Thus, interworking functions are not

required again until the end of the LSP.
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Figure 12. Interworking in an ingress LSR.

EgressL SR

An Upstream LSP Control Block receives a CR-LDP signaling message. |IP
routing is used for obtaining the next hop of the path. The next hop is
identified as a non-IP type, so the routing scheme is changed. SCOMS
routing gives the outgoing link identifier for the destination |P address, and
the terminating side signaling protocol and CC are created with the use of
CCM. The IP address is replaced in SCC with a telephone number and the
terminating side continues to open the connection. SCC maps messages

between the Upstream Control Block and terminating side CC (appendix 2).

525 Summary

Interworking requires a certain amount of configuration. Special purpose IP
addresses must be set to the egress IP routing table and their corresponding
telephone numbers configured to the conversion tables in both ingress and
egress LSRs. Inside the MPL S network no configuration is required because
the routing protocol distributes special IP addresses and calculates their
shortest path routes.
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The need for MPLS interworking can be justified with the emergence of
new applications, such as Voice over MPLS (VOMPLYS). In addition, the
whole idea of SCOMS is to allow "any-to-any" interworking between the
supported networking technologies. The inevitable result, however, is that
all the different cases of interworking can not be backed up with standards,

because they ssmply have not been standardized.

In Figure 13 a comparison between the IPPIMPLS implementation and the
SCOMS signaling software solution is illustrated. Note that the protocol
stacks do not directly correspond to OSl layers. Instead, the picture
illustrates relevant software components in a layered configuration and the
individual stacks should be viewed separately. The only connection between
IPPIMPLS and the original signaling are the interworking functions on the
top level and shared ATM resource reservation. Both ICC and IPPMPLS
implementation use API-FCF to control the switch.

IP routing MPLS ~ CONTROL ISDN  ATMUNI ATMNNI  PSIN
MPLS cortrg Component’ SCOMS Interworking Call Control
CR-LDPsignaling -

Suitch bssy | BISUP | IsUP
Dss1
LDP control UNI MTP-3
OSPF
TCP | UDP UNI-SSCF | NNI-SSCF
LAPD MTP-2
P API-FCF SSCOP
Classical IPover ATM CPCS
Linux ATM, AAL5

Signaling/control Signaling/control
channels channels
Data channels Data channels

Figure 13. IP routing, MPLS and signaling stacks.
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6 ANALYSIS

This chapter analyzes how well the solution fulfils the problem statement
and how many of the criteria presented in chapter 3 are completed. The am
of this work has been to create an MPLS control component that uses LDP
and IP routing, and to enable opening paths for individual calls inside an
MPLS network. Many of the other features are currently incomplete at their
best. They are seen as possible future enhancements, each of which needs a
considerable amount of additional research. Thus, when a criterion of the
"perfect” solution is not fulfilled by the current implementation, a ssimplified
approach that is considered applicable at present is introduced as a solution

to the problem. Some features require more discussion than others.

6.1 Functionality

Fine/coar se-grained QoS support for static and dynamic needs

As noted before, there are two types of IP QoS: Intserv and Diffserv. Intserv
reguire resource reservation through the network for individual calls while
Diffserv is based on traffic or service characterization and traffic

prioritization.

Both static and dynamic support for Intserv is implemented. "Static" paths
are based on IP routing, and while the routing is dynamic due to the use of a
routing protocol, the resulting paths can be considered rather static than
dynamic because they base on the network topology. Routing changes occur
when some aterations in the network take place, and the changes are
adapted to the switched paths as quickly as possible with LDP. These static
paths guarantee only best effort QoS that is typical in the Internet.
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If other QoS characteristics are needed, it is possible to open unidirectional
or bi-directiona CR-LSPs with QoS guarantees for single routes or
individual application flows and calls. Signaling interworking is used for
opening these connections and obtaining necessary traffic parameters. Thus,

IP signaling as well as signaling of other networks may be used for access.

Supporting Diffserv would need additional |P packet header handling on the
hardware, and additional functionality in the control software to map
Diffserv Behavior Aggregate (BA) classes to LSPs. A BA consists of 1P
packets that cross the same link and require the same behavior. Specification
[Fau2000a] introduces the operation and LDP extensions for Diffserv
support, but converting the MPLS control component would probably

require a considerable amount of work.

Routing and signaling protocols must also be extended to support Diffserv.
Extensions to OSPF and CR-LDP (among others) are introduced in
[Fau2000b]. They specify how the classes of Diffserv are carried in the
network. In addition, some form of policy should be applied to control the
use of Diff-Serv Code Points (DSCP) which are encoded in the headers of
IP packets and identify their BAs. It is aso important to be able to limit and

monitor the use of high QoS resources.

One goal of MPLS isto offer quality characteristics that correspond to other
modern |P technologies [Dav2000]. This means offering QoS based on both
Diffserv and Intserv. The current implementation reaches this goal by half,
since only the Intserv type of QoS is provided. Due to the problems
presented above, supporting Diffserv is not a simple thing to do, requiring

changes to major parts of the software as well as the hardware.
I nterworking ability with other communication networks

The generic software solution allows us to do interworking with various

networks, both IP-based and connection-oriented. Thus, one of the most



important and interesting features of the whole SCOMS concept, making it
possible to freely interconnect different networking technologies, is possible
also with IP-based networks. However, a common IP signaling protocol
should be deployed to alow us to open al-IP connections with guaranteed
quality characteristics. This possibility is discussed further, and a concept of
adapting SIP functionality to the platform isintroduced in [ Sui2000b].

Plain IP routing and the routing of SCOMS signaling software may not be
enough to provide the variety of services that are possible with the SCOMS
concept. SIP, for example, would need a separate location server that would
be used in processing the SIP Uniform Resource Locators (URL)
[Sui2000b]. The use of location server(s) and other centralized information
bases might also be necessary to improve the mobility aspects of the
solution. Mobility has not been considered in the project, but one possible
use of SCOMS switch could be as part of a mobile network, offering
gateway and network interconnection operations. In such an environment,

traditional 1P routing can not offer the dynamics needed for mobility.

Externa information bases could be accessed with Common Object Request
Broker Architecture (CORBA). CORBA has already been used in SCOMS
architecture for distributing separate software components such as the
routing service. The use of CORBA in SCOMS has been examined in
[Par1999 and Num1999].

Traffic engineering facilities

Traffic engineering is concerned with performance optimization of
operational networks. It does not include capacity expansions or traffic
regulation but instead the efficient allocation of available resources.

Performance objectives can be divided into two parts:

o Traffic oriented performance objectives include the aspects that

enhance the QoS of traffic streams.
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» Resourceoriented performance objectives include the aspects aiming to

the optimization of resource utilization [Awd1999b].

Minimizing congestion is the primary traffic and resource oriented
performance objective. The efficient use of bandwidth resources helps to
avoid a situation in which some parts of the network are congested while
other parts are underutilized. One way to solve the traffic engineering
problem is by using routing, since routing determines the paths taken by the
traffic [Dav2000a].

Because best effort 1P routing is not enough to solve the problem, some new
approach must be taken. A logical way to enable traffic engineering would
be extending the current routing protocol to support it. OSPF traffic
engineering extensions are currently under work by IETF. Taking this
approach would be convenient from the viewpoint of MPLS, since it does

not require big modifications to the control component.

Traffic engineering with OSPF bases on the knowledge of available
bandwidth inside the network. OSPF would have to be extended with QoS
routing extensions, introduced in [Apo1999] and it should be able to receive
the bandwidth information from somewhere, possibly from the MPLS
control component. In that case, there would have to be a mechanism to

exchange the information between MPL S resource reservation and OSPF.

Consider a case in which an ingress LSR receives a signaling message that
requests a QoS path. Two potential ways for QoS path reservation and
appropriate routing-based traffic engineering can be outlined:

* CR-LDP is used with hop-by-hop manner for opening a CR-LSP with
certain QoS characteristics. The route is the same that best effort routing
gives. On each LSR on the route, the MPLS control component informs
OSPF about the reserved bandwidth and OSPF reacts to it by
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recalculating the routes, possibly making changes to other routes
accordingly.

 The MPLS control component of the ingress LSR requests OSPF to
calculate the best possible route with certain QoS requirements. When
OSPF has calculated the route, it delivers an explicit route with al the
intermediate nodes to the control component. CR-LDP is used to open
an explicit CR-L SP through the network.

If a routing protocol independent approach must be taken, it is possible to
solve the problem using only constraint-based routing to reach the
objectives of traffic engineering. In this scenario, the MPLS control
component would need several additions and modifications that are not
defined in MPLS specifications. These include mechanisms for exchanging
and maintaining topology state information, interactions between constraint-
based routing and conventional routing, and mechanisms to accommodate
adaptivity, resilience and survivability requirements of traffic trunks.
[Awd1999b] It would seem that this approach is more complex and less
applicable.

Virtual Private Network support

Nowadays the most common technique for providing a VPN service is with
the use of IP over ATM overlay model. Each site in the VPN has a router
that is connected via point-to-point links to routers in other sites. Since the
ATM control is dtill available, we may continue using the old way for
providing VPN services. The motivation for MPLS VPNs arises from the
problems with the overlay networks. Scalability issues, high amount of
configuration to be kept updated and the expertise in IP routing required

from the customer are the major faults with the overlay model [Dav2000].

MPLS specifications do not specify a single and genera way for
constructing VPNs and the VPN architecture based on MPLS is till under
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discussion in ITU-T. Generally, the two basic approaches for MPLS VPNs

are:

* Overloading some semantic(s) of existing routing protocols to carry
reachability information.

» Virtua Routers (VR) that provide routing and forwarding services to the
VPN customers [Mul2000].

The first approach has been taken in [Ros1999b] that introduces a method
for providing VPN services with MPLS and BGP routing protocol. VPN
routes are distributed via BGP and no other special protocols are needed. In
SCOMS environment, however, we need to find a solution that bases on

OSPF or preferably isindependent of the routing protocol.

The second approach bases on the VR concept, which has the same
mechanisms as a physical router and therefore inherits al existing
mechanisms and tools for configuration, operation, accounting and
maintenance. Within a VPN domain, an instance of routing is used to
distribute VPN reachability information among VR routers. In principle, any
routing protocol can be used, and no VPN-related modifications or
extensions are needed for the routing protocol to achieve VPN reachability
[Oul2000].

A VPN customer site is connected to the provider backbone with a
connection between the Customer Equipment (CE) device, (which can be
either a bridge or a router) and the VR that is located in the Provider Edge
Router (PE). Virtua routers have independent IP routing and forwarding
tables and they are isolated from each other. A VPN may use whatever
addressing is needed. This unfortunately requires modifications to the
current OSPF implementation, since the same routing table that is used for
IP routing can not be used for the VPN. Other possible modifications may
arise from the fact that routing instances need to be separated for VR
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purposes. The details of the routing protocol, however, are out of the scope
of this study.

A VR must also be able to forward packets to the next hops within the VPN
domain. We might do the forwarding in the control workstation, which
would require creating a forwarding engine that uses the separate VR
routing tables. This approach would need a considerable amount of extra
work, and the idea is against the control-driven nature of the SCOMS
switch. If the forwarding were done on hardware, implementation would
depend on the type of access network. Since we are discussing |P-based
VPN services over an MPLS network, it may be noted that connection-
oriented access interface would be based on configuration of point-to-
multipoint layer 2 connections and no IP routing would be used for
forwarding. Using the IP forwarding engine of an Ethernet card would mean
that the card in question is connected to a VPN domain and actually
corresponds to a CE device that is controlled by a VR. Therefore, the
hardware routing table would indeed be completely separate from the IP
routing of the LSR and no changes to the forwarding engine would be
needed. The control software would need to be able to maintain separate
VPN routing tables, which would be delivered to VPN interfaces and an
L SR routing table that would be delivered to the interfaces not connected to
the VPN domains.

The connections inside the MPLS domain would be tunnels, which means
that the IP headers of packets delivered inside a VPN domain are not
associated to the IP routing of the MPLS network. The virtua router
approach explicitly separates the mechanisms used for distributing
reachability information from mechanisms used for achieving VPN
topology determination [Oul2000]. VPN topology discovery could be done
with the use of a directory server, which VRs would query to determine
their neighbors. The discovery of a VR belonging to the same VPN would
trigger a CR-L SP creation between the VRs and VC-merge would be used
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inside the MPLS network where possible. This would be a considerable
improvement over configuration-based and static ATM VPN services.
Naturally, the MPLS VPN connections might also be based on an explicit

configuration.
M ulticasting capability

Multicasting may be used for sending data to multiple hosts over the
network for purposes of audio- and videoconferencing, multimedia delivery
and other services that require one-to-many communications. Users join a
multicast group using Internet Group Management Protocol (IGMP). A
multicast group is identified with a certain group address, and multicast
routers of the network handle the data delivery between the participants. A
multicast routing protocol is needed to calculate the least cost paths between
the packet’s source and any particular destination group member. In this
context the use of Multicast OSPF (MOSPF) [Moy1994] is considered. A
multicast packet’s path is calculated by building a pruned shortest-path tree
rooted at the packet’s source. Routing with MOSPF differs from that of
unicast since a multicast packet is routed based on both the packet’s source
and its multicast destination.

The principle of possible multicasting implementation is as follows: at
ingress LSR is the source of one multicast tree. MOSPF calculates the
routes of the shortest-path tree which is mapped to LSPs. Members can be
added or removed dynamically. In the network, there is one multicast tree
per each member of agroup. This results from the fact that MOSPF does not
support trees that are shared with different source addresses, and multicast
routing protocols in general do not support the aggregation of multicast trees
with different destination addresses. [Oom2000]

To support multicasting, modifications are definitely needed to the MPLS
control component. LDP support for multicast is currently left for future

study by IETF, and the control component specification does not discuss



multicast possibilities either. The framework for MPLS multicasting,

proposes the following choices for multicast L SP creation:

* Request-driven: intercept the sending or receiving of control messages
and use the information to bind L SPs to routes

» Topology-driven: obtain the multicast tree from a Multicast Routing
Table (MRT) and map it to alevel 2 tree

» Traffic-driven: map the tree when multicast data arrives [Oom2000]

Request-driven approach requires intercepting and handling MOSPF
messages, resulting in the processing of the same messages twice. Traffic-
driven approach requires additional functionality to hardware to be able to
inform the control software about arriving multicast messages, as well as to
buffer the multicast packets while L SPs are being created. Topology-driven
approach appears to be the most applicable.

Each MOSPF router in the path of a multicast packet bases its forwarding
decision on the contents of a forwarding cache. There is a separate
forwarding cache entry for each source/destination combination. A
forwarding cache entry is built from two parts. The first is called the local
group database. This database, built by the IGMP protocol, indicates the
group membership of the router’s directly attached networks. The second
component is the packet’s shortest path tree [Moy1994]. Thus, it is possible
to obtain the multicast tree at every LSR in the multicast path, which
increases possibilities for the implementation of LSP creation. An LSR
always knows both the next hop and the previous hop, because the multicast
tree is constructed using the source/destination routing. Four primary

problems concerning the implementation exist:

e The MPLS control component supports VC-merge for a given
destination address, which is analogous to multipoint-to-point ATM

connections. Multicasting requires VC-merge for a given source
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address, analogous to point-to-multipoint connections. That is, if we do
not wish to maintain end-to-end paths from each source to every
destination. This would spoil the idea of multicasting by unnecessarily
wasting bandwidth and labels.

Multicast data may be forwarded to severa outgoing interfaces, not all
of which are necessarily of the same type. For example, an arriving
multicast packet might be replicated to two packets (if using VC-merge
on the incoming link), one of which is forwarded to an Ethernet
interface, and another to an MPLS interface. Multipoint connections
with different types of destination interfaces have not been considered in
the implementation.

Time To Live (TTL) field of IP headersis used for limiting the multicast
area. Inside an ATM-based network, |P headers are not processed and
thus there is no way to decrement the TTL value.

MOSPF creates the shortest-path trees on demand; they are created
when the first multicast packet is received. How is it possible to make
use of a traffic-driven routing protocol when the MPLS network is

control-driven?

Making arbitrary multicast extensions to the standard-based control

component might not be a great idea, but there are two possible approaches

for extending the current control component to be multicast-capable.

Assume that there is a mechanism for the MPLS control component and

MOSPF to exchange multicast information.

Source-initiated tree creation. A special multicast mode is implemented
to the existing (Figure 9) FSMs. In this mode, an Upstream L SP Control
Block is able to store several pointers of Downstream LSP Control
Blocks. Each FSM is modified to take action depending on the mode,
and there is a strict distinction between unicast and multicast modes.
Perhaps even a special FSM such as "Multicast LSP Upstream Block™

should be implemented to support multicasting. This solution would
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require considerable changes to the control component, but if the
multicast implementation was kept separately from that of the unicast, it
would not interfere with the normal MPL S operation.

* Destination-initiated tree creation. Unfortunately, Downstream-on-
Demand mode does not allow a downstream LSR to open L SPs without
a request from upstream and therefore the control component does not
offer functionality to it either. It is clear now that Unsolicited
Downstream mode would have solved this problem and allowed opening
an L SP from each multicast destination towards every source. However,
the merge capability would still have had to be implemented to control
blocks. A possibility with the current implementation is to use a
destination-initiated L SP creation and reversed transport of data. In this
scenario, when an LSR finds out that it is a destination for a given
source, it initiates a CR-LSP creation towards the source. Thus, a tree
that corresponds exactly to a multicast tree is created with a normal
merge-capable operation of control component with only one exception.
Instead of using the LSPs to transport the data towards the multicast
source address, they are used in the reverse direction. This must be
enabled at the root of the tree where a multicast address is bound. At
each destination, a layer 3 routing operation is performed and the

multicast packets are sent to the clients.

The problem with different types of destination interfaces is not a difficult
control problem. If we are able to connect an incoming LSP to several
outgoing connections or interfaces (which is not currently possible), each
connection is created separately. Thus, we have the information about the
types of interconnections available to be processed and stored. How the
switch can handle the multipoint connections with varying interfaces is a

hardware problem.

The TTL problem is adifficult one. With aunicast LSPthe TTL field could
be decremented a the ingress or the egress LSR. Multicast branches,
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however, can have different lengths so the TTL can only be decremented at
the egress LSR. This potentially wastes bandwidth if the TTL turns out to be
zero or negative [Oom2000].

If MOSPF extensions were really made to work in a traffic-driven way, the
protocol would not be applicable without traffic-driven modifications to
MPLS control component and hardware. A better approach would be to
calculate multicast trees aways when someone joins a multicast group.
Naturally, this could result in wasted resources if the trees were mapped to

an MPLS network even if no multicast data was transferred.

MPLS multicasting requires solving several issues. One big problem is that
instead of one superior multicast routing protocol there are severa equal
ones that may still co-exist in the future. An interoperable solution can not
be created before |ETF decides which is the best way to enable multicasting.

6.2 Applicability

Scalability

ATM technology has limitations that affect scalability. Virtual channel
identifiers [imit the amount of |abels available, and then there is the question
of limited bandwidth. In principle, there may be an arbitrary number of

ATM cards in the switch, each of which are capable of having a theoretical

maximum of 2?® connections. The number of connections is limited by the
length of the VPI and VCI fields (12 + 16 hits), since the label space is
reserved on per-interface basis. A more important concern is the current
distributed control software solution. Processing power and the amount of
memory in the control workstation are limiting factors and object-oriented
methods used in control software development do not consider performance.
The problem is how well the handling of control data scales in the network,
and how the amount of it could be minimized.
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VC-merge is an efficient way to save the limited label space, when
performing the basic MPLS operation of mapping IP routing to the ATM
level. In a network with n sources and destinations, a non-VC-merge

capable LSR has to potentially manage O(n®) VC labels for full-meshed

connectivity. With VC-merge, an LSR is required to manage only a
minimum of O(n) VC labels. [Wid1999] The current implementation does

exactly this. A possibility for even more efficient label use would be
utilizing some policy to configure the aggregation of different routes ending
up to an egress L SR, an approach taken by IBM ARIS. This would require
changes to the control component, but since the merging of labels is already
done, it might not be very difficult to aggregate aso FECs if sufficient

policy information were available.

Memory requirements may be calculated as static and dynamic
requirements. Figure 9 illustrates the static and dynamic parts of the MPLS
software. Creating one LSP inside an MPLS network requires a
Downstream LSP Control Block and an Upstream L SP Control Block. With
VC-merge, there is one Downstream LSP Control Block per FEC and as

many Upstream L SP Control Blocks as there are upstream LDP peers.

The states in FSMs are implemented using Singleton design pattern, thus the
state instances are common for all block instances and belong to static
memory requirements. Running the static parts needed for MPLS operation
requires about 2 megabytes of memory. When testing with 100000 LSPs
(both Upstream and Downstream LSP Control Blocks were created)
memory consumption grew by 59 megabytes. An IP network with more
than 100000 sources and destinations would have to be very large and other
constraints such as processing power, manageability or bandwidth would
become significant barriers. Therefore, it may be concluded that the amount
of memory is not an issue if we support VC-merge when making

connections.
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The processing power of the control workstation is significant when
discussing the creation of dynamic connections. The scheduler of the
OVOPS++ framework share processing time for protocol functions, and
signaling may be delayed if a great number of events are waiting for
computing. While this is a problem with connection-oriented networks,
MPLS is not so greatly affected because of the routing-based and control-
driven action. When a new route is discovered in the network, L SP creation
starts immediately and a switched path is established presumably well
before the first packet of user data arrives. CR-LDP corresponds to other
signaling protocols and is more affected. The implementation uses "ordered"
control mode of label distribution; the delivery of user data at the ingress
LSR is not enabled before an end-to-end connection is ready. If a user data
packet arrives before a connection is available, it is rgjected. A broad test
environment would be needed to be able to measure the performance of the
control software. An interesting subject of research would be the
performance of an object-oriented protocol framework, such as OVOPS++.

Opening LSPs for individual calls or application flows consumes labels as
well as the precious bandwidth. A fundamental question concerning
scalahility is, whether it is even possible to construct a scalable network that
offers Intserv type of Qo0S. The question is not an easy one, but it is obvious
that an efficient admission control and a billing mechanism would be
needed to control the amount of users that require guaranteed QoS paths.
Diffserv type of QoS would be a more scalable way, since it is based on
traffic or service characterization instead of maintaining per-flow
reservation through the network. It would be very useful to be able to

aggregate several fine flows into one coarse flow.

It is also questionable whether an Intel-based control workstation running
Linux has performance high enough to control operations in a large
network. A commercial product might need a multiprocessor computer with
enough redundancy, controlled use of resources and fail safe mechanisms.
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Independence of the routing protocol

Since there is no need to obtain routing or link state information directly
from the routing protocol, the information is read from the routing table of
the operating system. Each change in the routing table is handled and
considered separately, and the procedure is the same regardless of which
routing protocol or configuration event changes the table. This appliesto the

current IP/MPLS implementation.

As it has been shown, certain applications such as VPNs, multicasting,
traffic engineering and Diffserv could require binding oneself to a specific
routing protocol. It is difficult to maintain the independence of the routing
protocol if some routing related data that is not available through the Linux
kernel interface is being utilized. A good approach would be to store
relevant information in a Management Information Base (MIB) and modify
each protocol or other part of the software to be used with the MIB. The
software framework, however, promotes a protocol like approach; each
software component must be connected to others in a more or less layered
configuration, and trigger necessary actions with messages sent through the
protocol layers. Some trigger mechanism would have to be implemented in

the MIB to achieve asimilar operation.
Generality with respect to link layer technologies

MPLS technology is general, and can be used for any of the link layer
technologies, such as Frame Relay, Ethernet, WDM or PPP (Point-to-Point
Protocol). The implementation, on the other hand, is based on the FSM s that
are developed for ATM switch LSRs. The specification does not contain
anything strictly ATM-specific, so the implementation could easily be
adapted for other types of LSRs as well. The modular software architecture
would help to use different resource reservation, which is the most ATM-
specific part, and thus make it easier to adopt MPLS to other than ATM

technologies. Some minor changes would be required to the state machines,
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such as the ability to maintain different types of labels and APl extensions

to support different MPLS link layer technologies.
Portability and readiness for future updates

OVOPS++ has been ported to severa UNIX operating systems such as
FreeBSD, BeOS, Cygwin and IRIX, and thus the SCOMS software can be
ported to them as well. Some Linux-specific solutions have been made with
MPLS, such as the usage of CLIP. Other operating systems may or may not
have their own procedures for creating corresponding IP over ATM
connections. In principle, it is easy to change the Linux specific parts of the
software if the same functionality is available in the other OS. A routing
table adapter is another Linux specific part, since it uses a kernel interface to
obtain routing information. The adapter has a common interface with other
software modules; thus, it can be replaced with any adapter that is suitable

for some other operating system.

API-FCF isthe only part that is specific to the SCOMS hardware, and it can
be replaced with an FCF module to allow operability with another switch.
Since the SCOMS concept is unique, with other switching hardware only
portions of the software can be used effectively.

Running IP version 6 network should not be radically different from IP
version 4. Naturally, changes in address handling are needed, but the basic
concept of binding IP routing to switched paths is still the same and major

parts of the software remain unchanged.

6.3 Controllability

Operations, administration and maintenance facilities

Currently most of the OAM capabilities available are based on static

configuration files. To enable more flexible OAM facilities it should be
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possible to configure all the information using Simple Network
Management Protocol (SNMP). In addition, a MIB should be implemented
to store the configuration information.

In SCOMS project, an Interim Local Management Interface (ILMI) has
been implemented to support exchanging ATM management information.
ILMI agent handles switch attributes using a CORBA interface, and decodes
SNMP messages that are delivered inside the ATM network [Par1999]. To
be able to deliver SNMP messages over |P, an additional SNMP agent must

be implemented.

MPLS specifications define currently three portions for the MIB:

 Common MPLS LSR information, which alows configuring interfaces,
LSP segments, LSP connections, label stacks and traffic parameters
[Sri20004].

» Labe Distribution Protocol information, which provides objects to
configure/set-up potential LDP sessions, store information about LDP
peers and actual established L DP sessions [Cuc2000].

» Traffic engineering information, which allows configuration of point-to-
point unidirectional traffic engineering tunnels and their parameters
[Sri2000b].

At least the first two portions would be useful for SCOMS purposes except
that stacking labels has not been considered in the current implementation.
MIB specifications do not currently allow some applications discussed in

this chapter, such as VPNs and multicasting.
Minimal complexity, modular architecture

The software architecture has some complex parts, such as the core of the
MPLS control component, that contains four different FSMs. It can be seen
as one integrated software module, since it has not been forced to a layered

configuration but to one that is more logical and easier to implement. Other
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logica modules such as LDP, OSPF and the routing table adapter are

separated with clear interfaces.

Modularity is especialy important in environment specific parts of the
software, since they define how well the software adapts to other
environments. Those parts of the SCOMS software solution that use
operating system or hardware functions are in separate modules that can be

easily replaced.

Obviously, the more of the improvements discussed in this chapter are
implemented to the control software, the more complex the software
architecture becomes. Adapting the same basic implementation for
everything possible might make it impossible to maintain any logical or
clear software structure and would therefore make the solution more error
prone and difficult to maintain. On the other hand, keeping each software
module strictly separate from others could easily cause duplicate code and

repeating of the same features in several modules.

6.4 Performance

Control information handling does not delay user data

The MPLS implementation in SCOMS is control-driven, which means that a
path through the network is opened before the first packet of user data
traversing that path arrives. If a route is available, a switched path through
the MPLS network is also established.

Control-driven operation ensures that the ATM technology is used at
maximum speed and the control component does not cause delay to the
delivery of the user data. In the case of opening CR-LSPs for individual
calls, normal delay caused by an end-to-end signaling operation occurs and

the performance of the control component is more significant.



6.5 Summary

Table 2 contains an evauation of how well the current implementation
fulfills the criteria set to the "perfect” solution of the problem statement.

Status is on the scale from a minimum of 0 to a maximum of 5.

Table 2. Level of implementation of the criteria.

Criterion St
Fine/coarse-grained Qos support for static and dynamic needs
Interworking ability with other communication networks
Traffic engineering facilities

Virtual Private network support

Multicasting capability

Scalability

Independence of the routing protocol

Generality with respect to link layer technologies

Portability and readiness for future updates

Operations, Administration and maintenance facilities
Minimal complexity, modular architecture

Control information handling does not delay user data

c
n
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7 CONCLUSIONS

The demand for better service quality in IP networks is wide and growing
al the time, since amost all data delivery will soon be [P-based.
Bandwidth-hungry applications and services, such as video and audio
streaming, are becoming increasingly popular. These services need constant
QoS characteristics in order to work properly, at least when using real-time

services that do not allow large buffering of data.

At present, it seems that universal IP QoS will not be available for some
time. The QoS problem can be solved technically at least to some extent, but
more difficult financial and political problems exist. Bandwidth will be a
limited resource also in the future, and for a network operator there are no
motives for offering QoS paths through a public network if the users are not
willing to pay for them. The Internet has always been free in the sense that
users only pays for access and not for data delivery. Therefore, there is not
going to be any universal billing mechanism either anytime soon. One
practical way of offering QoS is through VPNs, because then the network
operator can control the usage of bandwidth and most importantly knows

whom to send the hill to.

MPLS has become an important networking technology, because it creates a
bridge between IP and connection-oriented networks. It is also a very
versatile technology that allows the network operator to deploy severa
useful and valuable services such as VPNSs, IP QoS and traffic engineering.
The unfortunate side effect of the versatility is that the once so smple and
nice idea has swelled during the standardization to a monster that is almost
incomprehensible in al its complexity and multiformity. The problem is
common in al bigger networking standardization efforts. Every big
company tries to get their solution as a part of the standard and particularly
interesting technologies such as MPLS cause the emergence of a great

number of specifications. Consequently, there is a basic set of features that
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almost everyone supports, such as LDP and CR-LDP. Then there are the
numerous vendor specific additions that will never be implemented in all
products although they are published as specifications. Naturally, this
decreases the level of interoperability between the products of different
vendors. MPLS products are currently being manufactured and marketed,
but the industry is aready looking into a new generation of MPLS
equipment that will be most likely based on WDM technology instead of
ATM.

In this work, | had to find an appropriate set of specifications to be able to
implement a standard-based MPLS control component. Most of the
available Internet drafts were skimmed through and then ssmply ignored.
The resulting implementation is based on the specifications that were
considered as most fundamental and that should allow basic interoperability
with commercia products. However, we would not be making research if
we did not try to create also something new. The most interesting SCOMS-
specific feature is the network interoperability that allows interconnecting of
both 1P-based access networks and narrowband connection-oriented

networks to an | P-centric MPL S network.

The result of the work is a software architecture with implemented modules,
except those that are hardware specific since the IP extensions of SCOMS-
APl have not been completed at this point in time. Different interworking
functions must also be considered one at a time and implemented separately
for required interconnections. Quite a few elements have an effect to the
overall functionality of the solution. Such elements include the MPLS
control component, OSPF, LDP, handling of the routing table, ATM on
Linux software, interworking functions, resource reservation, SCOMS-API,
OVOPS++ framework, configuration and several other smaller parts of the
software, as well as the new hardware. It should be obvious that a very

extensive testing effort is required to make sure that everything works
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together. However, the structural solution is ready and can be done fully

operational with sufficient testing.

The future will probably bring more solutions that allow the integration of
different networks. Even if narrowband landline technologies are old and
have their limitations, they provide areliable transfer path and reach alarge
user base. Future mobile networks that are currently under development will
hardly provide significantly greater bandwidth for people living outside
cities. Therefore, it may be envisaged that landline telephone networks will
be used for network access for a long time. It is also easier to provide
broadband services through fixed lines, which will extend their lifespan

even more.

Possible future enhancement for the SCOMS concept could be some new
broadband user access interface or implementation of some new MPLS
features that have been proposed in this work. One vision of the future is
introducing 1P-based service and load balancing capabilities, which would
alow offering sophisticated |P-based services through heterogeneous

networks.

True network convergence requires besides a common data transfer protocol
also new and innovative solutions that are capable of handling the control
mechanisms of different networks. Optimistically thinking, in the future a
user could have a common user interface for all network services but not
have to think about the actual data transfer path. The time of "any-to-any"

networking is not anywhere near but we are getting closer.
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