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ABSTRACT

Security is a term with many meanings and connotations. In this thesis
several views to security are presented. These views are presented on a
general level with some topics, which are typical for each view.

There are some conclusions, which should be highlighted from these
views: besides a mathematical risk analysis security is also a feeling. People
are not able to just calculate and be analytical in these issues. It is often a
matter of trust, trust in the psychological sense, not technical. This trust is
essential for commercial organizations, too, since people do not use their
products or services without some level of trust.

Another important issue: capability. People do not behave in a secure
way if they do not know how. Education must include, besides the prob-
lem solving methods, attitude and environment issues, too. A self-taught-
person who can solve the problem but does not understand the environ-
ment causes often more difficulties to the organization than a less creative
employee. At the same time capability is also a good way to increase trust.
A well trained user makes less mistakes, which increases trust.

Security is a supporting function. Each organization has a main func-
tion and security supports it. Security prevents losses caused by accidents
and intruders. The relationship between security and quality is very close
but while quality concentrates on the process itself, security guards the pro-
cess against outsiders. Quality looks inside, security looks outside.

A division between information security and general or corporate secu-
rity is not valid. Information is one type of asset and, despite of some special
characteristics of information, it is protected using the same methods as the
other assets of the organization.

KEYWORDS: security, corporate security, information security, trust,
risk management
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PREFACE

Life is a chaotic process. Basically, everyday existence is not consequence-
free but one choice leads to another. In my life there certainly have been
some key decicions which have changed the direction of my future. When
I started my studies at Helsinki University of Technology I had no plan to
concentrate on computers. | just found some "bad” company and my fu-
ture career got a new direction. In the beginning of my postgraduate studies
I decided to select psychology as my minor, targetting usability issues. That
was a good choice. I have never really worked as a usability engineer but
my minor gave me a solid background on users. Then, another quick ca-
reer change: 'The Prime Minister’s Office needed an information security
officer and I decided to apply. I was selected without any formal creden-
tials in the security area, and working as a young specialist among the gray
eminences of the Finnish security business was a very valuable experience.
Finally, after ten years and several employments within the Finnish securiry
area, I returned to the university.

Without my returning to academia, this thesis would probably not have
been published. However, my experiences in other organizations is as valu-
able as my time at the university. Without those experiences this thesis
would not have been published, either.

Writing a thesis like this has several layers.

In the core is the thesis itself. At the final stages before publication,
the life of the candidate is spinning around the thesis. I want to thank
my opponent, prof. Louise Yngstrom and pre-examiners, prof. Matthew
Warren and docent Mikko Valkonen, for their valuable comments on this
thesis. My custos and predecessor, docent Arto Karila, has also supported
me in many ways over the years and we have had long discussions about
the topics in this thesis. There are several other collegues and professional
friends, too, who have commented on my work. Especially I want to thank
Ronja Addams-Moring against whom I have had to defend my ideas several
times, which has helped me to clarify my thoughts a lot. Unfortunately,
she was not available when I published my first papers and one can see
the difference. Minna Kangasluoma and Ari Mujunen have also given me
some valuable comments.

The next layer: Working in various organizations has been the start-
ing point of many ideas presented in this thesis. Discussing with collegues
has been a part of the process of developing these ideas. I especially want to
mention Kalevi Tiihonen, Mikko Valkonen, Jyrki Ahvonen, Jaakko Hayhtio,
Ari Uutinen and Jukka Sonninen who, among several other people, have
argued with me, supported and encouraged me during my career.

Last but definitely not least, there seems to be life even outside the thesis
and professional career layers. The people in my personal life are precious
and without their support there would be no life in the inner layers, either.
I thank my parents, all my friends and especially my most beloved one,
Merja, who survived the life of a candidate before me.
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1 INTRODUCTION

This chapter is an introduction to the thesis. There is a section about se-
curity and some background information about the writer and about the
structure of this thesis.

1.1 About security

Security has many viewpoints. In this thesis we describe security from sev-
eral different points of view. 'These views have both common and unique
elements and in some cases there are also clear conflicts between them. In
this thesis we look around and collect several views into one picture. The
focus is to introduce the views and some of the typical aspects of them. We
will notice that there are common elements in these areas and thus also
influence between them.

Security is emotions. From an individual’s point of view it is always a
subjective term. It depends on facts but also on feelings. Are these feelings

important? Yes, because people are not driven by facts alone but also by
feelings.[40]

The probability to get injured is much lower in an airplane
than in a car, yet many people are scared of flying. A major
accident with lots of casualities causes fear even if its probabil-
ity is very low [40]. In the USA every month almost the same
number of people die in car accidents as in the single terrorist

attack on 11.9.2001 [99].

Security is a profile. It is part of each product and service. When some-
body is designing something new the security feelings have to be taken into
account or people probably will not buy the product or use the service.
Security is one possibility for a company to differentiate itself from other
companies, too. A high security product targets an other customer segment
than a low security one.

Security is cost. Finnsecurity is the organization of Finnish people and
companies in the security business. According to its survey in the year 2000
Finnish companies used as much money for security as heating or electric-
ity (per an employee). [10] Computer Emergency Response Team (CERT)
has published statistics about the number of security incidents and vulner-
abilities. As we can see in figure 1.1 the number of reported incidents has
grown dramatically. The year 2002 is an estimate based on the results of
QL. [11] In Finland there has been CERT only in the university network
(FUNET) until year 2002. In Table 1.1 are some statistics of reported inci-
dents from FUNET-CERT [80)].

Security is optimization. Security incidents cause loss of assets: valu-
ables, work and reputation. Security measures prevent those incidents,
make the losses smaller and help to continue the main activity after the
incident. However, security measures cost money and work. If security
is more expensive than the incidents it is not efficient. Often the cost of
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Type 2000 | 2001

Abusive communication | 3 2

Denial of service 16 18

Probe 16 49

Root compromise 3 5

Unauthorised use 7 8

Virus 6 70

Warez 1 2

Total 52 155

Table 1.1: The FUNNET-CERT statistic [80]
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Figure 1.1: The number of reported incidents to CERT [11]
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incidents is impossible to evaluate beforehand and thus the optimization is
difficult but even in these cases it is essential to find an estimate for possible
losses.

Security is conflicts between people and organizations. Often differ-
ent parties have different security objectives. In an organization one de-
partment may optimize its own security so that problems are inflicted on
another department or the whole organization. It is also possible that an
employee and an employer have different security strategies.

In the 90’ very heavy cars became popular in the USA. They
were considered secure vehicles because in accidents the peo-
ple using them were less likely injured than people in other
cars. However, these drivers optimized their own situation.
"These cars caused much more severe injuries to the other peo-
ple because their security was based on the fact that they just
crushed anything with their large mass. The overall effect on
security was probably negative. [38]

Security is preparedness. One of the goals for security is to prevent all
the incidents which disturb normal work. If such an incident happens, how-
ever, there must be a plan for how to minimize the effects of the incident.

The president of the USA was shot in Dallas in 1963. Was that
a security catastrophe? No, there was a plan for that situation.
The vice president swore the oath in hours and the situation
was in order again (organizational view). However, all those
with emotional ties to John F. Kennedy may have a very differ-
ent opinion (personal view).

Security is bureaucracy. The word has negative connotations but, as
bureaucracy means standardization of working procedures and results, it is
required. Bureaucracy is a method for collecting the best practices from
employees and turning those practices into a company standard method.

If you go to a governmental office and a civil servant sends you
back home because one form is filled incorrectly, it is bureau-
cracy. However, if you went to another otfice with your forms
and a clerk said to you only: “there is a problem”, it is lack of
bureaucracy.

In the first case you know that filling the form properly (and
you should be able to know this beforehand) your case will
advance. In the other case there is nothing you can do. You do
not know which form has to be used today and how it should
be filled. You have to come back the next day with the same
document and hope that it will be accepted then. In real life
we have noticed that this is quite common in many cultures.
Customers who do not accept the answer go to the next person
to see if the answer would be better or come back the next day
to ask again.
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Figure 1.2: The status of different protection methods in Finland [49, p.24]

Huomo et al. undertook research looking at the state of information
security in Finland. They state that trust is one of the basic requirements for
an information based society. The new business models require companies
to connect themselves to the Internet and exchange information with other
members of the network. However, the information security level of small
companies is, in general, not good enough.

Huomo et al. have also divided information security into eight areas
and presented the status of these areas (figure 1.2). In the figure the result
increses outwards from the center. [49]

Jayaratha has defined that there are five elements in the information
security function [50]:

e information processing and usability function;
e cducational and learning function;

e information systems development function;

e management and control function;

e strategy and planning function.

These functions are the basic elements of this thesis. Education and
experience are presented in the user’s view. Usability is also a part of the
user’s view but it is included in the developer’s view in this thesis. Man-
agement is presented using a new model to organize security and a new
method to classify assets organization-widely. Selecting the target security
level is a part of the business strategy in every organization. The strategy
leads to the security policy, which is a tool for profiling an organization in
regard to security. A good reputation as a secure product or service may
open new business opportunities.

'The terms “security”, “information security” and “corporate security”
are all used in this thesis. One of the very basic themes in this thesis is that
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there is no such thing as information security. Information is one asset and
it is protected like the other assets. However, many of the examples and
actual material come from the area which is usually called information
security, since information is a vital factor of production in many areas of
industry and there are several standards and practises published to promote
information security [3] [5]. Thus the term “information security” exists in
the thesis as a practical necessity.

1.2 About the thesis

Background

The writer of this thesis has a long experience in working life. This thesis
is actually spurred by real-life experiences. The career in security related
positions includes:

e Prime Minister’s Office: System specialist as the information security
manager of the State Council of Finland;

e Finnish Defence Forces: Chief information security officer of Finnish
Defence Forces;

e Alma Media Inc: Head of corporate security.

In addition to these main employments there have been several other
security related activities like:

e Member of the Inter-Departmental Information Security Co-ordination
Group;

e Member of the Scientific advisory board of Defence (computers and
communication);

e Director of the education program for information security managers

at Dipoli (part of Helsinki University of Technology).

Organization of the thesis
After this introduction (Chapter 1) there are two main parts in this thesis.
First, four different views on security are presented, one in each chapter
(Chapters 2-5). Then some other approaches to security are briefly pre-
sented in one chapter. In the second part some methods for organizing
security and improving the security level of an organization are presented.

In Chapter 2 the user’s view of information security is presented. There
are three different approaches: trust, privacy and education. Trust is, among
other things, a basic element of electronic commerce and of using informa-
tion systems in general. Security is one of the elements of trust and probably
the most important element of the feeling of trust when using information
systems. The need for privacy is another important topic within security. In
the end of that chapter is a discussion about whether education is a suitable
way to improve the feeling of security.

In Chapter 3 the developer’s view is presented. What security related
aspects does the designer of a new product have to take into account? Secu-
rity is a requirement for many products and services. As stated in Chapter
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2 users require security in products they are using in e.g. electronic com-
merce. Security is also a way to create a difference between one’s own and
others” products. Usability is an approach to solve these challenges. Usabil-
ity as a security point of view is presented. In the end of the chapter security
aspects of the development work itself are considered.

Chapter 4 presents an organization’s view. How to turn security into
a business advantage? There are also suggestions how to organize security
within a company. Security is also observed in the long run. The present
security level is derived from changes in the history of an organization.

In Chapter 5 a scientist’s view is presented. What kind of topics have
there been in scientific conferences? These topics describe to some degree,
which areas of security have been and are considered important among
academic people.

Chapter 6 briefly introduces some other relevant themes. In this chap-
ter security is compared to some other areas, like quality. There are also
some considerations on security and geography and on combining physical
and information security.

The second part of this thesis begins with Chapter 7. Two security
models commonly used in Finland, a model for corporate security and a
model for information security, are analyzed and then combined into one
model.

In Chapter 8 problems with systematic classification of information and
threat analysis of information systems are described. In a modern organiza-
tion where many units are quite independent and some functions are even
outsourced, an exact and uniform classification is needed. In a distributed
environment also the threat analysis must be distributed. At the same time
the information gathered in the analysis must be reusable. In this chapter a
solution for these problems is also suggested.

Finally, the conclusions are given in Chapter 9.
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2 USER’S VIEW

A user is one of the most crucial elements of information systems [88]. In
many cases a user is also a customer who can select which services are worth
buying. In this chapter a user is considered both as a part of an information
system and as an independent customer.

2.1 Social behavior

2.2 Trust

The human being is a social creature. In his hierarchy, Maslow presented
the hierachy of needs. According to this hierachy when the lower level
needs, like physiological needs, are fulfilled it is possible to move up to
higher level needs. Security, social and ego needs, in this order, are the
main levels of the hierarchy. Security is the basic element of the hierarchy
and people must feel safe (i.e. warm, well fed, not thirsty,...) before they
continue to the higher needs. [69]

The Prisoner’s Dilemma is another example of human social behavior.
The case was originally placed in a prison but the same phenomenon can
be found everywhere in social life. If two people co-operate they both get a
reasonable result. If one of them deceives the other he gets the best result
when the other one gets the worst one. If they both deceive each other they
both get a bad result; worse than when co-operating but better than if being
deceived. Wu has shown that co-operation always gives the best result in
the long run if there is a community. In a situation where one does not
know anybody else and there will be no connection afterwards, deceiving is
the best strategy. [109]

The community defines what kind of behavior is acceptable. The eco-
nomics of fair play is a test setup where one person has to make an offer as to
how a certain amount of money will be shared between him and another
person. If the other person accepts the deal, they both get their shares,
otherwise neither of them gets anything. Rationally thinking all the offers
should be accepted since anything is more than nothing. However, people
have an understanding about a normal offer in their culture and they do
not accept an offer that differs too much from this opinion. [93]

"These examples show that people do not always (or even usually) act ra-
tionally. When making decisions people take into account many irrational
or larger scale assumptions. Considering social excpectations is naturally
rational when living in a society but the connection between a decision and
the motives behind it can be difficult to notice. People assume something
about other people, they trust some of them and do not trust the rest.

Trust is one important part of information systems. Among safety, security
and privacy, trust is stated as the most important factor making users feel
comfortable with electronic commerce [89]. However, trust is often ex-
pressed as a technical question, which differs from the common sense idea
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of trust. According Adams and Sasse trust is a feeling a user has and a belief
that the behavior of a system or another person is what is expected. [16]

According to a study there are at least six properties which are important
when trust is formed. They are 1)seals of approval, 2)brand, 3)navigation,
4)fulfillment, 5)presentation and 6)up-to-date technology. Seals of approval
and brand are in many cases transferrable from the real world to electronic
commerce but it depends also on the kind of service. [§] Bank services is
one case where the brand-based trust is transferrable [53].

The appearance of a service is a more complex issue. Technologically
the system is expected to be up-to-date and at the same time the users appre-
ciate simple and classic navigation and layout. Even long response times
are reported to frighten the user. [76]

Trust is accumulated over time. In electronic commerce the first step is
the try threshold, where a user decides to browse, search and test the service.
"This is, however, still an untrusted phase. 'The next phase is the formal level
of trust, where a user considers, validates, registers and, after the purchase
threshold, also transacts and confirms the purchase. The highest level of
trust is the informal level when using a service is a habit. [§]

The formal level of trust requires an authority. Information Systems
Secure Interconnection (ISSI) model stated that in the network there must
be high level layers above the technical ones. These layers include legal
and ethical protocols. [62] An extended model adds a social and group
membership layer to the top [65].

The lack of legal, ethical, social and group membership layers on the
Internet prevents the existence of such an authority which is required for
the formal level of trust. Therefore, building trust is a very slow process on
the Internet because one has to bypass the formal level of trust. In some
cases it is possible to transfer the brand-based trust to electronic commerce
and thus achieve the formal trust level. This, however, requires a real world
connection, which usually adds the required legal framework.

Trustworthiness is another dimension. Not everything which is trusted
is worth it. However, trust vanishes quickly if something unexpected hap-
pens. Trust is often based on one’s own experiences, friends, common
knowledge and a brand. Many business models on the Internet actually de-
clare lack of trust and trustworthiness. People do not trust electronic com-
merce on the Internet and often there is a reason for the mistrust. There
are several business models which are based on something a user probably
does not like. Many sites collect information about users and sell it to ad-
vertisers. Subscriptions are renewed automatically, for convenience, using
credit card numbers. These business models may be perfectly legal but not
something users like or expect. Thus they do not create trust but suspicion.

2.3 An ambassador in the electronic world

An ambassador is an authorized messenger or representative [4]. This
means that an ambassador is somebody who is trusted and who can make
decisions (at least in certain conditions) on behalf of the authorizer.

If a task has special security requirements one should never use an
equipment which is not known and understood. Using unfamiliar tech-
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nology will increase the risk that something goes wrong because the system
can do something else than expected. Unfortunately there are nowadays
many systems, the actual technology of which are beyond the comprehen-
sion of normal users.

For example, William J. Caelli has presented that electronic signature
is a systern where a document is first shown to the user. Then the document
is taken away and another document is set before the user folded so that the
user does not see the content. “This is the same document, trust me, just
put your name there” says the person who needs the signature. A system
like this requires a real confidence and trust for the system. Perhaps this
is the reason electronic signatures have not become very common. In his
paper [27] Caelli has compared digital and electronic signatures with a
traditional one. In the same way there are also compared certificates and
notariate services provided by PKI! with their traditional counterparties.
127]

'The same situation occurs when an Internet site asks a user to down-
load a new plug-in to manage the content of that particular site. A user is
expected to use some new piece of software without the possibility to en-
sure that it actually is what was promised. 'The user should have a possiblity
to check the functionality of the code or at least to restrict the code in an
untrusted sandbox. One solution for this problem is to add a security policy
to the plug-in. The user can compare the policy with his own requirements
and decide if he trusts the code. [90]

Boris Balacheff et al. suggest that the trust required in the signature pro-
cess may be solved using a special piece of trusted hardware, display con-
troller in this case. [20] A display controller is a good choice since the main
problem, as Caelli stated, is a broken connection between what is shown
and what has to be signed. If a user can be assured that the connection is
valid the electronic signature is easier to accept.

Balfanz and Felten have another approach. Instead of having a smart
card which one has to insert into a computer one can have one’s own trusted
device altogether. A problem when using a smart card is that it does not typ-
ically have its own display and thus it is not enough for the user to trust only
the smart card. The computer using the smart card must also be trusted. If
a user has his own device equipped with a display a text is transferred to the
device, shown to the user, signed by the user and transferred back to the
computer. If the computer is not trustworthy and tries to alter the text, the
signature is not valid any more. There is an application for Palm Pilot for
this purpose. [21]

The Shaman project has made specifications for PAN (Personal Area
Network) which means “a cloud” of personal devices. These devices can
communicate with each other and with devices outside the PAN. [9] 'The
identity module is a natural part of the PAN and it probably is capable of
showing and making signatures.

!Public Key Infrastructure
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2.4 Privacy

Privacy is another crucial element of electronic commerce. People value
privacy and they do not use systems where they assume their private infor-
mation is used in the manner they do not like. In 1973 Horst Feisel stated
that computers constitute, or soon will constitute, a dangerous threat to in-
dividuals’ privacy. However, he could not see any reason why this problem
could not be solved using cryptography. [36]

Privacy is defined as people’s right to decide on the usage of their per-
sonal information [51]. The terms privacy protection and data protection
are used in the same sense, too. However, the definition of personal in-
formation is often difficult. If a customer buys something in a shop, is
the information about this transaction the customer’s personal information?
There are two participants in the commerce, a customer and a shop. Which
one owns this information? If the customer, then it is under privacy legis-
lation and the shop must not use it. If the shop, it may collect information
about consumers and shopping habits without violating their privacy. In
Finland this conflict has been solved with the privacy act which states that a
shop or other organization must not collect unnecessary information about
customers [51].

'There are many potential participants in the privacy discussion. One
participant is always a person, because of the definition of privacy. The
other may be a commercial organization, e.g. a shop, an employer or a
governmental organization, e.g. a school. The relationship between shops
and customers is quite easy to manage because there is always a risk for
the shop that the customer will select another shop next time if the shop
uses the information it gets against the customer’s expectations. In Finland
there are loyalty programs in all three main shop chains. Together they
have almost a million customer cards out and these cards are widely used
when shopping [6][82]. It would be possible to make very precise models
of a person’s shopping habits but thus far none of these corporations have
done this out of fear of a strong reaction among customers.

The relationship between an employee and an employer is much more
difficult. The employer often likes, under the label of supervising, to mon-
itor its employees in a way which disturbs employees. In Finland an act
about privacy in working life was passed in 2001 [52]. It states that an em-
ployer, in principle, has the right to monitor its employees. However, the
monitoring is not yet actually allowed before another act has been passed
that regulates how the monitoring should be implemented in practice. The
monitoring of users has also some advantages, it is possible to detect intrud-
ers by comparing their behavior with authorized users [101][85], or com-
paring their actions to a historical profile [64]. There are also applications
in other areas, like detecting frauds in credit card payments [31] and mobile
communication networks [48].

The most problematic is the relationship between people and govern-
ment. Historically, in many countries the government has the right to col-
lect information about its citizens for various reasons, like taxpaying. It has
not been such a big problem until many of these governmental organiza-
tions have entered into the business area and started to sell this information.
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2.5 Education

Understanding the systems used is a good way to improve usability and trust
[72]. The better users can use the system the less errors are being made and
thus the trust between the user and the system increases. 'lo be trustworthy
the system must fulfill the expectations. Adéle Martins has also stated in
her study that in an individual user level people need guidance in what
kind of behavior is acceptable [68].

Since the security measures are most efficient when they are an integral
part of the system [66], security education is not the most needed one but
a general computer and information systems education is. Being able to
manage work with computers in general prevents errors and creates trust.

The users may behave in a different way according to their skills [P1].
Hackos has described four different levels of users: novice, advanced begin-
ner, competent performer and expert performer. Novice users fear failure
and the unknown. They focus on how to do their work and are willing to
learn how to do it. Advanced beginners still focus on the actual work but
also start to develop a mental model based on their experiences. Compe-
tent performers are able to utilize their mental model for complex tasks and
expert performers do this often. [43]

Another categorization is based on skill behavior. Actions are auto-
mated sensory-motor patterns, rule-based behavior or knowledge-based be-
havior. Automated sensory-motor patterns are like a reflex. Rule-based be-
havior is based on recognition and stored rules. Knowledge-based behavior
is based on identification and planning. [84]

Novice and advanced beginner users are able to only do the tasks they
have learnt and in the way they have been told. If there are proper security
functions in the information systems, these users behave well. They do not
try to break the systems or find their own solutions. However, if the security
functions are not proper, these users are helpless.

Performers may work more efficiently but there are also some risks. 1f
a performer develops a mental model which is false, the results may be
unpredictable. There might be some untold or secret reasons why tasks
have to be done in a certain way and a performer who optimizes his work
may ruin this idea.

If a user wants to work in a secure way in an insecure environment
he must understand both computer and security related questions since
he must himself arrange the secure environment for work. In a secure
environment systems and their administrators take care of many aspects of
security but outside this area the user is on his own. He must be able to
manage all the aspects of secure computing himself.

As seen in [P1], there might be conflicts between a user and an envi-
ronment. If a user is capable of doing work in his own way, he may disturb
the way other people in the organization work. On the other hand, if a user
is not capable of doing his work, he is a security risk. In theory there is an
optimum balance between these requirements which is, however, difficult
to find since all the cases are different. It is also almost impossible to main-
tain since both the elements, the skills of the user, and the requirements of
the systems change rapidly.
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To manage the skills of the employees the company should educate
them itself. If the users only learn how to solve problems, they probably will
solve the problems very practically and in a personal way. The self-taught-
persons should be avoided. Instead there should be proper education for
how these problems could be avoided or solved in the environment of the
organization.

In some cases a user tries to get better security level than the organiza-
tion is prepared to offer. Either the user has better knowledge of security
matters or the user has different needs of security than the organization.
These different arrangements may coexist if there is no conflict between the
needs and policies. A conflict may occur if, for example, a user requires a
protected connection to his bank and uses an encrypted terminal program,
like SSH?, while an employer does not allow any encrypted connections
because he wants to monitor the content of connections. The connection
itself might be allowed if the employer accepts this kind of personal usage
but the security policies requirements conflict.

As seen in [P3] the govenrment has taken an active role establishing
security education for security professionals. Especially in corporation se-
curity area standardized requirements are needed in order to transfer some
duties, which are this far required an official, to private companies. In in-
formation security area there are some commercial based programs, like in
[P2], and there are courses for information technology curricula, like de-
scribed in [P6]. However, security is not part of general knowledge and is
not part computer driving licence [12].

ZSecure SHell [15]
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3 DEVELOPER’S VIEW

There are two different aspects of security when developing new products.

A product itself has probably some security features and security is thus
one of the requirements on a new product set by the customer. In this sense
a product may be a device or a service. Typically it is something a customer
uses and is able to form an opinion about.

At the same time the development process itself has to be secure. A
secure development process produces stabilized products in a predictable
way. Security in this sense is often required by the management or share-
holders of an organization.

3.1 Security as a requirement

The security profile of a product

When a new product is first being designed there is a vision about the prod-
uct, for instance for whom it is intended and for what purpose. From this
decision more precise requirements for the product can be defined, like the
appearance, price, quality, usability and security. [103]

In a consumer markets these requirements are closely coupled. If the
appearance is expensive the price may be high. If the quality of the product
seems to be good, the price may also be high. Both of these may set the
target user group as older and wealthier customers than if the main feature
of the product is the price. Appearance may give the feeling of security as
well as quality and usability.

The selection of a profile is a calculated decision and a part of the strat-
egy of an organization. For the long term it may be a part of the brand of
the organization. The brand itself is often a reason to select a certain pro-
file. If there is already a certain image, it is easy to make a new product in
the same segment. It is also possible that a company has made a big effort
to build a brand. A unsuitable product may ruin this work and is therefore
not sensible.

In the customer market the trustworthiness or real security of a prod-
uct is often not as important as the feeling of these. The users have no
possibility to evaluate the security level of a product nor the knowledge to
analyze the requirements. If nothing too bad happens for a user or friends
and there have not been any headlines, the product may be secure enough
for a normal customer.

In the business markets there are two main differences. The companies
have resources to analyze the products, although they probably do not have
enough knowledge to completely define their exact needs. Another differ-
ence is the quality of the client. There may be big variations in the quality
and security needs of a company. If a producer is targeting the high qual-
ity or security market, it is not worthwhile to sell anything to the low level
client. If a client is not capable of defining the requirements, the product
probably can not fulfill them. A client like this is seldom content with a
product. Such a client has trouble anyway and somebody may think it is
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the product which is faulty. These incidents may ruin the brand and the
general acceptance of the product.

The decisions can be divided into three areas: strategy, design and im-
plementation. In strategic level development one has to e.g. ensure the
compliance with the corporate strategy and contracts, meet the security
standards and possible certificates, take care about patents and other intel-
lectual properties and get acceptance in the market. On the design level
the security requirements have to be integrated with the system specifica-
tions. On this level risk analysis and prioritization are performed, too. In
the implementation phase the actual security services are implemented.
[104]

It is important to implement security features properly especially if the
services are to be used on the Internet. In such a case there are two prob-
lems: the development has to be very fast and the need for security is high.
For such a situation a rapid secure development approach is suggested [58].
It provides security from the beginning, rapid realization of services and in-
tegration of security and functionality. 'The five steps are

1. usage conception where functional and security requirements are
specified using scenarios;

2. service specification where protocols and implementations are se-
lected;

3. risk analysis;

4. measures that define how the identified risks should be avoided, re-
duced, limited and insured;

5. realization where the actual system is implemented.

In Chapter 6.2 we discuss the security and quality of information sys-
tems. One of the conclusions is that it is difficult to add security into exist-
ing systems. Security has to be a part of the whole process and therefore it
has to be a part of the expertise of each participant.

Usability

The taxonomical environment of usability can be presented like in figure
3.1 [42], [72]. In this taxonomy usability is part of the usefulness of the
system. For good usability the system must be easy to learn, efficient to use,
easy to remember, subjectively pleasing and possible to use with few errors.

The word “security” does not exist in the taxonomy itself (figure 3.1).
However, most of the elements of the taxonomy have security-related prop-
erties. Usability itself has a clear security property: few errors. One of the
main functions of security is avoiding errors and mistakes. There are sev-
eral sources of these errors and the user is one important source. If a user
misunderstands the system he can not behave in a secure way.

Utility is another part of the usefulness in addition to usability. It is
defined as the system’s capability to do what is expected. 'This definition
includes all the security requirements of the system, like confidentiality of
information, and methods how to fulfill these requirements.
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System acceptancy Social
acceptability
Practical Usefulness Utility

acceptability
Cost Usability Easy to learn
Compatibility Efficient in use
Reliability Easy to remember
Etc. Few errors
Subjectively
pleasing

Figure 3.1: Taxonomy of usability [72, p.25]

Usefulness is a part of practical acceptability together with cost, compat-
ibility, reliability and other practical aspects. Reliability is a part of security
since availability of information is a basic element of information security.

If practical acceptability is considered a property based on personal ex-
perience, social acceptability is based on general experience. Then all the
security related matters mentioned above are included also in social ac-
ceptability. In addition there are some other properties. As mentioned in
chapter 2.2, the brand and company’s general reputation are among the
most important factors when a user considers using electronic commerce.

What is then the connection between usability and security? If we want
to create a new system people are supposed to use, we have to create trust
between the user and the system. The feeling of security is a basic element
in creating trust [69). This feeling is strengtened by the user-interface of the
system and usability is a method to assess this interface.

The user interface of a product always generates a mental model for a
user. Many of the usability problems are caused by a unsuitable mental
model. [83] If the model is somehow wrong the user may behave in such
a way that the security level is not as good as the user assumes or the user
interface presents.

3.2 Security in the development cycle

The development cycle is a process where an innovation grows into new
kinds of products or methods. This process creates new products or new
ways to make current products. [103] The cycle may be divided into three
phases: the era of substitution, the era of design competition and the era
of incremental change [17]. In the substitution phase the new technolo-
gies replace the old ones, in the design competition phase the best one is
selected and after that there are incremental improvements of that tech-
nology. In the case of mature products the improvements typically affect
several non-price factors like design, customization and quality [19].

There are several reasons why people adopt new technology. Process
innovations lead to lower prices and thus a better relative value. They may
also improve quality and that may — besides better relative value — lead to
improved image, reputation or brand and make people buy a new product.
A product innovation seldom makes a product cheaper but through higher
relative quality it may give the buyer a better relative value [28].
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Figure 3.2: Usability and development cycle (qualitative only)
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Figure 3.3: Requirements and learning ability (qualitative only)

The penetration of a new technology can often be forecasted with S-
curves [70]. In the Bass model people are divided into innovators and im-
itators. In a penetration process there often is a gap between these groups.
[24] Bridging this gap is crucial for promoters of a new technology. This gap
is close in time to the emergence of the dominant design when the design
competition ends and the incremental improvement begins. [17]. In the
usability point of view this development cycle may be described as figure
3.2.

First the development is done with a solely technological view. No at-
tention is paid to usability, the technology is difficult to use and only tech-
nologically oriented people will buy such a product. After the substitution
phase there are some approaches to improving the user interface but there
are still several approaches. Only after the dominant design phase the tech-
nology is established and there are remarkable improvements in usability.

In figure 3.2 usability is on the Y-axis. In the beginning usability is very
poor compared to a traditional system. The X-axis is time. There is no scale
on the Y-axis and the graph is qualitative only.

One can apply the same curve when describing other properties of a
product like quality or security. It must be possible for people to make the
technology they are using to behave in a secure way [P1]. If the usability of
a product is poor, the risks of using such a product are higher.

Technologically oriented people are the first users of a new technol-
ogy and they are probably able to manage the higher user requirements
and therefore use new devices without increased risk. “Ordinary people”,
however, are comparatively slow in gaining new technology skills. Their
learning curve may be described as a line. 'This line together with the re-
quirement curve is presented in figure 3.3.
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In figure 3.3 the requirements and skills are about the same in the be-
ginning. After a new cycle begins there is a rapid increase of the require-
ments and the gap between the line and the curve is remarkable. However,
this gap does not cause a significant increase of risk because the users in this
phase are not ordinary users but technologically oriented. When the dom-
inant design is achieved and requirements begin to decrease a number of
ordinary people start to use the new technology. This causes a remarkable
risk because requirements are not decreasing fast enough and the ability
level of ordinary people has not risen enough. After some time usability in-
creases near the ability level and a new product may be even more secure
as the previous one.

In the risky phase people store secret files in public folders, delete files
accidentally, send confidental material to wrong faxes and e-mail addresses,
speak freely on a mobile phone, use typewriters with ribbon that stores all
the letters and so on. One of the current problems is the Internet, which
is used by many people without any of the needed knowledge to protect
themselves.

3.3 Secure development process

Developing a new product is risky, especially in the software business. The
development cycles are very fast and technology changes rapidly [91]. At
the same time there are good possibilities to make a profit. In the USA the
growth of the software industry is higher than of the economy in general
[73].

To manage these risks several methods have been developed. In Boehm’s
risk management model (table 3.1) high level term risk management has
been divided to assessment and control and in the end there are simple
methods like checklists. [25]

Another method is the Software Risk Evaluation method. There are six
phases in the risk management cycle: identify, analyze, plan, track, control
and communicate. The risk taxonomy of Software Engineering Institute
(SEI) is presented in table 3.2. [95]

Boehm’s risk model fits fairly well security-related risks, too. Only some
of the methods (the rightmost column in table 3.1) have to be changed.
In security management risks have to be identified, classified and priori-
tized. Then the acceptable risk level is decided. After this decision the risks
are either reduced below the level or transferred to somebody else, like an
insurance company. Risks have to be monitored all the time.

In SEI's taxonomy risks are divided into three main areas: product re-
lated risks, project related risks and organization related risks. This chapter
is mainly concentrated on project related risks but product related risks are
discussed in Chapter 3.1 and organization related risks in Chapter 4.2.

Some of the risks in the development environment are based on the
same requirements as product risks. The development environment has to
be available, usable and produce correct output.

Development-specified risks are, when considering security, process con-
trol risks. 'The process control has to assure that all the decisions during the
process are made with the correct reasoning and documented well. 1f e.g.
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Risk

managcmcnt

Risk

assessment

Risk identification

Checklists

Decision-driver analysis

Assumption analysis

Decomposition

Brainstorming

Risk analysis

Decision analysis

Network analysis

Cost models

Quality factor analysis

Performance analysis

Risk prioritization

Risk exposure

Risk reduction leverage

Compound reduction

Risk

control

Risk management
planning

Buying information

Risk avoidance

Risk transfer

Risk reduction

Risk element planning

Risk plan integration

Risk resolution

Prototypes

Simulations

Benchmarks

Analyses

Stafhing

Risk monitoring

Milestone tracking

"Top 10 tracking

Risk reassessment

Corrective action
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Table 3.1: Boehm’s risk model [25]




A Product engineering

B. Development environment

C. Program constraints

1. Requirements 1. Development process 1. Resources
a. Stability a. Formality a. Schedule
b. Completeness b. Suitability b. Staff
c. Clarity c. Process control c. Budget
d. Validity d. Familiarity d. Facilities
e. Feasibility e. Product control 2. Contract
f. Precedent 2. Development system a. Type of contract
g. Scale a. Capacity b. Restrictions
2. Design b. Suitability c. Dependencies
a. Functionality c. Usability 3. Program interface
b. Difficulty e. Reliability a. Customer
c. Interfaces f. System support b. Associate contractors
d. Performance g. Deliverability ¢. Subcontractors
e. Testability 3. Management process d. Prime contractor
f. Hardware constraints a. Planning e. Corporate management
g. Non-developmental software | b. Project organization f. Vendors
3. Code and unit test c. Management experience g. Politics
a. Environment d. Program interfaces
b. Product integration 4. Management methods
c. System integration a. Monitoring
4. Engineering specialities b. Personal management
a. Maintainability ¢. Quality assurance
b. Reliability d. Configuring management
c. Safety 5. Work Environment
d. Security a. Quality attitude
e. Human factors b. Cooperation
f. Specifications ¢. Communication
d. Morale
Table 3.2: Risk taxonomy [95]
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there is a huge number of old PCs in stock it may be a good reason to select
old PCs as the platform of a new product. This reason, however, has to be
documented well because next time this reason may not be applicable. If
somebody has made a “good explanation” for using old PCs, more of them
may be ordered for the next project.

Security risks are often difficult to distinguish from normal operation
risks. Risks belong to business. Without taking risks there is no profit.
Which risks are normal and which are security risks? A project manager
may take a risk when calculating an offer. If the facts are known, the risk is
manageable and according to the corporate policy, it is part of the business.
Otherwise, especially if it is against the policy, it might also be a security
violation.

Risks in product engineering (Table 3.2) have security related questions
in engineering specialties. Those questions are actually quite the same as
in figure 6.2 where the parts of software quality are presented.

Finally, the program interfaces in the organization section (lable 3.2)
are interesting because there are those interest groups which have to be
taken into account when an organization declares its security policy. There
are customers, contractors, management and society. Only stakeholders
are missing.
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4 ORGANIZATION’S VIEW

Security is an important function on all levels of a hierarchy: individual,
organization, government and global. Organization is, however, the level
where most of the security functions are located. Individuals require se-
curity but do not have resources. Governments have powerful resources to
protect themselves but the number of protected assets is low compared with
all the other organizations.

4.1 Organizing security

A rapid change in organization structure has caused major changes also
in the way security has been placed in the organization. In a traditional
hierarchy the managerial relationships were clear. The upper level had
total control over the lower level and the upper level was also responsible for
its subordinates. Often there was a headquarter with some general staff and
among them there was usually a security manager. The security manager
could command all the units using the executive power of the managing
director.

In a modern organization there is no such structure. The units may be
quite independent and the organizational structure builds up from agree-
ments. Units may buy products and services from each other and may even
compete with each other. In such a situation there is no clear command
structure but a network, instead. In this case also the security responsibility
is delegated to the units.

Today many operations have been outsourced. Sometimes one may as-
sume that services bought internally from another organization unit often
include some security features even without an exact agreement but one
can not expect any free services from another company. Thus all the re-
quirements have to be stated in the outsourcing agreements and if those
agreements are made at many locations in the organization, every signer of
these agreements must be able to declare the security requirements along
with the operational ones.

In these modern organizations security related requirements must be
part of contracts between business units and partners. The requirements
must be stated in the agreement and the cost of producing them must be a
part of the price.

4.2 Organizational security

Security is always a part of an organization’s work, either consciously or
unconsciously. As defined in Chapter 7.3, security prevents incidents that
disturb the work in the organization. Employees make the organization
and thus those employees are the main concern when discussing organi-
zational security. As said in [P4] employees are storages of information.
The availability of this information has to be ensured somehow. 1f a piece
of information is only in the mind of one employee, that information is
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lost when the employee leaves the organization. Thus organizations have
to transfer as much information as possible from a single employee to the
organization itself (to all of the employees).

Another important point is described in Chapter 1.1. The decision pro-
cess has to be uniform. If a decision has to be made the process should
always produce the same output from the same input. Usually there is no
room for personal opinions. This way the decisions are predictable and
afterwards it is possible to analyze decisions. The reactions of a company
must not depend on chance: who happens to be in charge today.

A method to solve both of these problems, information transfer and
uniform decisions, is called bureaucracy. It collects the good practices,
standardizes them and makes sure the employees use them. It also prevents
unnecessary work when every employee does not need to invent the same
procedures again.

'This approach of course may cause conflicts between more advanced
users (performers in Chapter 2.5) and the organization because when em-
ployees are capable of creating their own mental models they are also ca-
pable of making decisions in their own way.

4.3 Conflicts between security needs

There are many chapters in this thesis where conflicts between several sub-
jects are mentioned (e.g. 1.1, 2.1, 2.4, 2.5 and 4.2). These conflicts should
be solved in systematic and ethical ways in order to achieve a stable secure
state.

Conflicts between an employee and an employer are quite common.
Especially Internet-usage has caused several conflicts and the pros and cons
are discussed in several articles. Lim et al. use the term “cyberloaf” for any
voluntary use of the company’s Internet access during working hours to
surf nonwork-related web sites for nonworking-purpose. Nonwork-related
e-mail is also considered “cyberloafing”. According to their study half of
the users browse nonwork-related web sites a few times a week and about
80 % either use the employer’s e-mail system for private communication or
check private e-mail elsewhere using the employer’s equipment. [67]

The usage of Internet in a company requires a policy. Simmer suggests
that beside the policy there should also be an Internet policy management
(IPM) which has four essential components:

1. Internet usage policy;

2. tools for monitoring and recording usage;
3. user training and

4. application for disciplines measure.

The monitoring is a very important part of management. [94]

When Siau et al. have studied acceptable Internet usage policy in var-
ious organizations they have defined a set of abuse types (table 4.1 [92]).
In general most of the organizations have a policy against the types that
are unlawful: general e-mail abuse, unauthorized use and copyright in-
fringement. All the other restrictions depend on the organization. ISP-like
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General Email abuse

Include spamming, harassment, chain
letters, solicitations, spoofing,
propagation of viruses and defamatory statements

Unauthorized usage and access

Sharing a password and access into
networks without permission

Copyright infringement / plagiarism

Using illegal or pirated software that

cost organisation millions of dollars
because of copyright infringements.
Copying of web sites and copyrighted logos

Newsgroup posting

Posting of messages on various
nonwork-related topics from sex to lawn care advises

Transmission of confidential data

Using the Internet to display or transmit
trade secrets

Pornography Accessing sexually explicit sites from

work place as well as the display,

distribution and surfing of these offensive sites
Hacking Hacking of web sites, ranging from

denial-ofservice attacks to accessing
organizational databases

Nonwork-related download/upload

Propagation of software that ties up
bandwidth. Programs such as Gnutella or
Napster allow the transmission of movies,
music and graphical materials

Leisure use of the Internet

Loafing around Internet, which includes
shopping, sending e-cards and personal
e-mail, gambling online, chatting, game
playing, auctioning, stock trading and
doing other personal activities

Usage of external ISPs Using an external ISP to connect to the
(Internet Service Provider) Internet to avoid detection
Moonlighting Using office resources such as networks

and computers to organize and conduct
personal business (side jobs)

'lable 4.1: Definitions of different types of Internet abuses [92]
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organizations have, in general, less restrictions than educational institutes
which have less restrictions than other organizations. [92]

Urbaczewski and Jessup have studied how monitoring of Internet usage
affects the efficiency and satisfaction of work. In general, monitoring has a
positive effect on productivity but it decreases work satisfaction. However,
if the results of the monitoring are given instead of the employer to the
employee as a feedback, this does not decrease the satisfaction as much and
the productivity remains as high as in the first case. [105]

Panko and Beh have collected information about court cases where an
employer has monitored either the Internet-usage or e-mail of an employee.
According to these cases it is difficult to say where the limit of sexual harass-
ment is. However, accordind to most justice cases an employer has had the
right to monitor the Internet-usage and the e-mail of an employee in order
to prevent or investigate sexual harassment. [74]

"The previous examples are from the USA where the legislation and cul-
ture differ from the Finnish situation. As said in Chapter 2.4, in Finland
there is an act to prevent privacy intrusion in workplaces [52]. The Ministry
of Finance (of Finland) has published three guidelines about security when
using the Internet. The author of this thesis has participated in all of these
and is the main designer of the current guidelines [107].

One reason for the different situation between the USA and Finland
may be a dirrefent cultural position on the individualism/collectivism scale.
According to Erkki Kauhanen employees in individualistic cultures are
emotionally very independent from their employers whereas in collectivis-
tic cultures employees have strong ties to their employers [56]. In the col-
lectivistic case the working place is a bigger part of the employee’s life and
thus they probably tend to do also private tasks at the working place easier
than in individualistic cultures and employers also are more willing to ac-
cept that. According to Geert Hoftede’s study, Finland is one of the most
collectivistic cultures among the western countries when the USA is the
most individualistic culture [47].

Jill Slay and Gerald Quirchmayer have presented a method for resolv-
ing conflicts between different bodies. In this method they first find out the
common interests and beliefs of the bodies and then resolve the possible
conflicts. In the end the viewpoints of the bodies are integrated to reach a
common business strategy (their actual target is to resolve conlicts between
companies doing business together). [96] In Finland the power distance
between people is short [47]. The equality between genders and different
social groups is stronger than in many other countries [13].

Thus we assume that the area of common interests and beliefs is gen-
erally bigger in Finland than e.g. in the USA and therefore it is easier to
achieve a common view in the basic fair use principles. After that it is easier
to be flexible in the minor issues and the acceptable use rules in companies
do not need to be defined as tightly as in the USA.

Many Finnish companies assume that their employees spend many
hours at the working place in addition to the official working hours. Almost
80 % of The Finnish Association of Graduate Fngineer members work reg-
ularly in their free time and 10 % work more than 10 hours extra in a week
[87]. For this purpose companies arrange many kinds of services, like pizza
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and cola, to their employees to keep them at work longer. Some employers
even send a babysitter to the employee’s home to take care of ill children
so that an employee does not have to be absent from work. In this cul-
ture it would be quite absurd to require that the employees not to use the
employer’s equipment to read their personal e-mail or to manage personal
routines using the web.

Another real life problem, based on the experience of the author: a
company required its employees to use external e-mail systems for private
purposes. The employees did as the company wanted and most of them had
a personal e-mail address from some ISP. After a while it was noticed that
an increasing amount of business e-mail was addressed to these personal
addresses. We noticed that many of the clients had also personal contacts
with our employees. Although our own employees could see a difference
between business and personal e-mail the clients could not. They replied
to received e-mails and did not check the address. 'The company did not
even know where the private accounts were and they seemed to cause a
severe threat since the company had no control over them and there was
a possibility that secret or otherwise critical information would go outside
the control of the company. Accepting private e-mail usage was a smaller
problem than a critical message in unknown mailbox.

Using e-mail has two participants: a sender and a receiver. E.g. copy-
right legislation grants an author the right to decide on the usage of his
work. In Finland this right is granted automatically without any special ©-
mark. If an e-mail is intended only for the recipient, the employer violates
the copyright if the message is read. Since one can not conclude the na-
ture of the recipient from the address it is impossible to say if the e-mail is
intended for a person or a company. L.g. the address of the author of this
thesis is teemupekka.virtanen@hut.fi. If he is an employee of the university
there is a possibility that the university as an employer would have right to
read e-mails. However, if he is a student, such a right would not exist in any
case.

As a result of these problems the company decided to allow limited
private usage of the e-mail system of an employer and grant the privacy of
the messages. Usage was limited in the sense that an employee could only
be told to limit the amount of the messages or the time spent handling those
messages. For customer contacts there were non-personalized addresses,
e.g. sales@company.com. The employees must take care (handle oneself
or forward) all the business e-mail they received.

For web surfing the base solution was to gather information about how
much time employees spend on the web. The content or the addresses
of the sites were not monitored. If employees spent too much time on
the Internet or there was too much data moving in our communication
channels, we would have restricted the connections.

A technical solution the company considered was installing two proxies,
one for business surfing and other for private usage. In the private proxy the
privacy of the communication was granted and only the time and amount
data would have been stored. In the business proxy all the connections
would have been monitored. This approach would have ganted the privacy
of private communication and given the employer a possibility to restrict
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the amount of surfing if necessary.

4.4 Security culture and evolution

Quality is a matter of organizational culture [86]. 1t is difficult to improve
quality considerably without changing the working culture of the organiza-
tion. As will be presented in Chapter 6.2 one may use the same approaches
to security as to quality and thus also security depends on organizational
culture.

Organizations tend to explain many failures as human failure. However
there is no such simple explanation as “human error”. There are many
organization-based factors that cause errors, like the lack of guidance or
challenges, variation or the possibility to relax. There are pressures caused
by punishment or rewarding. Then there most likely are disturbance, non-
standard actions and errors. In all of these cases human error is an easy way
to find somebody to punish or to avoid the need to remove the real cause
of the problem. [9§]

In [P1] we have studied the effects of the computing history of an or-
ganization on its present security level. We assumed that there is an effect.
Most current information systems are based on a client-server architecture.
There are servers, which provide storage and processing capacity and work-
stations, which are used as terminals. The servers and workstations are
connected to a network, which offers also other services, like printers and
connections to other locations.

There are two possible origins to this culture, the first of which is main-
frame architecture. In this case early in the organization history there were
mainframes and terminals. The mainframes were located in special com-
puter rooms and operated by special staff. In earliest history ordinary users
could not even use the computers themselves but had to provide tasks to the
operators who would then run the task. Later several terminals were con-
nected to the mainframe. Most of the peripheral devices were connected
directly to the mainframe. After the breakthrough of microcomputers, ter-
minals disappeared and workstations appeared instead. The mainframes
changed to servers and the clientserver architecture was achieved.

Another development scenario starts from microcomputers. In this case
in the beginning there was a very limited number of microcomputers which
were used by the few technically advanced employees. In some cases the
first designated microcomputer owner was a director but he was probably
not using the computer at all. After that several additional computers ap-
peared and after some time those were connected together using a network.
Common services, like printers and file storages, appeared and the archi-
tecture became a client-server one.

In the mainframe era there had been some policies from the beginning.
Mainframes were expensive and thus there had to be a good reason to buy
them. There were limitations to who was allowed to use them, too. The
storage space was limited and peripherals few. If a user wanted to use a
computer he had to accept the rules. Often several courses were required
for those who wanted to use computers, or at least for those who were going
to operate them.
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In the microcomputer era almost everything was the opposite. The first
users were individuals who made their computers suitable for their personal
needs. There were no common policies but several individually equipped
workstations. The users managed their own workstations without any limi-
tations and were often self-taught persons in computing.

In the first case (mainframes) there have always been policies on how to
use computers. There has also been staff who were educated and qualified
to operate computers and networks. Often the policies stay even when the
environment changes and thus they are probably present also today.

In the second case (microcomputers) such a culture has probably never
matured. In the beginning no administration was needed and after it was
created the administration is often considered a hindrage to real work.

Thus, at present we have organizations with seemingly the same com-
puter architecture but very different computational histories. The actual
security level of organizations varies a lot since the attitudes among the
managers and the employees affect their willingness to accept the policies
and rules.
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5 SCIENTIST’S VIEW

There have been several scientific conferences about information security
during the last decades. The content of these conferences gives us an im-
pression about what are the most important areas of information security in
this timeframe. For this purpose we have selected the IFIP Technical Com-
mittee 11 conferences. International Federation of Information Processing
(IFIP) was established in 1960 and is a nonprofit umbrella organization
of national information processing societies. IFIP has declared research,
development and education as one of its principal areas. There are 13 tech-
nical committees for different areas of information processing, one of which
is T'C11, Security and Protection in 1P systems. [14]

There have been 17 conferences since 1983. In 1999 there was no
conference. We have included the 11 latest conferences and some earlier
conferences. The conferences are

e 1983 (1st): Security, IFIP/Sec '83, Sweden [106]
e 1984 (2nd): Computer Security: A Global Challenge, Canada [37]

e 1985 (3rd): Computer Security: The Practical Issues in a Troubled
World, Ireland [41]

e 1988 (5th): Computer Security in the Age of Information, Australia
[26]

e 1991: Creating Confidence in Information Processing, United King-
dom [1]

e 1992 (8th): Security and Control: From Small Systems to Large,
Singapore [35]

e 1993 (9th): Computer Security: Discovering Tomorrow, Canada
[32]

e 1994 (10th): Security and Protection of Information Processing Sys-
tems, Curacao [2]

o 1995 (11th): Security, the Next Decade, South Africa [34]
e 1996 (12th): Information Systems Security, Greece [55]

e 1997 (13th): Information Security in Research and Business, Den-
mark [110]

e 1998 (14th): Global I'T Security, Austria/Hungary [75]

e 2000 (16th): Information Security for Global Information Infrastruc-
tures, China [81]
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Table 5.1: Content according the to 8 sectors model (% of papers)

e 2001 (16th)! : Trusted Information, The New Decade Challenge,
France [33]

e 2002 (17th): Security in the Information Society, Visions and Per-
spectives, Egypt [39]

The scientific level of these conferences has varied a lot. In the begin-
ning they were pure scientific conferences but in the beginning of the 90’
there were some very commercial ones and e.g. in 1991 there was a con-
ference in London where the proceedings was a binder full of handouts of
slides [1]. Then the scientific level increased again and there has been a
proper full paper review as in any proper conference.

5.1 Track comparison

In most of the conferences the program was divided into several tracks or
sections. Even if there is only one track i.e. only one presentation at a time,
there are sections with titles in ten of the conferences. 'The majority of con-
ferences have a section for security management (9 times), cryptography
(8) and network security (7). 'There have been also sections for risk man-
agement (6), access control (6), education (6) and database security (5).
Trusted systems (3), policies (2) and protocols (2) have seldom had their
own tracks. Privacy has earned an own section in only one conference out
of ten.

There are of course several different titles and different ways to divide
presentations into tracks. There have, for example, been privacy-related
presentations in several conferences but within another section.

5.2 Contents of the conferences

Information security can be divided into eight sectors as will be stated in
chapter 7 in this thesis. These sectors are administrative, personnel, physi-
cal, hardware, software, communication, data and operational security.
There were some common topics which were difficult to classify accord-
ing to this division. Cryptographic devices belong to the hardware security

LAs one can see according the proceedings there have been no 15th conference and twice
16th conference. This is probably due to the missing 1999 conference. Originally year 2000
conference was the 16th and it changed to the 15th conference when the previous one was
cancelled.
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and cryptosystems in general to software security but there was no natural
place for algorithms. In Table 5.1 they are classified in “software security”.
Protocols are another difficult area. They are placed in “communication se-
curity”. Privacy issues are in “personnel security”, another possibility would
be “data security”.

According to the division in § sectors model there are three popular
sectors: administration, software and communication. Typically 70-80% of
papers belong to these sectors. These areas, however, includes cryptogra-
phy, risk analysis and protocols, which have always been popular topics.

Early conferences were clearly named as computer security confer-
ences. According to the content of the conferences this naming is appropri-
ate. The later conferences have names which refer to information security
or protection of information. However, there is no change in the content
of these conferences which would make this change acceptable.

According to this analysis it looks that the scientific view of information
security consists of number of small areas which are easily presented in sci-
entific notation. These areas include cryptography, risk analysis, protocols
and some technical solutions, like access control and key management.
There are very few presentations about personnel management, physical
security or methods to classify information which are essential parts of in-
formation security.

Another division is presented in [P4]. In this model there are two
mandatory areas: security management and asset management. In addi-
tion there are four protective methods: personnel, physical, information
technology and operational security.

Using another model to divide content does not make any remarkable
difference. Joining different aspects of I'T-technology to an information
technology security only makes the vision clearer. This area is the largest
area and usually covers more than half of the presentations alone.

5.3 Comments about scientific areas

Security is a large and heterogeneous field. As presented in this thesis there
are several possible views which have security related implications. Is se-
curity science? Yes, but not traditional “hard” science but more like social
sciences. There are several smaller areas which belong to the traditional sci-
ence, like cryptography and security protocols. However, building security
using only these methods does not work.

'The roots of information security are in the computer science. 'The
names of [I'IP conferences imply a strong connection with computers. The
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first conferences were named as computer security conferences. In the 90’s
the name changed first to include security of information processing and
then information security. In many universities information or computer
security is part of computer science.

A corporate security is more difficult to locate in the university world
than information security. Traditionally security professionals are educated
in special colleges, like military, police and fire academies [P3]. According
Hesse and Smith there are several colleges offering security courses in the
USA within justice or crime prevention studies. They suggest that secu-
rity is an interdiscliplinary area which requires knowledge and skills from
many areas. However, they do not suggest any faculty to be responsible for
security education. [46] We have combined corporate and information se-
curity education at Helsinki University of Technology as a part of computer
science [P6].

In the Finnish language there is only one word for both security and
safety. According to our definition in this thesis (Chapter 7.3) safety is one
part of security since operational security requires that the normal work is
done in a secure way. When security in general is in many cases part of
justice or crime prevention (or in special colleges), information security
is a part of computer science. However in safety psychology is an essential
part. We can not see any reason why the goal of security is to prevent people
from doing something wrong while safety means getting people to do the
right thing.

The result we have gathered on IFIP conferences can be compared with
another conferences. Mary Zurko has analyzed citations of three confer-
ences, namely Computer Security Foundations Workshop (CSFW), New
Security Paradigms Workshop (NSPW) and IEEE Symposium on Secu-
rity and Privacy (S&P) during several years. [111] In the year she has se-
lected for her study (1996) the two most citated articles in each conference
were divided as three articles in human aspects (trust management, user-
centered security and social control), two in security protocols and one in
computer security (Java security). The result is quite different from the IFIP
conferences described in tables 5.1 and 5.2.
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6 OTHER RELEVANT VIEWS

In addition to the four views presented in the previous chapters we like to
introduce shortly some other relevant views. First we present that traditional
physical security and information security have many common elements
and definitions. Then we present security and quality together. At last we
bring some ideas from the social geography to the “cyberworld”.

6.1 Physical and information technology security

Courtney has, in the early computer security literature, divided safeguards
into preventative, detective, corrective and deterrent safeguards [29]. The
preventive safeguards, as the name implies, prevents hazards to occur. The
detective safeguards find out that something is going on. The corrective
measures attempt to bring the original situation back. The deterrent mea-
sures try to discourage intruder from even trying.

This model is said to fit well against criminal activities, but not against
an information war or a corporate espionage. Instead, a packaged safeguard
model has been offered, in which there are five independent safeguard lay-
ers: the technology, the operational, the managerial, the organizational and
the meta-safeguard layer. [23] Since critical systems must be protected by
more than one safeguard there should be at least one method in every layer
protecting against any hazard.

In another survey a taxonomy was used where deliberate hazards were
divided into four modes: falsification, physical assault, cracking and mali-
cious code. There were also three types of motives: fraud, espionage and
vandalism. [22] In this survey Baskerville noticed that cracking was the
most common hazard type altogether but when he investigated at motives,
cracking was the most popular method only in vandalism.

'The early model with four types of safeguards is an instance of physical
security in the information area. In the physical security, as a part of cor-
porate security, there are methods to prevent intruders, like walls, fences,
doors and locks. There are also methods to detect if an intruder is breaking
these barriers, like cameras, infrared detectors and radars. The next step is
active countermeasures, guards, who are alarmed by detection and prevent
the further intrusion. There are also deterrent elements keeping guards
visible and placing warning signs outside the site.

In the physical security it is possible to determine the reasonable strength
of a preventive barrier using formula T, > Ty + T, which means that the
time it takes an intruder to break the barrier has to be greater than the time
of detection and time for a guard to arrive together. Of course there might
be several barriers in which case the total amount of breaking times must
be greater than the time it takes for a guard to notice the intrusion and
come to prevent it. If there is no detection or countermeasures at all, the
time becomes infinite. One can say that it is not possible to protect any-
thing with only passive preventive method. If there is enough time, all the
barriers may be broken.
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Figure 6.1: Quality and cost [86, p.5]

The same principles are true also in information area. Besides the pre-
ventive method, like access control, also intrusion detection is needed.
There should also be countermeasures if something is detected. For ex-
ample the minimum acceptable length of a password depends on how
many wrong attempts are accepted and how fast these attempts are detected.
Without any detection or countermeasures all the passwords are subject to
broken by brute force.

If we compare the suggested new model in Chapter 7.3 with an old
model [29] and a packaged safeguard model [23], we can notice thatan old
model presents information technology security as a counterpart of physical
security. In this sense the old model is still valid. However, it is not a
model of information security but information technology security. The
packaged safeguard model has many similar elements as the new model:
managerial, technology, operational and organizational elements can be
found in the new model also. 'The most notable difference is the lack of the
asset management and the physical security.

6.2 Security and quality

There are two main reasons to maintain quality in production: cost and
benefits. The effect of quality improvements to cost is presented in figure
6.1. [86]

In the figure 6.1 the basic cost is the production cost. When the pro-
duction processes become more efficient, these costs will decrease. The
prevention cost include the efforts to prevent failures, for example training
and eliminating causes of failures. The appraisal means evaluating if the
product meets the standards and the requirements. The failure cost include
all the cost caused by defect products found in appraisal or by customers.
There is some advantage in ensuring that basic processes are efficient but
the main advantage is in preventing failures.

'The basic idea is the same in security. In figure 6.2 we present the cost
effects of security in the same manner.

In figure 6.2 the improvement of basic processes means decreasing the
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Figure 6.2: Security and cost

Software quality
requirements

Functional Performance Safety
requirements requirements requirements

Reliability Security
requirements requirements

Figure 6.3: Security and quality by Herrmann [45, p.29]

amount of unnecessary work. The employees do not have to use their
time to check security related matters. Instead they can concentrate on
their work. The prevention and the monitoring increase when these duties
are transferred from other employees to specialists. The main advantage is
fewer defects.

There are lot of definitions for the terms security, safety, reliability, qual-
ity and how they interact each other. Ross Anderson has said: “Security
engineering is about building systems to remain dependable in the face of
malice, error or mischance” [1§].

Another view is presented in figure 6.3 [45]. In that view quality is on
the top. Software quality requirements include security features.

Functional requirements mean that the software fulfills the specifica-
tion and is able to do the job. Performance is the ability to produce the
output in given time in normal operation. Reliability means that the soft-
ware is in normal operation often enough. Safety requirements prevent the
software to cause harm to others and security requirements prevent others
to cause harm to the software.

In the case of a software or even an information systems this taxonomy
is acceptable. Software quality means that the software fulfills the require-
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ments. Security is only one source of requirements. However, there are
usually higher level security requirements. Usually there is a corporate
security policy which states that the software must meet the quality require-
ments.

Another approach is to define quality and security as parallel functions
which have a common goal: everything goes like planned. However, they
have a different kind of threat. Quality prevents incidents inside the pro-
cess. In this case the threat is inside software, a vulnerability or malfunction.
In the quality case problems are avoided by a better designing and program-
ming. Security prevents incidents coming outside the process. Threat is an
outsider who prevents the software from working properly. Security inci-
dents are prevented by preventing outsiders: people, nature or acts of God
from disturbing the process. Usually both approaches have many common
elements. If one of them is properly managed, it is reasonable enough in
most cases.

As a conclusion about the quality vs. security discussion we can say that
there are a lot of common elements. 'The goal is usually the same: working
without incidents. The methods are basically the same: plan what to do,
do what you planned and document the deviations. Quality is more inter-
ested in the system itself and the problems inside it, while security prepares
against threats from the outside. Both of these elements have to be built
into systems at an early stage. It is difficult to add quality in the existing
system and adding security is difficult, too.

6.3 Security in a space

In the social geography one of the issues is what kind of effect spatial en-
vironment has on people, especially in certain social situations. The geog-
raphy of fear is often connected with women’s fear to walk at nights but in
general there are several groups who avoid certain places or situations for
the same reason. If we define security as a situation without the feeling of
fear, spatial dimensions of fear become interesting.

In her thesis Hille Koskela has studied spatial dimensions of fear. Defin-
ing space as a surface it is possible to define vulnerable areas based on crime
rate in an area. It is also possible to combine physical and social dimensions
of space. In that case the fear may be connected to certain places. A third
approach is to connect fear to social practices. [61]

In another study Koskela stated that social practises may be part of social
control and they may have effects on equality among people. Fear prevents
some people to visit certain places or make them behave in a certain way.
According to this approach the high amount of fear is a sign of inequality
in society. [60]

These same dimensions might be possible to identify in information
space too. There are locations or “services”, which are often considered as
dangerous, like many sex-services. There are also some combinations of
places and social aspects, like discussion or dating services. Also the social
aspect is present. 'There are people who feel themselves uncomfortable
always on the Internet.

On the Internet it easy to see the privatization, the same development
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that Koskela has noticed in physical world [61]. Some people avoid some
places because of their fear and thus those places are not common property
any more. On the other hand, people try to restrict the admission to their
neighbourhood of those, who they think may cause a threat. On the Inter-
net there are immoral and thus places many people avoid, private services
and hided connections as well.

It would be interesting to study if the assumption about equality holds
true on the Internet too. If in physical world women feel themselves as
potent victims of crime and fear more, the situation should not be the same
on the Internet. As there is no physical contact and it is actually difficult
to even know the gender of other people, there should be no reason to
fear according the gender. Maybe it is incompetent people who should be
afraid that they were behaving in a wrong way and lose something.
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7 SECURITY MODELS

In this chapter we present some existing methods to divide security and
information security into several functions. Then we present a new division
to combine corporate and information security as a one model.

7.1 Information security vs. corporate security

The governmental information security policy in Finland
Inter-Departmental Information Security Co-ordination Group set up a
committee to prepare a policy decision on information security for the
Finnish Government in 1992, In cleartext this means an information se-
curity policy for governmental organizations. 'The first version was pub-
lished in 1992 and it was revised in 1998. This policy was once available in
English, too but the current version it is only available in Finnish [7].

Information security is defined in this policy as the proper protection
of information, information systems, communication and services both in
normal and emergency situations using legislation and other protection
methods. The confidentiality, integrity and availability of information are
protected against threats and losses caused by hardware and software mal-
functions, natural catastrophies and acts of malicious, careless or unskilled
people [7].

In the policy information security is divided into eight areas: admin-
istrative information security, personnel security, physical security, com-
munication security, hardware security, software security, data security and
operational security. 'This division the writer of the policy adapted from the
Royal Canadian Mounted Police [102].

The corporate security model of Finnish employers

The confederation of Finnish employers has maintained standards and ed-
ucation on corporate security for several years. This work is based on the
thesis of Markku Pesonen [79] which has been published only in Finnish.
"The Finnish de facto standard security education is also based on this model
[P3].

In this model security is divided into ten areas: security management,
security of production and operations, occupational health and safety, en-
vironmental security, rescue operations, emergency planning, information
security, personnel security, premises security, security of operation abroad,
and crime prevention. These areas are described in [P4].

7.2 Comparing the models

We have compared these two models and some other models in [P4]. Both
these models cover almost every aspect of corporate and information secu-
rity. It is not possible to use both of them simultaneously if the duties of
managing corporate and information security are separated. On the other
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hand if there is only one manager for both areas this conflict does not dis-
turb.

Information security is one part of the corporate security model. If we
put the information security model inside that part we get a model where
for example physical and personnel security are doubled. Another possibil-
ity is that we take all non-computer elements out of the information secu-
rity model and then join the models. However, there are several internal
contradictions in the corporate security model.

We tried to combine the models also by adding information security as
another layer of corporate security. This satisfies the fact that information
has something to do with all the areas of corporate security: is stored in
physical houses, handled by personnel, protected from fire, transported,
used abroad and so on.

7.3 A combined model

This new model has been presented in [P4]. There are assets and protection
methods in this model. Some methods are mandatory while others can be
selected according to the situation at hand.

Assets

An asset is something valuable for an organization. Losing an asset causes
either direct or indirect losses for an organization. Some assets may have
value in themseves. This means that to replace a lost item one has to buy
a new one (e.g. raw material) or something valuable is lost (e.g. money).
Another possibility is that the asset is required for normal operation, like
machinery or a house. The assets are in the middle of the model in Figure
7.1

Property is the largest group of assets. It represents all physical assets,
like goods, monetary instruments, machinery or buildings. Losing, misus-
ing, accidents, forging and so on may damage these assets.

Information is a non-physical asset. However, it is an important factor of
production. Information may have the form of a substance, a tool or a prod-
uct. Information may have monetary value when bought or sold and also
strategic value if it concerns future plans of an organization. Denning uses
the terms “operational” and “exchange” value of information [30]. Some
information is the result of hard work, like a customer database, while oth-
ers come from unique thinking, like a new invention. Information may lose
its value if it is known by too many people, has deteriorated like a database
which includes wrong information, or is not available when needed.

Personnel is the third asset. Strictly speaking, personnel is not indepen-
dent from the other assets. For a company an employee is a manufacturing
device, like a robot. At the same time he is a storage of a remarkable amount
of information. However, the reputation of an organization requires taking
care of the personnel and thus it constitutes an asset.

Reputation is the fourth asset. We discussed reputation and brand to-
gether with trust in Chapter 2.2. Beside of that many shareholders value
the reputation of a company very high. A bad reputation lowers the price
of shares.
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Mandatory protection methods

There are two mandatory protection methods which, as the name implies,
have to be taken care of in every organization. They are placeed as the
inner layers in the model (Figure 7.1).

Security management is the most crucial part of security. There always
has to be a connection between the business and security. Somebody has to
define the acceptable risk level for an organization. The risk level defines
the goal for security. There has to be a security policy, which defines the
target and also the protection methods on a general level. The security
functions have to be organized through the whole organization.

Another mandatory method is asset management. Protecting assets is
useless if the valuable assets are not known. One can not protect everything
against any threat. In addition to identifying the assets one has to classify the
reasons why the assets are valuable and against which threats they have to be
protected. Efficient asset management consists of a classification scheme
which unifies the classification and protection of assets through the organi-
zation.

Selectable protection methods

Unlike the mandatory methods one may choose which of these methods
produces the best protection for certain assets. One may also combine
these methods for best results. Thus, they are in the outer layer of the
model. These methods are set as sectors since their weighting may vary
according to the situation (Figure 7.1).

Physical security is a basic protection method. Since physical security
protects assets from threats coming from the outside only, efficient protec-
tion requires several security domains. Physical security may be passive, like
walls and fences, or active prevention by guards. Active reactions require a
system which finds out if something out of the ordinary happens.

Personnel security is probably the most important sector of security.
Since physical security is only capable of protecting assets against outsiders,
there is a need to define outsiders and insiders properly. This is the main
function of personnel security. Another function is to take care of the
knowledge of employees. The employees can not work in secure ways if
they do not have enough education and training to manage their work [P1].

Information technology security is actually a counterpart to physical
security. Physical security prevents people getting unauthorized access to
physical objects, whereas information technology security prevents unau-
thorized access to objects in the information space. As on the physical side
there are passive methods to prevent access, like cryptography and active
systems to detect intrusion.

Operational security is more or less the same as quality of work. There
are a lot of everyday routines which can be done in a secure or insecure
way. 'The routines must be secure and there must be enough time to work
at a secure pace.

The usage of the model
Organizing security according to this model has been relatively easy. Ac-
cording to National Emergency Supply Agency (of Finland) security is a
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part of normal work and security related tasks should be done by the same
staff as the rest of the work [44]. Most of the methods in this model can
easily be assigned to some department of a typical organization.

The personnel security takes care of the hiring and firing procedures
and the training of the staff. These procedures belong typically to the per-
sonnel department and thus the security measures can also be assigned to
that department. Most organizations have a computer department, which
is a natural base for the information technology security. The physical secu-
rity has a natural connection to the premises and a department taking care
of those. If we divide the function of an organization into operational and
headquarter functions the personnel, computer and premises departments
are typically assisting functions located at the headquarter.

The operational functions are the real business of an organization. Op-
erational security is then part of that business. The work at the organization
has to be done in secure way and with high quality as stated in Chapter 6.2.

'The mandatory methods are discussed in the other chapters of this the-
sis. Administrative security is security management and it belongs to the
general management. It includes organizational issues (Chapter 4) and the
reputation of the organization (Chapter 2.2 and 3.1). Asset management is
something everybody must do. A systematic method for this is presented in
Chapter 8.1.

In the standard case, all these protection methods are required but the
balance is formed according to the situation of each organization. At least
some personnel security is required to select which employees are allowed
to access what assets. Then some physical and/or I'T security is needed
to prevent unauthorized access and control authorized access. Also some
routines are always required to manage security in the everyday work.

The model has been tested in several organizations. The author of this
thesis has used it in Finnish Defence Forces and Alma Media Inc., unfor-

tunately those documents are not public. However, there are several other
applications of the model (e.g. [59], [78], [97]).

FOUR VIEWS ON SECURITY

43



44 FOUR VIEWS ON SECURITY



8 A METHOD FOR CLASSIFYING AND ANALYZING SYSTEMS

In previous chapters the risk analysis and classification of the assets were
found to be essential for security administration. In this chapter we present
a systematic method to execute these functions.

8.1 Classification

As we present in chapter 7.3, a classification is an absolute requirement for
securing information. Without classification there is no knowledge about
which information is worth protecting, why and against what. Previously
many classification schemes were based on confidentiality. However, the
availability of information may nowadays be more crucial.

For this purpose a new approach, the viable information system, has
been introduced. Such a system is capable of maintaining its functionality
and ability to produce the required service. [54]

Availability and integrity differ from confidentiality in the sense that the
classification is usually done at the system level. Requirements for availabil-
ity and integrity are set when the system is designed and a normal user does
not have to know anything about this. Confidentiality is always present. All
the new information has to be classified and everybody may have to take
part of this. At least everyone has to apply the rules on how to use classified
information.

Even the classification of confidential information has changed. Infor-
mation is not the same as a document any more. We can not label a paper
as secret because there is no paper. Information is located in files in com-
puters and fields in databases. Beside actual data there is metadata which
may be as important as the data itself but more difficult to protect.

'The classification process itself has changed during the last ten years.
In the beginning of the 1990ies information was still stored in paper doc-
uments. There were computers and the documents were prepared using
them but after that the document was printed out and handled as paper.
The classification could be done late in the process, it was possible to leave
the document unclassified and classify it after somebody came in and asked
for it. This kind of classification is not possible any more. Classification has
to be done before a document is saved for the first time. Probably the lo-
cation of the file and the permissions automatically define who has access
to the file. In many cases it is necessary to re-classify a piece of information
several times during the lifetime of the information.

In many cases information may be like a spreadsheet, a twodimensional
collection of pieces of information. For example, personnel information
consists of several columns: name, age, address and so on, there are also
several rows: Alice, Bob, Cecilia, ... Classifying this kind of information
actually means classifying either the whole file or a view into the file. In
principle it should be easy to manage permissions to a database and thus
classify a view. Restrictions are, however, dithcult to enforce efficiently.
Users may collect information from several views and then combine it in
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Figure 8.1: “Bathtub” model of reliability [66, p.174]

a manner that was not intended. It is even more difficult to manage a
situation where a user has the permission to get information from many
records but only when needed. A doctor has to get all the information of a
patient and anybody may be a patient. The doctor must not, however, have
admission to everybody’s data.

To manage information flows and classifications efficiently a method
for handling classification automatically is needed. It should be possible
to define a diagram about how the information flows and especially what
parts of the information are actually needed in a certain part of a process.
Being able to define the needed information makes it possible to keep the
classification lower and thus also make the security requirements lower.
This is especially important in modern organizations where some of the
processes have been outsourced to other companies.

8.2 Analysis

The reliability of electronic components has a failure rate which is called
the “bathtub” model because of its shape (figure 8.1). ‘The probability of a
failure is higher due to poor assemblies or weak, substandard components,
which fail soon after startup. During the useful lifetime the probability of
failure is constant. There is a chance of failure but its probability is low. In
the end of the lifetime wearout failures will occur. [66]

We suggest that it is possible to use the same model in software compo-
nents, too. In that case early failures are often due to poor implementation,
poorly planned modification and incorrect assumptions about the operat-
ing environment. These failure rates may be even higher than those of
electronic components. There are also failures within the useful lifetime.
They may occur when a new or seldom used input is executed. In the
end of the useful lifetime the software needs more modification and the
environment has changed [66]. Another explanation would that in the be-
ginning there are several errors in the software. One by one these errors are
corrected until no more can be found in normal operation. At that point
the useful lifetime begins. In the end of the lifetime changes have to be
made to adapt to the changes in other systems and these changes add new
errors to the system.

'The increased complexity of systems has created a new accident type
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Hardware

Software

Caused by deficiencies in design,
production and maintenance

Caused by design faults

Due to wear or other energy-related
Y
phenomena, warnings are possible

No warnings

Reliability is possible to make
better through preventive maintenance

No preventive maintenance

Time related reliability

Reliability grows when errors
are detected and corrected

Environmental conditions affect

External conditions do not affect.
Internal conditions, like
insufficient memory, may affect

Can be predicted from physical bases

Can not be predicted

Can be improved by redundancy

Reliability can be improved

by diversity

Failure rates of components are
predictable

Reliability of software components
is not predictable

Interfaces are visual

Interfaces dare conceptua]

Uses standard components

Uses proprietary components

Table 8.1: Comparison of hardware and software reliability [57, p.7][108§,
p4]

called system accidents [77]. For Example, in conventional industry the
intermediate storages have disappeared and several subsystems are coupled
tightly together. This makes it more dithcult to identify potential hazards
because there probably is no specialist who understands the whole process
[100].

The increased number of distributed systems causes new possibilities
for failures. There may be several hidden dependencies in those systems
which are difficult to notice and manage. [71]

For security flaws a taxonomy how-when-where was used to analyze in-
cidents. “How” tells the genesis of an incident and how it got into the
system. “When” tells the time of introduction and “where” the location of
appearance. [63]

The threat analysis of distributed systems is difficult. There are many
components, the environmental conditions of these components vary and
the connections between these components are numerous.

8.3 A proposed classification and analyzing system

Classification and threat analysis are processes which can be placed in the
same concept. If done systematically both require a proper system descrip-
tion. Classification is a top-down process. Although every piece of informa-
tion has to be classified when it first comes to the organization, the value of
information is recognized top-down. For example the importance of a pro-
cess is defined according to the business management of an organization.
Often the piece of information changes from confidential to secret after a
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Figure 8.2: Top-down classification

decision of a high-level director when the possibility that something may
happen turns to the decision that it will happen.

'lo manage the flow of information properly the amount of information
and its exact classification should be known in all the phases of the pro-
cess. Protecting the information is easier if there is no unnecessary piece
of information which sets the classification higher than it needs to be. The
classification of information may be decreased in two ways: horizontally by
decreasing the number of fields or the quality of information or vertically
by decreasing records or the quantity of information.

Availability can be managed in the same way. If the availability of a
certain process is extremely important its criticality can be decreased by
bringing in another parallel process to back-up the critical one. Integrity,
too, may be improved by adding parallel processes to verify the modification
of information.

There are two main principles in the proposed classification scheme:
top-down and flow chart. Top-down means that every level of the hierarchy
gets the classification from its upper level as in figure 8.2. For Example,
the high level management states that the value of the work of the printing
division is 60 out of 100. This information is then passed to the printing
division. The head of the division analyzes the printing process and de-
fines that the value of the print site B is 20. Again the manager of print
site B knows the value of his site for the whole corporation. This stepwise
refinement can be continued until there is nothing to be analyzed or the
importance of elements drops below the threshold defined in the policy of
the corporation.

The model does not require that all the pieces in the flow chart should
be in the same organization. The classification sets well defined require-
ments between organizations when agreements are made.

Another key feature is the flow chart. In figure 8.2 the availability re-
quirements are defined using a flow chart. A box means a part of the process
and lines present information flow. When two boxes are parallel they are
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Figure 8.4: Confidentiality flow chart

independent of each other and may back-up each other. If there is a single
box it means that there is no alternative process and thus the classification
of such a box must be the same as the parent process, like for Site Service
at Print Site B. If there are parallel boxes, the classification could be lower,
e.g. there are two alternative print sites in the printing division. Site A is
bigger and more important than Site B. Another flow chart is presenteed in
figure 8.3.

It is possible to describe confidentiality in the same way. In figure 8.4
a department gets information about its employees from the personnel de-
partment of the company. The classification of this information is 80 on
a scale of zero to 100. All this information comes to the personnel sec-
retary and the classification of this information is then the same 80. The
director of the department gets all the information, too. There are three
units in the department, A, B and C. Those units get the information about
their employees. Because the number of the employees is smaller from in
the whole department the classification is also lower (decreasing by reduc-
ing the quantity of information). 'There are also two common functions
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Figure 8.5: Threat analysis

in the department, salaries and training. These get information about all
the employees of the department but not all the information and thus the
classification is lower (decreasing by reducing the quality of information).

Making these flow charts is a manual operation. Classifying the sub-
processes is also a manual operation. As seen in the figures, there is no
mathematical function which can be used in classifying. However, this
work should be fairly straightforward on one hierarchy level and the results
can easily be passed to the lower level for more precise classification.

The same process description may be used when making a threat anal-
ysis for an organization. The processes and their relationships are already
defined. If the low level threats are analyzed manually it should be possible
to calculate higher level threats automatically.

In figure 8.5 we have the same situation as in figure 8.2 earlier. Now
Print Site B has analyzed itself and found out that the reliability of Printing
Machine 2 is less than required and thus the Print Site B does not meet the
requirements. The result propagates to the upper level: Printing Division
does not meet its requirements.

There are several possibilities to correct the situation. The manager of
Print Site B may notice the situation and increase the reliability of Printing
Machine 1 by making some preventive maintenance. This may even hap-
pen before the results are reported to Printing Division. Another possibility
is that the manager decreases the value of Printing Machine 1 by increasing
the capacity of Printing Machine 2 or purchasing a new Printing Machine
3.

If these alternatives are not possible for the site manager he has to report
the bad numbers to Printing Division. The manager of the division has the
same three alternatives: trying to improve the situation of Printing Site B,
decreasing the importance of Printing Site B or reporting the unsuccess-
ful result to the CEO. Improving the results means accepting higher cost
and decreasing the importancy means either improving Printing Site A or
getting a new Printing Site C.
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The same analysis can be made according to confidentiality or integrity
requirements. In these cases failing the requirements means that the data
should not be passed to the failing subprocess until the requirements are
met. It is also possible to decrease the classification of the data by decreas-
ing either the quantity or the quality of the data.

On the low level, where availability is based on reliability of the system,
it may be possible to improve the availability by adding parallel back-up sys-
tems. In accordance with the table 8.1 this means either redundant hard-
ware or diversified software. 'T'he bathtub model (figure 8.1) should also be
taken into account. In the high-failure phases there should be a reliable
back-up.

On higher levels the back-up systems may be too expensive, like a new
printing site in figure 8.5. However it may be possible to buy back-up ca-
pacity from other companies or otherwise arrange the possibility for extra
capacity if needed.

8.4 The cost model

The method also gives the possibility to estimate the cost of back-up ar-
rangements. These costs depend on the static cost of the back-up arrange-
ment and the unit prices of back-up production.

One back-up arrangement is presented in figure 8.6. Print Site B has an
agreement with another local print shop which promises to sell the needed
printing capacity in an emergency case. This company requires a fixed
price of 500 in a month for reserving the capacity and 50 as a unit price
for each printed unit. On their own Printing Machine 1 the corresponding
prices are 10000 a month and 10 per unit. If the probability of failure in
Printing Machine 1 is 7%, it is possible to calculate the cost of the back-up
capacity. 'The fixed prices must always be counted in and the unit prizes
according to the probability. In this case Pt = 10,000 + 500 + N (0.93 *
10 + 0.07 * 50).
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If the number of units in a month is 100, the cost of Printing Machine
1 is 11,780. Without a back-up arrangement and with perfect reliability the
cost would be 11,000.

8.5 Comments on the method

This method has several advantages. It

systematizes classification and threat analysis

reuses the results (when a process is analyzed the results may be used
in several higher level systems)

the work of classifying and analyzing may be distributed to several
organization units

makes the changes local and the flowchart can be recalculated auto-
matically

gives the possibility of local corrective action

clarifies the requirements when making contracts between units or
with subcontractors.

'There are two main disadvantages: the lack of a supporting system and
the initial cost. ‘There is currently no system supporting this kind of mod-
eling. There should be such a system, capable of presenting systems using
flowcharts and making some calculations automatically. Even in that case
there is quite a lot of initial work when the target system is analyzed and
stored into this supporting system.
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9 CONCLUSIONS

9.1 Summary

In this thesis there are three parts. In the beginning, chapters two to six, we
have selected four different views on security. The user’s view concentrates
on the security needs of users when they use services, especially on the In-
ternet. The key words are trust, privacy and capability. In the developer’s
view these user’s requirements are taken into account when developing in-
formation systems. The methods are security profiling (brand) and usability
requirements. The security and usability in the lifecycle of a product are
also considered. There are also a few words about the development process
itself and the security in it. In the organization’s view another aspect of a
brand — the business model — is presented. The ways of organizing se-
curity are also considered as well as the effect of historical reasons which
lead to the current security situation. In the scientist’s view, some confer-
ences are analyzed to find out what aspects of information security have
been the object of scientific interest. Finally, there are some considerations
and suggestions in connection with other areas, like quality.

In the second part, chapter seven, we analyze two current security mod-
els and present a new one combining the earlier ones in a logical way. This
new model has been tested using it as a base of security policy in two na-
tionwide organizations. We have also conducted a development program
for information security professionals using the same model and currently
we are refining two university curricula according to the model.

In the third part, chapter eight, two practical problems in organizations
are presented. They are classification and threat analysis. A generic solution
to these problems is also suggested.

9.2 The results

Through this thesis there are three main themes: trust, systematic work and
education. The main results are

e Security is an essential part of the business model. A company has to
have a vision about what customer segment it is targetting and what
are the security requirements in that segment. (Chapters 2.2, 3.1, 7.1
and [P4])

e Security is an essential part of new products. After the business model
is defined all the new products must meet the required security level.
In addition to this users must be able to use the products without fear

of failures. (Chapters 2.2, 2.5, 3.1, 3.2, 6.2 and [P1])

e Security depends on the culture of an organization. Security is not
only written policies and expensive devices. It is part of the em-
ployee’s everyday work and the overall culture of an organization has
to encourage security. (Chapters 2.5, 3.3, 4 and [P1])
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e Corporate and information security are the same. The same policy
and methods must be applied to protect all the assets including infor-
mation. (Chapters 6.1, 7, [P4] and [P6])

e Fducation is an important part of security. Without education people
can not do their work properly. At the same time “too smart” people

may cause other problems if the culture in the organization allows
that. (Chapters 2.3, 2.5, 3.1, 4.3, 4.4, [P1], [PZ], [P3])

‘Trust is a requirement when new economy emerges. If there is no trust,
there is no electronic commerce, either. Users” trust for the systems may
be increased by good usability, education and reputation. Stakeholders’
trust for the systems may be increased by proper management of the de-
velopment process and systematic classification and threat analysis. Good
understanding of systems and security related matters increases users’ trust
to the systems and also decreases the number of mistakes, which again in-
creases trust.

In organizations understanding the nature of security makes it possible
to organize security functions properly between business functions. Secu-
rity is not a separate function with a security policy and security manager
who comes once a year to see if the rules are applied properly. Security is a
decision that it is reasonable to prevent losses beforehand instead of spend-
ing time and money to find out afterwards who did what and how it can
be corrected. It can also be a strategic choice to profile oneself as a secure
company and therefore to be able to get new customers or a better price for
one’s products.

9.3 Future work

We have noticed that there are many similarities between physical and in-
formation technology security. Thus we assume that these areas grow even
closer in the future. The traditional physical security terms and methods
will be adopted into the computer area. We suggest that some new meth-
ods should be developed to manage the “information space” in the same
manner as the “physical space”.

The hierarchy of needs as presented by Maslow [69] is not applicable
to the “information space” since the security needs in that hierarcy refer to
very physical needs. However, these same elements exist in the “informa-
tion space”, too. We suggest that the hierarchy of needs should be upgraded
to this area.

Security standards are designed for business use. We suggest that there
should be a consumer standard, too. Such a standard (with certificates)
makes it possible for an ordinary consumer to evaluate Internet products
and thus increases the consumer’s trust in the product.
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